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3. Z39.50 Specificationsfor the CIP

3.1 Introduction

Z39.50 provides a general framework for the search and retrieval of data. This framework needs to be
customised for each specific domain of application. This customisation is achieved here by the
definition of aZ39.50 specification for the CIP in the form of a CIP profile.

The CIP profile provides the following information:
 ldentification of the Z39.50 version used by the CIP (see Section 3.2).
Identification of the objects required by the CIP (see Section 3.3).

 ldentification of the communication service used by the CIP (see Section 3.4).

« ldentification of the Z39.50 facilities used by the CIP and explanation about how those
facilities shall be used (see Section 3.5).

» Déefinition of the CIP request identifiers (see Section 3.6).
« Management of concurrent operations by the CIP (see Section 3.7).
» Handling of diagnostic messages by the CIP (see Section 3.8).

* An explanation of the CIP specific features that have been layered onto the basic Z39.50
protocol (see Section 3.9).

The profile also defines the CIP information specific to the Earth observation domain, which shall be
handled by Z239.50. Thisisintroduced in Sections 3.5.2.2 and 3.5.3.2.2 and specified in detail in
Appendices A, B and C.

3.2 Version

The CIP requires support for 239.50-1995, referred to as 239.50-Version 3.Whilst not al facilities of
version 3 are required for the CIP, the capabilities of version 2 are not sufficient for the CIP
requirements'.

There are further specifications required to those defined in version 3, these fall into the categories of
CIP object identifiers and extended services.

Whilst the CIP isa Z39.50 version 3 profile, the CIP is compatible with ANSI/NISO Z39.50-1992,
referred to as 239.50 Version 2, in order to provide some level of interoperability with profiles based
on Z39.50 version 22,

3.3 CIP Objects

The following object identifier (OID) is assigned to the Z39.50 Version 3 standard:
{iso (1) member-body (2) US (840) ANSI-standard-Z39.50 (10003)}

ThisOID is abbreviated as:

! The subsequent sections of this document shall only define the services and objects required for the CIP
Release B.

2 Compatibility with Z39.50 Version 2 will allow the CIP to exchange messages with systems based on Z39.50
Version 2 profiles. However, for exchanges between CIP compliant systems, 239.50 Version 3 applies.
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Severa object classes that are required by the CIP are assigned at the level immediately subordinate
to the ANSI -standar d-Z39.50, including:

= application protocol data units (APDUS) definition;
= attribute set definition;

= diagnostic definitions;

= records syntax definitions;

= resource report definitions;
= access control definitions;

= extended service definitions;
= element specification definitions;
= database schema definitions;
= tag set definitions.

The Z39.50 registered objects required by the CIP are presented in Table 3-1. For each object, the
name of the object and its object identifier (OID) is provided. Additionally, an abbreviated name
(aias), which may be used as a short name in other sections of this document, and a reference to the
section in [Z23950] where the object isfully defined is also provided.

Table 3-1: 239.50 Ol Ds used by the CIP

Name

Object Identifier (OID)

Alias

[23950] Section

Z39.50 APDUs

{ANSI-standard-239.50 2 1}

{239.50- APDU}

Section 4

bib-1 attribute set

{ANSI-standard-239.50 3 1}

{Z39.50-AttributeSet-bib-1}

Appendix 3, ATR.1

exp-1 attribute set

{ANSI-standard-239.50 3 2}

{Z39.50-AttributeSet-exp-1}

Appendix 3, ATR.2

ext-1 attribute set

{ANSI-standard-Z39.50 3 3}

{Z39.50-AttributeSet-ext-1}

Appendix 3, ATR.3

bib-1 diagnostic set

{ANSI-standard-239.50 4 1}

{Z39.50-Diagnostic-bib-1}

Appendix 4, ERR.1

diag-1 diagnostic format

{ANSI-standard-239.50 4 2}

{Z39.50-Diagnostic-diag-1}

Appendix 4, ERR.2

Explain record syntax

{ANSI-standard-Z39.50 5 100}

{Z39.50-RecordSyntax-Explain}

Appendix 5, REC.1

SUTRS record syntax {ANSI-standard-Z39.50 5 101} |{Z39.50-RecordSyntax-SUTRS} | Appendix 5, REC.2
GRS-1 record syntax {ANSI-standard-Z39.50 5 105} |{Z39.50-RecordSyntax-GRS-1} Appendix 5, REC.5
ES Task Packagerecord |{ANSI-standard-Z39.50 5 106} |{Z39.50-RecordSyntax-ESTP} Appendix 5, REC.6
syntax

Fragment record syntax

{ANSI-standard-Z39.50 5 107}

{Z39.50-RecordSyntax-Fragment}

Z39.50 Maintenance
Agency [ZSYNT]

resource-1 resource report
format

{ANSI-standard-239.50 7 1}

{Z39.50-ResourceReport-
resource-1}

Appendix 6, RSC 1

Prompt access control

{ANSI-standard-239.50 8 1}

{Z39.50-AccessControl-prompt-1}

Appendix 7, ACC

Persistent Result Set
extended service

{ANSI-standard-239.50 9 1}

{Z39.50-ExtendedService-PRS}

Appendix 8, EXT 1.1

Persistent Query extended | {ANSI-standard-Z39.50 9 2} {Z39.50-ExtendedService-PQ} Appendix 8, EXT 1.2
service

Periodic Query Schedule |{ANSI-standard-Z39.50 9 3} {Z39.50-ExtendedService-PQS} | Appendix 8, EXT 1.3
extended service

Database Update extended | {ANSI -standar d-Z39.50 9 5} {Z39.50-ExtendedService-DU} Appendix 8, EXT 1.5
service

Search result user
information format

{ANSI -standard-239.50 10 1}

{Z39.50-Userlnfo-searchResult-1}

Appendix 9, USR.1

Element specification format

{ANSI-standard-239.50 11 1}

{Z39.50-ElementSpec-eSpec-1}

Appendix 10, ESP
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A number of objects that are defined within this specification shall use OIDs as specified in ‘OID.6
Locally Registered Objects’ of Z39.50, and shall have OID of the form:

{ANSI-standard-Z39.50 n 1000 p m}

where: n = one of those numbers listed above;
p = 99 the OID index of the CIP maintenance agency as a Z39.50 registered
implementor;
m = number of the object being defined.

These CIP registered objects are presented in Table 3-2. For each object, the name of the object and
object identifier (OID) is provided. Additionally, an abbreviated name (alias), used as a short name in
other sections of this document, and a reference to the section or appendix where the object is fully
defined is provided.

Table 3-2: CIP OIDs

Name Object | dentifier (OID) Alias Reference
CIPReleasee B APDU | {ANSI-standard-Z39.50 2 100099 1}  |{Z39.50-CIP-B-APDU} Appendix E

CIP attribute set {ANS|-standard-Z239.50 31000 99 1}  |{Z39.50-CIP-AttributeSet} Appendix A
CIP diagnostic set {ANS|-standard-Z39.50 4 1000 99 1}  |{Z39.50-CIP-Diagnostic-Set} Appendix F

Cl P_order extended {ANS|-standard-Z239.50 91000 99 1}  |{Z39.50-CIP-Order-ES} Section 3.5.8.8
service

CIP collection schema | {ANSI-standard-Z39.50 131000 99 1} |{Z39.50-CIP-Schema-Collection} |Appendix C
CIP product schema {ANSI-standard-Z39.50 131000 99 2} |{Z39.50-CIP-Schema-Product} Appendix C
CIP user schema {ANSI-standard-Z39.50 13 1000 99 4} |{Z39.50-CIP-Schema-User} Appendix C
CIPtag set {ANS|-standard-Z39.50 14 1000 99 1} |{Z39.50-CIP-TagSet} Appendix B

3.4 Communication Services

CIP is independent of lower layer communication protocols, but it is anticipated that most
implementations will be over TCP/IP. The Interoperable Catalogue System Design D&&iment
describes the use of CIP over TCP/IP.

3.5 Z39.50 Facilities

This section presents the Z39.50 facilities and shows their use in the CIP.

Each formal issue of this document will equate to a release of the CIP, so that an implementor can
develop to a defined baseline. This issue of this document (versidntzsdfore contains a detailed
description of thdacilities supported by the CIP Releast B

The CIP profile identifies the parts of the full Z39.50 specificatfof} that are applicable for the CIP
Release B, thus identifying the subset of the Z3¢aBilities that are used for the CIP and explaining
their usage for CIP purposes. Each Z39daflity is composed of one or maservices, so the

following sections contain a description of thaevices within thefacilities that are used by the CIP.
Within theseservices, the CIP identifies the optional parts of Z39.50 that are mandatory for the CIP
and the optional parts of Z39.50 that are excluded from the CIP.

3 Version 3.x will contain the description for CIP Release C.

* For this reason, the terms ‘CIP’ and ‘CIP Release B’ are used interchangeably in this section.
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The profiling of 239.50 for CIP purposesis achieved by including the formal 239.50 ASN.1
definitions and customising their use by:

« striking through the ‘OPTIONAL’ keyword in the optional parts of the Z39.50 ASN.1
definitions, which means that the definitions are mandatory for CIP compliance;

» greying out the optional parts of the Z39.50 ASN.1 definitions, which means that the
definitions are not needed for CIP compliance.

« explaining the meaning of the Z39.50 ASN.1 definitions and clarifying their use for the CIP.

The Z39.5(facilities used by the CIP are summarised in Tablé.38e usage of thesacilities by
the CIP is described in the following subsections.

Table 3-3: 239.50 Facilities usage

Z39.50 Facility
Initialisation Facility
Search Facility

Retrieval Facility
Result-set-delete Facility
Access Control Facility

Q
T

Accounting/Resource Control Facility
Sort Facility
Browse Facility (Scan service)

Extended Services Facility
Persistent Result Set
Persistent Query
Periodic Query Schedule
Item Order
Database Update
Export Specification
Export Invocation

Explain Facility

O|O|XXOXO0O000O(|(X|[X|O|O|O|O|O|O

Termination Facility

| ®"O" indicates that the facility is supported by the CIP, whereas " X" indicates that the facility is not supported by
| theCIP.
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3.5.1 Initialisation Facility
The Init service allows an origin to establish a Z-association with the target.
The CIP uses the standard Z39.59 Init service negotiation procedures to control the use of all services.

CIP Release B usesthei dAut hent i cat i on parameter to support the authentication of a CIP user. A NULL (empty) value for this parameter will allow a user

to establish an association with “guest” capabilities. A CIP Release B client will use this parameter to provide inforthationabRetrieval Manager

(target) to identify the user and hence allow the local Retrieval Manager to identify the group(s) that the user is a membegoiup{®s&ill have

defined capabilities for accessing data aeices at the local Retrieval Manager. TheAut henti cati on (user id) will be checked by the local Retrieval
Manager when an authenticated session is requested or when the user regupesésiamwhich the local Retrieval Manager wants to have authenticated. A
client can request that a session be authenticated by settiagctises Ct r | options in thd ni ti al i zeRequest message. This will prompt the local
Retrieval Manager to challenge the client identify usingfteessControl service. Thefacility is also used by the local Retrieval Manager to establish a
session with a remote Retrieval Manager on behalf of a user.

If a non-ClPorigin suggests the use of Z39.50 version 2 forAtassociation with thetarget in thelnitializeRequest, thetarget will accept theZ-association
with reduced functionality and make the following assumptions:

« TheTermin theRPNQuery contained in &earch request will always be of typaeneral (i.e. anOCTET STRING) (see also Sectiad.5.2.9.
* An Operand in theRPNQuery contained in &earch request will contain a singldJse attribute in theAttributelist (see also Sectic®.5.2.§.
« Therecords are always returned according to the "Summaelgrent set and following theSUTRSrecord syntax (see also SectioB.5.3.5.
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Table 3-4: Initialize Services

ASN.1 Definition

ot her | nfo

M eaning

InitializeRequest ::= SEQUENCE{
referencel d Ref erencel d OPFH-ONAL,
pr ot ocol Ver si on Pr ot ocol Ver si on,
options Opti ons,
pref erredMessageSi ze [ 5] I MPLI CI T | NTEGER,
excepti onal Recor dSi ze [ 6] | MPLI CI T | NTEGER,
i dAut henti cati on [7] ANY OPTHONAL, -- see note bel ow
i mpl emrent ati onld [110] IMPLICIT International String OPTI ONAL,
i mpl ement at i onNane [111] IMPLICIT International String OPTI ONAL,
i mpl ement ati onVer si on [112] IMPLICIT International String OPTI ONAL,
user | nfornationFi el d [11] EXTERNAL OPTI ONAL,

O her | nformati on OPTI ONAL}

The I nitializeRequest record is used to establish a session between atarget and an
origin. The parameters contained within I ntializeRequest are:

Thereferenceld field is provided to enable tracking of a particular operation.
A referencel d is assigned by the originator of the initialisation request
operation and is returned in the initialisation response.

protocolVer sion describes the version of the Z39.50 protocol supported.
optionsisalist of the set of services supported.

preferredM essageSize states the message size (in bytes) that the origin would
prefer to use.

exceptional Recor dSize states the maximum message size that the client will
accept for a present operation resulting in asingle large record. If the
preferredM essageSize and exceptional M essageSize are the same, then the
single record specia case will not apply.

idAuthentication used by the origin and target to confirm the identity of the
user (end user or retrieval manager acting on behalf of a user). The null value
allows for a “guest” user with associated privilege.
implementationl d used to identify the implementation used.
implementationNamedescriptive name of the implementation.

implementationVersion version of the implementation.

user I nformationField is used to transfer user related information betweer) an

origin and a target. The definition of the user information is provided in
UserInformation in the CIP Order ES (see Section 3.5.8.8).

otherlnfo used to transfer other information between the target and origin
(not used by the CIP).

Ref erencel d

= [2] IMPLICIT OCTET STRI NG

Referenceld is a reference identifier assigned to an oper&fhich is initiated by
the origin of a request and terminated by the response of the target). It allows
a particular operation by providing the means to match a request with its
corresponding response.

The format of th&referencel d is specified in Appendix E.

® The CIP requires that all operations have a Ref er encel d. The definition provided here is therefore valid for all the Z39.50 services described in the CIP.
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ASN.1 Definition

Meaning

I dAut hentication [7] CHO CE{
open Vi si bl eStri ng,
i dPass SEQUENCE {
groupl d [ 0] IMPLICIT International String OPTI ONAL,
userld [1] IMPLICIT International String OPTI ONAL,
password [2] IMPLICIT International String OPTI ONAL },
anonynous NULL,
ot her EXTERNAL
- use O D {Z39.50-AccessControl - pronpt - 1}

I dAuthentication contains parameters to identify the origin to the target. The
parameters are:

e open means that no access control isto be used.
e idPassisaseguence consisting of
e groupld, theidentifier for agroup that the user is a member of. Thisis not
applicable as the user is not envisaged to provide a group identifier.
e userld, theidentifier for the user.
e password, the password of the user.
e anonymousused to denote an anonymous user, the value of the parameter is

null or empty. This allows an unregistered user to access a CIP retrieval
manager with guest privileges.

» other used by CIP clients to establish the identify of the CIP user. The format
of this message is the same as that used for the access control service. Thisis
to provide consistency with possible challenge/response sequences. Note that
the target may still choose to challenge the identity of the origin under the CIP
security approach for any subsequent operations requested by the target which
require access rights other than “guest”.
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ASN.1 Definition Meaning
I'nitializeResponse ::= SEQUENCE { TP, - : TP,
referencel d Ref er encel d OPTIONAL, InltlallzeR&ponselsgenerat_ed by thetarget after receptl_on of the Initialize
pr ot ocol Ver si on Pr ot ocol Ver si on, Request. The response contains the following parameters;
options Opti ons, « Thereferenceld field is provided to enable tracking of a particular operation
ref erredMessageSi ze 5 I MPLI CI T | NTEGER, . . . S '
chepti onal RecgrdSi se EG} IMPLI O T | NTEGER, A refe_renceld_lsgneq by th_epr_lg!nat_or of the initialisation request
resul t [12] I MPLICI T BOOLEAN, operation and is returned in the initialisation response.
-- reject = FALSE; Accept = TRUE o ; ; ;
T G L 2t ]l § [110] IMPLIGIT I nternational String CPTI ONAL, pro'tocoI.Verqun deﬁcrlb%thevgrson of the Z39.50 protocol supported.
i npl enment at i onNane [111] IMPLICIT International String OPTI ONAL, » optionsisalist of the set of services supported.
i mpl ement ati onVer si on [112] IMPLICIT International String OPTI ONAL, R ’ L
user | nfor mationki el d [11] EXTERNAL OPTI ONAL, pr_eferredMessage&zestat&sthem&sgagesze(m kilobytes) that the target
ot herl nfo O her I nf or mat i on OPTI ONAL} will enforce.
* exceptionalRecor dSize states the maximum message size (in kilobytes) that
the target will enforce for a present operation resulting in asingle large
record. If the preferredM essageSize and exceptional M essageSize are the
same, then the single record special case will not apply.
« result indicates whether the target accepts the association or not, the values
are “accept” and “reject”.
e implementationld used to identify the implementation used.
e implementationNamedescriptive nhame of the implementation.
* implementationVersionversion of the implementation.
« userlnformationFieldis used to transfer user related information betweer) an
origin and a target. For the definition of the user information, see
UserInformation in Table 3-36.
» otherlnfoused to transfer other information between the target and origif.
Prot O\c/glr;/fgf]'_ A [(3%)) 'NP#IhICISTbIB: Tsﬁlm glegl vays be set, but does ProtocolVersion describes what version of the Z39.50 protocol is supported. Fr
" .. nhot corr espond to any Z39.50 versi on. CIP t_he vgrsi(_)n of Z39.5Mustbe ‘version-3'. H_owever, 've_r_sion-_2' , With restrict_ed
ver si on- 2 (1), -- "Version 2 supported.” functionality, is also supported by the CIP for interoperability with Z39.50 Versipn 2
-- This bit should al ways be set. based profiles.
versi on-3 (2) -- "Version 3 supported."}
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ASN.1 Definition Meaning

Opti ons soar [Cﬁ] IMPLIGT BIT ST?'O;\'G{ Options describes what service options are requested (when the client or origin
pr esent (1) makes arequest) or provided (when the server or target provides aresponse). The
del Set (2), Optionsare encoded by setting bitsin a bit string to identify which services are
resour ceReport (3), supported or requested. CIP-B targets and origins must respond to all requests (i.e.
trg'sggfgseqsffrceq rl %gg the bit for all services must be set) except the scan, sort and level-1Segmentation
accessCtrl (6) (since level-2Segmentation needs to be supported) services (for which the bit must
scan (7, not be set). Note that not all sites with CIP-B compliant targets must provide all of
sort (8), the services. Details on compliance levels of supplying servicesis provided in
- ) (9) (reserved) Appendix H
ext endedSer vi ces (10), ’
| evel - 1Segment ati on (11),
| evel - 2Segnent at i on (12),
concurrent Qperations (13),
namedResul t Set s (14)}
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3.5.2 Search Facility

The Search service is the means by which the origin (on behalf of the user) finds out what
information is available.

This section describes how the Z39.50 Search service is used to fulfil the search requirements of the
CIP.

The Search service permits the origin to perform the following two primary tasks:
e Search and identify product descriptors;
» Search and identify collection descriptors.
Thesein turn can either be ordered or used as target for subsequent searches.
A Z39.50 Search consists of a number of fundamental parts:
e The search query format (see Section 3.5.2.1);
» Theattributes that can be used within the search query (see Section 3.5.2.2);
» Thetarget database for the search (see Section 3.5.2.3);
» Theresult set created at the target that holds the results of the search (see Section 3.5.2.4).

Z39.50 is conventionally used to search flat database models where each record in a target database
is homogeneous. In the CIP domain, however, the collection database has a hierarchical structure and
the records are not homogeneous. Two types of searches, with different semantic meanings, are
required: those to identify collections and those to identify product descriptors. Sections 3.9.2 and
3.9.4 include a description of how the Retrieval Manager must semantically process these two types
of searches, and how the hierarchical nature of the database must be handled.

3.5.2.1 Search Queries

Z39.50 provides a choice of several query languages for the execution of search queries. The CIP
shall support Type-1 queries, which are general purpose set query structures defined using the
Reverse-Polish-Notation (RPN). Note, however, that this does not preclude Retrieval Managers to
support other additional Z39.50 query languages (i.e. all Retrieval Managers shall support at least
Type-1 queries, but they may optionally support other types of queries as well).

The Type-1 query format is a very powerful syntactic notation which allows a great deal of flexibility
initsuse. Type-1 queries themselves define very little semantic information about the query (only
basic set operators are defined within the format), and so the semantics of a query must be defined by
the application (this can be effectively done in the Explain Database, see Section 3.5.9.2.3).

The Type-1 query use of RPN permits two operands to be logically’operated upon. In a Type-1 query
thisis with the simple set operators OR, AND or AND-NOT®. Each of the operands are defined by an
unordered and unstructured list of attributes. No restriction isimposed by the format on the content of

" The RPN operators are set operators (i.e. they result in the combination of sets). However, from a more abstract
point of view, they are logical operators as they allow to formulate logical predicates (i.e. al the SAR images
over the USA OR all the SAR images over Canada).

& The AND-NOT Operator is supported by the CIP. However, it should be used with great caution as queries
including the AND-NOT Operator may be very inefficient and resource-consuming.
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the attribute list, and an attribute® itself can be virtually anything defined by the application. In this
way, the format allows the definition of queriesthat are syntactically correct, but which are
semantically meaningless or absurd. It is therefore up to the application to define the permissible
attributes in a query and which combinations of attributes are meaningful. The definition of the CIP
attribute set (see Section 3.5.2.2 and Appendix A) and the definition of the CIP attribute
combinations (see Appendix A.7) provide support for a CIP application to define the proper use of
Type-1 queries in the domain of the CIP.

So that the functionality of the basic Z39.50 Type-1 query is clearly understood, a commented listing
of the forma ASN.1 Type-1 query definition from the Z39.50 specification is provided in Section
3.5.2.6. Note that, while the CIP supports the Type-1 query format, not all the syntactical possibilities
offered by the format are actually used by the CIP.

Thefollowing is an example of a Type-1 query in the context of the CIP to illustrate its use.

Assume that a user wants to find all SAR images over Great Britain received after January 1, 1995.
The user targets a search at a collection he knows of that contains all the images over Europe from a
variety of instruments. He must therefore specify that the creation date must be later or equal to
January 1 1995 and that the instrument that created the images must be a SAR. Moreover, he must
specify the target spatial region so that only the images over Great Britain will be obtained. Thisis
done, in this particular example, by defining a bounding rectangle that roughly contains Great Britain.

The query illustrated in Figure 3-1 would be created to perform this search. On the left isatree
structure showing the RPN structure of the query, on theright isthe ASN.1 structure of the same

query.

° Note that the definition of an attribute within Z39.50 is different, and much broader, than the CIP definition of
an attribute (as described in the CIP Object Model in the ICS URDYRP!) where an attributes defines the
semantics of an object. In Z39.50, an attribute can be anything that somehow specifies the semantics of a search
guery (i.e. an object, arelation between objects, the internal structure of an object, etc.).
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RPNQuery (RS)

Attribute Set 1 (cip-1)

C02 RPNStructure (RCO2)

Complex Operand (CO2)

RPNStructure (RCO1)

Complex Operand (CO1)
RPNStructure (RSO3)

| Simple Operand (SO3)
AttributePlusTerm
SO1 Attribute List
COo1 (CIP,1,4023) = (Use, CreationDate)

BoundingRectangle AND N _ .

3.0, 0.0, 57.0,52.0) (bib-1,2,4) = (Relation, Greater Than or Equal)

(bib-1,4,100) = (Structure, Date)
Term (STRING)
L L "1995-01-01"

RPNStructure (RSO2)
Simple Operand (SO2)
AttributePlusTerm
Attribute List
(CIP,1,4112) = (Use, Sensorld)
L (bib-1,2,3) = (Relation, Equal)
(bib-1,4,101) = (Structure, Name)
Term

"SAR"

SO3 S0O2

CreationDate Sensorld
>1/1/95 "SAR"

Operator AND

RPNStructure (RSO1)
Simple Operand (SO1)

AttributePlusTerm

Attribute List
(CIP,1,2059) = (Use, SpatialCoverage)
(CIP,1,2060) = (Use, BoundingRectangle)
(CIP,2,7) = (Relation, Overlaps)
(CIP,4,202) = (Structure, BoundingPolygon )

Term (STRING)

L L "30,00,57.0,520"

L L Operator AND

Figure 3-1: Example Z239.50 RPN Query

This query would be evaluated in the following manner:

1. Thesimple operand SO2 is evaluated. SO2 specifies a search attribute (Use attribute in Z39.50

terminology) of ‘Sensorld’, theerm suppliedmustbe treated as a ‘NameX(ucture attribute in
Z39.50) and the value of the ‘Sensordttribute is checked to see if it is ‘EqualRélation

attribute in Z39.50) to the value of therm, which is ‘SAR’. Those records in tharget database

that satisfy this simple operand (i.e. all SAR images over Europe) shall be named RSO2 (as in
‘Results of Simple Operand 2’) for our purposes.

Next, the simple operand SO3 is evaluated. SO3 speclilesaitribute of ‘CreationDate’, the

term supplied is treated as a ‘Dat&iucture attribute) and the value of the ‘CreationDate’

attribute is checked to see if it is ‘Greater Than or EquR# &tion attribute) to the value of the

term, which is ‘1995-01-01'". Those records in tlaeget database that satisfy this simple operand

(i.e. all images over Europe created after January 1 1995) shall be named RSO3 for our purposes

(when a query such as this is actually processed, the intermediate result sets are not named and
are not available to the user).

Next the complex operand CO1 is evaluated. The result of this operand is the records that appear
both inresult set RSO3 andesult set RSO2, i.e. the intersection of the two sets is computed. This

intermediate result we shall call RCO1. RCOL1 is now the list of all SAR images over Europe after
January 1 1995.
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4. Next the simple operand SOL is evaluated. SO1 specifies a compound Use attribute of
‘SpatialCoverage, BoundingRectangle’, teem supplied is treated as a ‘BoundingPolygon’
(Structure attribute) and the value of the ‘SpatialCoverage, BoundingRectangle’ is checked to see
if it ‘Overlaps’ (Relation attribute) with the value of théerm, which is externally defined and
defines a rectangle with the South bounding coordinate of 52.0 North, the West bounding
coordinate of 3.0 West, the North bounding coordinate of 57.0 North and the East bounding
coordinate of 0.0 West. Those records intdrget database that satisfy this simple operand (i.e.
all images which overlap with the area defined in the query, which roughly covers Great Britain)
shall be named RSO1 for our purposes.

5. Finally the complex operand CO2 is evaluated. The result of this operand is the records that
appear both imesult set RCO1 andesult set RSO1, i.e. the intersection of the two sets is
computed. The result of this complex operand, that we shall call RCOZ2, is therefore the list of all
SAR images over Great Britain after January 1 1995.

6. The result of the overall RPNQuery, that we shall call RS, is identical tedlieset RCO2 that
has been obtained with the evaluation of the top level complex operand CO2.

3.5.2.2 Search Attributes

Z39.50 splitsattributes into different types depending upon their function. The CIP uses the standard
Z39.50attribute types (defined for the bib-Attribute set): Use, Relation, Position, Structure,
Truncation andCompl eteness.

In a search query, thése attribute identifies theaccess point against which the seartérmis to be
matched. Th&ructure attribute identifies the form in which the seartdnm has been supplied. The
other types oéttributes (Relation, Position, Structure, Truncation andCompleteness) specify
additional match criteria.

There is no restriction or formal guideline defining how atteibutes mustbe used semantically in
the syntax of thattributelist in aType-1 query. In particular, no ordering of th#ributes or their
types is imposed. Also, it is syntactically legal to have sewattrabutes of the samaeittribute type

(i.e. Relation, Sructure) in anattribute list which would not be semantically meaningful (note
however that it may be meaningful to have sevdsalattributes in the samaittribute list).

Therefore, rules for the definition aftribute list restrictions (which defines the permissible
combinations of attributes) must be provided (see Appendix A.7 for the rules defining valid CIP
attribute combinations).

The following table defines thattribute types supported by the CIP. The first colum#&Y‘defines
the value for eachttribute type; this is required as in Z39.50 alfribute types are identified by a
single number and not with a textual string. These values are only unique within the dfitete
set. For the CIP, th&se attributes are defined in the CIRttribute Set, while all other types of
attributes are imported from the bib<ttribute set. In this manner, the OID of the CUPe attribute
typeis defined a$ z39- 50- Cl P- At tri but e- Set 1}, while the OIDs of the othettribute types
are defined a§Z39-50-attri buteSet 1 #}, and so, for instance, the OID of the GR@ation
attribute is defined ag§ z39- 50- at tri but eSet 1 2} . The last column indicates the appendix in
which the full list of attributes of the indicated type can be found.

Note that, in addition to the standard G#ibutes defined above, each data provider may define its
own attribute set for the definition of its locahttributes. This is explained in more detail in Section
3.9.6.
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Table 3-5: 239.50 Attribute Types Summary

# Type Name Meaning Appendix
Use A Use attribute specifies an access point, i.e. an attribute that is Al
searched, e.g. Sensor Name, Data Centre.
2 Relation A Relation attribute describes the relationship of the access point A2

(Ieft side of the relation) to the search term (right side of the
relation), e.g. equal, less than, inside.

3 Position A Pasition attribute specifies the location that the search term A3
must be looked for within the field or sub-field in which it
appears, e.g. firstinfield, any position in field.

4 Structure A Structure attribute specifies the data type of the search term, A4
e.g. string, integer, date.

5 Truncation A Truncation attribute specifies whether one or more characters A5
may be omitted in matching the search termin the target system at
the position specified by the Truncation attribute, right

truncation, left truncation, no truncation.

6 Completeness The Completeness attribute specifies that the contents of the A.6
search term represent a complete or incomplete field.
Completeness indicates whether additional words must appear in a
field or sub-field with the search term™®.

3.5.2.3 Database Names

There are a number of different databases with which a Retrieval Manager must interact. A Retrieval
Manager is said to ‘own’ any of thiatabases that it manages and directly supports.

Every Retrieval Manager shall oynhen appropriatehe following databases:

* An Explain database, which will provide the semantics of the information handled by the
Retrieval Manager.

» An Extended Services database, which will provide access to the task packages created and
managed by the use of tBgtended Services facility.

« The CIP collectionslatabase, which will provide access to the database containing the
definition of all the collections owned (and managed) by the Retrieval Manager.

» The collectiondatabases, which correspond to all the collections within the Retrieval
Manager’'s domain (i.e. all the collections which are directly managed by the Retrieval
Manager and therefore contained in the CIP collectitabase)™.

* The usedatabase, which contains the user profiles managed within the Retrieval Manager’s
domain®?

The format of the varioudatabase names is formally specified in Appendix E.

19 Note the difference between the Truncation and Completeness attribute types: a Truncation attribute specifies
whether characters may be omitted in matching a search term. On the other hand, a Compl eteness attribute
specifiesthe level at which the search term must be matched. In other words, both attribute types alow partia
matching, but thisis achieved in two different ways. A Truncation attribute allows to perform partial matching

by truncating an element (i.e. ‘search thelatabase for all the records which contain a word starting with ‘pre”),
whereas &ompleteness attribute allows to define the granularity at which a matching must be performed (i.e.
‘search thedatabase for all the records which contains a phrase containing the word ‘preamble”).

1 At present collectionlatabases are the only type afatabase holding CIP data. It can be envisaged that other
types ofdatabases may be added in the future.

12 Note that not all Retrieval Managers are required to own adatasase.
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3.5.2.4 Result Set Names

Whenever the origin initiates a search, a Result-set-name must be defined so that the result set can be
reused later in a Present or Search service. The Result-set-name is defined by the origin and shall
follow the format defined in Appendix E.

Note that all result sets are deleted by the target at the end of the Z-association. The result sets may
also be explicitly deleted at any time during a Z-Association using the Result-set delete Facility.

3.5.2.5 CIP Search Targeting and Scope

Any Z39.50 search request must identify atarget database for a search. Although not specifically
specified, Z39.50 databases can be assumed to be flat. For the CIP, on the other hand, collections are
defined hierarchically. Moreover, there are two different types of searches which a CIP user may wish
to perform:

» Find collections of interest for further searching (i.e. a collection search).

e Findindividua product descriptors which may eventually lead to the order of an actual
product (i.e. a product search).

Therefore as the CIP data model has a more complex structure than the data model used by 239.50
and different types of searches are identified, enhancementsto the Z39.50 search targeting are
required for the CIP. Thisis achieved using the following database definitions (see also Section
3.5.2.3):

» Each Retrieval Manager contains a collections database, which contains the definition of all
the collections that the Retrieval Manager owns and can be targeted for a search.

» Specific collectionsin the CIP Collection hierarchy are equivalent to logical databases, that is
each collection is seen asasingle logical database which can be targeted for a search.

The two types of searches are realised in the following manner:

» To perform acollection search, the CIP Collections database is targeted. The selection of the
specific collection within the collection hierarchy at which the search is targeted is specified
within the RPN query, as described in Section 3.9.2.

» To perform aproduct search, a specific collection within the product collection hierarchy is
targeted (see also Section 3.9.3).

The origin may also explicitly request the various types of searches using the ot her | nf o field within
the search object™. This s presented in more detail in Appendix E.

As CIP searches may be forwarded to remote Retrieval Managers (because a collection can point to
remote collections at other Retrieval Managers), the length of time to complete a search may be
significant for a user. There istherefore the need in the CIP to be able to limit the scope of the search
to the collection or product descriptors that are owned by the local Retrieval Manager only, or
alternatively, to specify that the search may be passed onto all members collections, irrespective of
the owning Retrieval Manager.

The definition of the scope of asearch in the CIP is aso achieved using the ot her | nf o field within
the search object, which allows to define whether a search shall be executed locally (i.e. the default
behaviour), or whether it may be executed at aremote Retrieval Manager. Thisis presented in more
detail in Appendix E.

3 Note that whilst the use of ot her | nf o is optional and not necessary for the determination of the type of
search by the target, it is recommended that CIP origins do useit.
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This principle of the choice of the type and scope of a search is demonstrated with the use of Figure 3-
2 below:

Remote Retrieval
Manager

Local Retrieval
Manager

Collection L1

Collection L2 Collection L3

Collection L4 Collection L5 Collection L6 Collection R1

Q product

|
|
|
|
|
|
|
|
|
|
|
]
|
|
|
|
|
|
|
|
|
|
|
|
— product descriptor :

Figure 3-2: Search Types and Scopes Example

If acollection search was directed at collection L1, then the attributes (see Section 3.5.2.2) associated
with all collections below this node (collectionsL1,L2, L3, L4, L5, L6, , and R1) shall be searched.
The exact content of the response will be as defined by the user, but the information shall include the
collection node identifiers plus the collection attributes as selected by the user, for those collections
that fulfil the search requirements. Note, no searching or other reference to product descriptor
attributes will be made. If the same search is direct at collection node L3, then only collection nodes
L3, L6 and R1 will be searched.

If a product descriptor search was indicated and it was directed at collection node L1, then the
collection tree structure itself isimmaterial, the only significance being which product descriptors are
found within the terminal collections at the leaves below the target, in this case collections L4, L5, L6
and R1. The search is directed to these terminal collections and the attributes of the product
descriptors listed as members of the collections are searched. Note that the collections attributes
themselves are not searched.

The following table summarises the results from targeting a search at collection L1 with the various
search control options:

local search wide search
collection search Collections attributes from: Collection attributes from:
L1,L2 L3 L4, L5 L6 L1,L2 L3, L4, L5 L6 R1
product search Attributes of product descriptorsin Attributes of product descriptorsin
collections: collections:
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L4,L5L6 L4,L5 L6 R1
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3.5.2.6 Search Service Formal Definitions

The Search facility consists of asingle service, the Search service, presented in the subsections below.

3.5.2.6.1 Search Request
The use of the search request by the CIP is presented in detail in Table 3-6.
Table 3-6: Search Request Usage

ASN.1 Definition Meaning
Sear chRequest :: = SEQUENCE{ ! . . .
rof er encel d Ref er encel d OPTIONAL, TheSearc_hRequest opj ect defines the elements transferred for any search operation and contains
smal | Set Upper Bound [13] IMPLICI T I NTEGER, the following elements:
ng?ﬁgg;—g‘r"’zgsm‘mnber Hg} : %H g $ : %E&g « referenceld is areferenceidentifier assigned to the operation (consisting of a
repl acel ndi cat or [ 16] I MPLI O T BOOLEAN, SearchReguest an(_j a SearchResponse) initiated by the SearchRequest which allowsto
resul t Set Nare [17] IMPLICIT match arequest with a response.
| nternational String, « Asmall Boundisth | result set limi min resultCoun
dat abaseNanes [ 18] IMPLICI T SEQUENCE OF smal SetUpper ound isthe small result set t, qleter ed by resultCount.
Dat abaseNane, When pollet_:tlons are sear<_:hed and _aSear chRequest is therefore forwarded down the
smal | Set El ement Set Nanes [100] El ement Set Nanes OPTI ONAL, collection hierarchy, the piggybacking parameters small SetUpper Bound,
medi unet El ement Set Names [101] El ement Set Nanes OPTI ONAL, lar geSetL ower Bound and mediumSetPresentNumber are simply forwarded, without any
pref erredRecor dSynt ax [104] I MPLICIT OBJECT | DENTIFI ER modification
OPTI ONAL, ’ _ o )
query [21] Query, * A largeSetL owerBound isthelarge result set limit, determined by resultCount.
Gl B Ol E2F PE i@ 20 éPN'Il?ILé](\IJAI-_r BHTER T A mediumSetPresentNumber is the maximum number of response records required when
ot herlnfo Ot her | nf or mati on OPTI ONAL} resultCount falls between the small and large set bounds.

» Areplacelndicator flag is used to indicate the action to take on supplying a resultSetName
which already exists. If the flag is ‘off,” the existing result set is unchanged and an errpr
diagnostic occurs. If the flag is ‘on’, the existing set is deleted and a new result set wjth the
given name is used.

» A resultSetName specifies a name for the result set (to be created by the target), for
subsequent reference within the Z-association.

» databaseNamesis used to indicate by the origin the databases (to which the search qLu:ery
applies. In the CIP domain, the search query will be target at collections or the Explai
database (see also Section 3.9).

» smallSetElementSetNamesare used to specify the names of small element sets defining the
preferred composition of records within a small result set.

* mediumSetElementSetNamesare used to specify the names of large element sets defifing
the preferred composition of records within a medium result set.

» A preferredRecordSyntax can be specified for the preferred record syntax for retrieval
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ASN.1 Definition

Meaning

records.

» Thequery isthe search query type defined by Query. For the CIP Release B the Type-1
query syntax must be supported.

¢ additional Sear chlnfo, which may be used to provide information related to the search
process.

» otherlInfo may be used by the CIP origin to specify the scope of a search, i.e. whether the
search domain iswide or restricted to alocal search. Thisis achieved using the
ClIPSpecificinfo EXTERNAL and selecting searchControl, as defined in Appendix E.6.1.

If otherInfois not provided, the type of item descriptors to be searched shall be derived
from the query definition and/or the content of the collection and the default scope of alocal
search shall be assumed. (See Section 3.5.2.5 for more details).

Although not mandatory, it is recommended that other I nfo be provided.

type-102 [102] OCTET STRI NG

Dat abaseNarre 2= [105] IMPLICT International String DatabaseNameis the identifier of adatabase, i.e. a collection descriptor. The format of a
DatabaseNameis specified in Appendix E.
Qery i t:ype-cg'O| CEE 0] ANY, For the CIP Release B Type-1 queries are the only mandatory Query to be supported.
type-1 [1] | MPLI CI T RPNQuery, In Z39.50 Version 3, Type-1 queries are extended RPN queries, an extension to the Version 2
: zgg: %00 E E]OO] gg gg: @ Type-1 Query to alow proximity searching and restriction of result sets by attributes.
type-101 [101] | MPLICIT RPNQuery, e Type-0to beused only on prior arrangement between client and server.

e Type-2isthelSO8777 (1SO CCL) type query (not recommended for reasons of grammar
extensibility restrictions).

¢ Type-100 isthe 239.58 type query. (Closely related to Type-2 queries, with the same
problems)

e Type-10lisidentical to Type-1 queriesfor Z39.50 Version 3. Type-1 queriesfor Version 2
do not include proximity and result set restriction.

e  Type-102 till being defined, e.g. to incorporate Ranked List queries.

RPNQuery ::= SEQUENCE{
attri but eSet AttributeSetld,
rpn RPNSt r uct ur e}

An RPNQuery consists of an AttributeSetld, which identifies the default attribute set used in the
query (this may be overridden on a per attribute basis), and an RPNStructure, which isatree
structure depicting the query. Nominally AttributeSetl d must be the CIP Use attribute set
identified by OID {Z39.50-CIP-AttributeSet} and described in Appendix A . However, CIP targets
shall not reject other AttributeSetlds and must attempt to satisfy the query solely on the attribute
valuein the AttributeElement structure.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team




Catalogue | nteroperability Protocol - (CIP) Specification - Release B
June 1998

Page 3-20
CEOS/WGISS/PTT/CIP-B, Issue 2.4

ASN.1 Definition

Meaning

RPNSt ructure ::= CHO CE{
op [0] Operand,
rpnRpnCp  [1] I MPLICI T SEQUENCE{
rpnl RPNSt r uct ur e,
rpn2 RPNSt r uct ur e,
op Qperator }}

The RPNStructur e consists of an Oper and, the Operand represents a set of database records.

There are two kinds of Operands

» Simple Operandsare the leaf nodes (i.e. Operandswhich cannot be further decomposed)
of aquery branch and represent an actual set of database records. This may be the name of
an existing result set or alist of attributes to be evaluated and hence resulting in a set of
database records.

* Complex Operandsare the non-leaf nodes of a query and must be further evaluated to
result in asimple Operand. That is, it consists of two further Operands combined through a
Set operation defined by an Operator.

A Complex Operand is a branch of the query tree whose root is an Operator, and which contains
two branches: aleft Operand and aright Operand. The two sub-trees of a complex Operand are
RPNStructuresthemselves, therefore resulting in arecursive definition of the tree structure.

Operand ::= CHO CE{
attrTerm
resul t Set
resul tAttr

AttributesPlusTerm
Resul t Set | d,
Resul t Set Pl usAttri but es}

A simple Operand directly represents a set of database records, and is one of the following:

» AnAttributePlusT erm that represents the set of database records obtained by the
evaluation of an AttributelList and a Term against the database(s) specified in the overall
Search Request.

* A ResultSetld that identifies a set of database records that was created as the result of a
previous search query (in other words a persistent result set).

¢ A ResultSetPlusAttributesthat represents the set of database records represented by
evaluating an existing result set against an attribute list. This requires the use of the
extended result set model.

AttributesPlusTerm::= [102] I MPLICI T SEQUENCE{
attributes AttributelList,
term Tern}

An AttributePlusTerm consists of an AttributeList and a Term. Thisformsthe heart of asingle
query on aitem descriptor attribute, e.g. to seeif attribute x is less than value (term) y.

Resul t Set1d ::= [31] IMPLICIT International String

A ResultSetld istheidentifier of aresult set. The format of a ResultSetld is specified in
Appendix E.

Resul t Set Pl usAttri butes :
resul t Set
attributes

i= [214] IMPLICI T SEQUENCE{
Resul t Set | d,
Attri buteList}

A ResultSetPlusAttribute consists of aresult set, identified by a ResultSetld, and an
Attributel ist which restricts the result set in some manner.

This ResultSetPlusAttribute represents one of the following™:

e A set of database records directly identified by the ResultSetld and restricted by the
AttributeL ist. In other words, if there was a set of result records S1, from database D1 and
it was restricted by the an AttributelL ist to yield another set of result records S2 (obviously
also from the database D1), then S2 would be a subset of S1.

e A set of database records indirectly identified by the ResultSetld and restricted by the

“ See Appendix 13 'ERS: Extended Result Set Model’ of the Z39.50 speciflé&ffbifor exact details of this construct.
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ASN.1 Definition Meaning

AttributeL ist. In other words, if there was a set of result records S1 from database D1, the
AttributelL ist would be applied against this result set, to identify a set of result records S2
from database D2 by virtue that the two databases have a common attribute from the
AttributeList.

Attributelist ::= [44] IMPLICIT SEQUENCE OF AttributeBl ement | ap attributel ist isalist of AttributeElements The Attributel ist must contain a permissible

CIP attribute combination (see Appendix A.7).

Term :: = CHONCH{ A Termistheinstance value that is used for comparison against the target database records, it can

gener al [45] I MPLICI' T OCTET STRI NG be of . :
nuner i c [215] IMPLICIT | NTEGER e of one of the following types:
characterString %g%% VLG Tl aternati onal St ring. *  Ageneral Term, which represents astring of 8-bit bytes.
| 4 . . .
dat eTi me [218] IMPLICIT GeneralizedTi e, * A numeric Term, which represents an integer value.
|e>r(1: grgg?IAndUni . %%%g} : %H 8$ IErﬁTL'i';‘;'\{AL' A character String Term, which represents a string of ASCI| characters.
nul | [221] IMPLICIT NULL} . noid, which refersto an object defined elsewhere.
An oid, which ref 1SO object defined elsewh
» A dateTime Term, which represents a date and/or time as defined by the ASN.1 base type
GeneralizedTime.
* Anexternal Term, which refersto an ASN.1 type defined externally to Z39.50 (i.e. a
profile specific type).
* Aninteger AndUnit Term, which represents an integer value together with its unit.
» Thenull Term, which represents an empty element (this can be used when NO Term isto
be used, i.e. with the Any use attribute).
Cperator = [gg]d cHa %j{ IVPLI G T NULL The Operator determines how the two sets of records that are obtained as a result of evaluating
or [1] IMPLICIT NULL: both Operandsof aComplex Operand are combined into a resulting set of records.
and-not [2] | MPLICIT NULL, .
pr ox [3] IMPLICIT ProximityQper ator} The set of database records (S) represented by the result set of the complex Operand (R) is

equivalent to: the set of database records (S1) represented by the result set of the left Operand (R1)
and the set of database records (S2) represented by the result set of the right Operand (R2)
combined by the Operator, which may be one of the following:

« AND Sistheintersection of S1 and S2.

« OR Sistheunion of S1 and S2.

« AND-NOT®  Sisthe set of elementsin S1 which are not in S2.
¢ PROX Sisasdefined in the explanation below.

> The AND-NOT Operator is supported by the CIP. However, it should be used with great caution as queries including the AND-NOT Operator may be very inefficient and
resource-consuming.
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attri buteVal ue CHO CE{

numeric [121] I MPLI CI T | NTEGER,
conpl ex [224] I MPLICI'T SEQUENCE{
list [1] I MPLICI T SEQUENCE OF StringOr Numeric,

semanticAction [2] IMPLICIT SEQUENCE OF | NTEGER CPTI ONAL}}}

ASN.1 Definition Meaning

Attributellement .= SEQUENCH . An AttributeElement uniquely identifies an attribute. It consists of an optional AttributeSetid,
attributeSet [1] IMPLICIT AttributeSetld OPTI ONAL, S e . . . . S .
attributeType [120] IMPLICIT I NTEGER, which identifies the attribute set where the attribute is defined (which, if used, overrides the default

AttributeSetld defined in the highest level RPNQuery structure), an attributeType, which
identifies the type of the attribute (i.e. Use, Structure, Relationship, etc., see Section 3.5.2.2) and an
attributeValue which identifies the particular attribute in the attribute set (note, thisis not the
instance value of the attribute, but the value of the number assigned to the attribute in the attribute
set definition).

An AttributeElement therefore is uniquely identified by the attribute set in which it belongs

(either implicitly by using the default attribute set or explicitly), its type within the attribute set, and
its numeric value within the attribute type.

An attributeValue can be either simple or complex:
» A simpleattributeValueis anumeric value which uniquely identifies the attribute.
» A complex attributeValueconsists of alist of attributes, each identified by avalue, and an
optional list of semanticActions Thelist of attribute values identifies a set of attributes
which have a similar meaning (i.e. can be treated as synonyms), and the semanticAction

defines how the target must handle the synonymous attribute values (i.e. specifies how the
target must select one of the values for the evaluation of a query).

Proxi m tyOperator ::= SEQUENCE{
excl usi on [1] I MPLICI T BOOLEAN OPTI ONAL,
di st ance [2] IMPLICIT | NTEGER,
or der ed [3] I'MPLICIT BOOLEAN,
rel ati onType [4] IMPLICIT | NTEGER{
| essThan (1),
| essThanOr Equal (2),
equal (3),
gr eat er ThanOr Equal (4),
gr eat er Than (5),
not Equal (6)},
proxi m t yUni t Code [5] CHO CH{
known [1] I MPLICI T KnownPr oxi mi tyUnit,
private [2] IMPLICIT | NTEGER}}

The evauation of acomplex Operand with the ProximityOperator depends on the type of each
Operand.

If both Operandsare AttributePlusTerm Operands S is the subset of recordsin the set (S1
AND S2) for which (left Oper and-ProximityOper ator-right Operand) is true.

Otherwise, result records R1 and R2 must conform to the extended result set model for proximity,
and thus contain position information in the form of position vectors. For each record represented
by both R1 and R2, every ordered pair consisting of a position vector associated with the record as
represented in R1 and a position record as represented in R2 is considered. For each pair that
qualifies according to the proximity test, the record is qualified into the set S and a position vector
is created for that record as represented in the resultant set and composed from that ordered pair.

The ProximityOper ator is composed of the following elements:

e Theexclusion flag, which is optional, is used to negate the ProximityOper ator.

e Thedistanceis the difference between the ordinal values of the two Operandstested with
the ProximityOperator.

« Theordering flag indicates the direction of the proximity test. If the flag is set, the
proximity test is for ‘right’ proximity only (the ordinal value of the I€fperand must not
exceed the ordinal value of the righperand anddistanceis compared with the differenc
between the right and left ordinal values). Otherwise, the proximity test is for ‘right’ or
proximity. In other wordsdistance is compared with the absolute value of the difference

D

‘left’

between the left and right ordinal values.
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ASN.1 Definition

Meaning

¢ TherelationTypeisthe type of relation between the left and right ordinal values and is one
of ‘less than’, ‘less than or equal’, ‘equal’, ‘greater than or equal’ or ‘not equal’.

e TheproximityUnitCodeis the unit which is used for the proximity test. The
proximityUnitCodeis either &KnownProximityUnit or a privately defined unit.

KnownProxi mityUnit ::= | NTEGER{
character (1),
wor d (2),
sent ence (3),
par agr aph (4),
section (5),
chapt er (6),
docunent (7)),
el ement (8),
subel enent (9),
el ement Type (10),
byt e (11)}

TheKnownProximityUnits used in the proximity test ar€haracter, Word, Sentence,
Paragraph, Section, Chapter, Document, Element, Sub-element, Element Type, Byte

3.5.2.6.2 Search Response

The use of the search response by the CIP is presented in detail in Table 3-7.

Table 3-7: Search Response Usage

ASN.1 Definition

Meaning

Sear chResponse :
referencel d
resul t Count
nunber O Recor dsRet ur ned
next Resul t Set Posi ti on
sear chSt at us
resul t Set St at us

~= SEQUENCE]

present St at us
records

-- in force.
Addi ti onal Searchlnfo

ot herlnfo

[ 23]
[ 24]
[ 25]
[ 22]
[ 26]

-- Followi ng two paraneters nay

[ 203]

Ref erencel d GPT-ONAL,

I MPLICI' T | NTEGER,
I MPLI CI T | NTEGER,
I MPLICI' T | NTEGER,
I MPLI CI T BOOLEAN,
I MPLICI T | NTEGER{

subset (1),
interim (2),
none (3)}

Present Status OPTI ONAL,

Records OPTI ONAL,

be used only if version 3 is

IMPLICIT O herl nf
OPTHONAL

O her I nformation

OPTI ONAL,

ormation

OPTI ONAL}

Sear chRequest.

The Sear chResponse contains the response t@ear chRequest. It contains the following information
» referenceld, which is the reference identifier of the operation initiated bySHaechRequest.

» resultCount, which is the number of database records identified by the result set.
When collections are searched, the result set has an internal nested structure which reflgcts the
hierarchical structure of the searched collecti@aultCount is the total number of records at
the leaf level of the result set. At each node, the target must therefore consolidate the
resultCount forwarded back fronsear chResponseto theSear chRequest that were originally
forwarded from the node.

* number OfRecordsRetur ned, which is the total number of records returned in the
Sear chResponse Note that if piggybacking is not requested, zero records are returned.
When collections are searchedimber OfRecor dsReturnedis the total number of records at
the leaf level of the result set that are returned irBdaechResponse At each node, the targe
must therefore interpret whiclecor ds must be forwarded back in response to the originatin
Sear chRequest by interpreting the piggybacking parameters which were included in the

* nextResultSetPosition, which is the position of the next result set item to be retrieved.
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ASN.1 Definition

Meaning

searchStatus, which is the status of the search and is either “success” (i.e. the search conpleted

successfully) or “failure” (i.e. the search did not complete successfully).

Note that “success” does not imply that the expected records are being returned as part
response, nor that any database records met the search criteria (i.e. a successful search
return an empty result set). “failure”, on the other side, does imply that none of the expeg
response records is being returned. It also implies that one or more diagnostic record(s)
provided to explain the failure.

resultSetStatus, which is the status of the result set whensdaechStatusis ‘failure’. The
value of the resultSetStatus is eiteebset (if partial valid results are availablépterim (if
partial results, not necessarily valid, are available),reome (if no result set is available).

presentStatus indicates the status regarding the retrieval of records. It is included only is
searchStatus is “success”. For more detail, see Table 3-12.

records, which are the records returned by the SearchResponse (i.e. the piggybacked re
For more detail, see Table 3-12

additional Sear chinfo, is used to provide information related to the search process. CIP B
{Z39.50-UserFormat-searchResult-1}, which is described in detail in Sexo6.4

otherinfo, may be used to return the type of the search if provided BedrehRequest.

of the
may
ed

5

ords).

Uses
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3.5.3 Retrieval Facility

This section describes the components and procedures used by CIP to return records that have been
located through execution of the Search service as defined in Section 3.5.2.

3.5.3.1 Introduction

Once a CIP search request has been submitted to the Retrieval Manager, performed at the target(s),
and has responded successfully, a result set is made available for subsequent retrieval requests by the
origin®®.An origin may request piggybacking in a ClP search request, in which case asmall number
of retrieval records are returned in the search response itself. However, the most common way to
retrieve recordsis to use the Retrieval Facility.

The Retrieval Facility allows the client to request retrieval records that correspond to database
records represented by a named result set. Database records are referenced by their relative position
within the result set. The Retrieval Facility consists of the following services:

» Present service, which contains the Present request and Present response
» Segment service, which contains the Segment request.

Using the Present request, the origin can specify arange of records to be retrieved from the result set
(by specifying a starting position in the result set and the number of records to be retrieved from that
position). This may follow through with subsequent Present requests specifying different ranges. The
CIP gives the client great flexibility in how it requests that the result set be formatted; the client may
choose basic default formats or complete customisation.

The target responds to the Present request with a present response, which contains the requested
retrieval records. Two kinds of present responses are distinguished, depending on whether
segmentation isin effect or not:

e Smple present response

A simple present response occurs when no segmentation isin effect, i.e. the requested
retrieval records fit into a single segment. This single segment is contained in a single Present
response.

 Aggregate present response

An aggregate present response occurs when segmentation isin effect, i.e. the requested
retrieval records do not fit into a single segment. The target thus segments the response by
sending one or more Segment requests before concluding the response with a Present
response.

Each Segment request and Present response is referred to as a segment of a present response.

Toillustrate this, consider a search for products. An origin targets its search to a particular search
domain by targeting a specific collection. This defines a set of product descriptors that can potentially
match the search. By defining search criteria, as described in Section 3.5.2.1, and applying them to the
search domain, the client obtains a subset of the original domain as the result of its query. Thisresult
isknown asresult set and contains a set of result records. It isthose result records that may be
retrieved, in the form of retrieval records, by the Retrieval facility. Using the Present request, the
origin specifies the subset of the result set that is requested to be retrieved. The target then responds
with a present response. The present response consists either of a single segment containing all the
regquested retrieval records to be returned by the simple present response or a number of segments,

18 This specification does not define specific client concepts or operations, but it can be assumed that any client
software will request query results on behalf of the user of that client.
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each containing a subset of the retrieval records, to be returned by the aggregate present response.
This processisillustrated in Figure 3-3:

Search Domain

Product
Descriptor

Result

Result Set Record

Present
Request

Segment

Figure 3-3: Search and Results Retrieval

3.5.3.2 Database Schema

This section provides a description of the Z39.50 database schemas concepts and how those concepts
are customised for CIP purposes. It is divided in the following two subsections:

e Section 3.5.3.2.1 provides a general introduction of the Z239.50 concepts associated with the
Retrieval facility, in particular the definition of database schemas in order to provide a
framework for the understanding of the definition of the CIP database schemas. However, for
amore detailed and comprehensive description, the Z39.50 Specification“**%, Appendix
12:'TAG’ and Appendix 14:'RET’ should be consulted.

» Section 3.5.3.2.2 provides a description of the @fabase schemas and introduces their use.

3.5.3.2.1 Z39.50 Database Schemas Concepts

Associated with @atabase are one or mordatabase schemas, which provide a common
understanding between the client and server on the information contained in the records of the
database.

The definition of aschema is performed according to the following principles:

» A schema consists ofchema elements, each of which corresponds to an individual field of a
target database record;

* A schema element is defined in terms aflements;

* An element is identified by aag in atag set;

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue I nteroperability Protocol - (CIP) Specification - Release B Page 3-27
June 1998 CEOS/WGI SS/PTT/CIP-B, Issue 2.4

» A tag consists of atag type and atag value. The tag type qualifies the tag value and, within
the CIP, identifies the tag set to which the tag belongs. The tag value is therefore the unique
identifier of the element within its tag type (see example in Table 3-8).

e Anabstract record structure is the primary component of a schema. The abstract record
structure performs the mapping between the elements from the tag sets and the schema
elements in the following manner:

« Theabstract record structure lists all the schema elementsin a schema and supplies
information associated with each schema element, specifying its definition, whether it is
mandatory, and whether it is repeatable.

» Each schema element in an abstract record structure is defined using a tag path. A tag
path is arepresentation of the hierarchical path of a schema element within a schema,
expressed as a sequence of nodesin atree, each represented by a tag (corresponding to an
element in atag set) (see examplein Table 3-9).

Toillustrate this, consider the following (simplified) example:

A tag set for ‘Coordinates’ is defined. It is identified by tkem type 4. Thistag set contains threéag
values: Point has value 4071, Latitude has value 3118 and Longitude has value3119. Thus, the
following threeelements are defined, each with its uniqtee:

Table 3-8: Tag Set Definition

Tag Element Name
Tag Type Tag Value
4 4072 Point
4 3118 Latitude
4 3119 Longitude

From these&lements, aschema can be defined using the followiafystract record structure:
Table 3-9: Abstract Record Structure Definition

Abstract Record Structure
Schema Element Tag Path Schema Element Name | Recommended Data Type | Mandatory? | Repeatable?
( 4,4072) Point (structured) Yes Yes
( 4,4072)/( 4, 3118)|pointLatitude International String No No
( 4,4072)/( 4, 3119)|pointLongitude International String No No

3.5.3.2.2 CIP Database Schemas
This section describes the various CIP specific definitions necessary for that&li&se schemas.

Theelements necessary for building the CIP schemas are defined in a uaigjset, the ClPtag set.
Thistag set is defined in detail in Appendix B.

The following threedatabase schemas are defined for the CIP:
» TheCollection Schema contains theschema elements required to describe a collection.
e TheProduct Schema contains theschema elements required to describe a product.
» TheUser Schema contains theschema elements required to describe a user.

The ClPschemas are defined in detail using abstract record structure in Appendix C.3.

Note that somelements defined in theag sets (and used aschema elements in thedatabase
schemas) are also defined ddse attributes (see Section 3.5.2.2 and Appendix A.1). Thesments
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are the searchable database elements, i.e. in the CIP profile the Use attributes are a subset’ of the
elements defined in the tag sets. This relationship between the elements defined in the CIP tag set and
the CIP Use Attributes isillustrated in Figure 3-4:

CIP Tag Set

CIP Use Attribute Set

Figure 3-4: CIP Tags and Attribute Sets

The schema elements defined in the database schemas are mapped to physical datafields at each
target site. Within a site, the data fields may have different names than those defined in the schemas.
Thisis reasonable and valid as long as the target is suitably constructed to be able to map the CIP
schema elements to the locally defined elements. Also, it is possible that only a subset of schema
elements from the database schema are available at a particular site (or that a standard Use attribute is
not indexed at a particular site). These cases are not constrained by the CIP specification.

For instance, if a mandatory CIP schema element is not supported at a particular site, the Retrieval
Manager would still return this schema element to the client when requested, but it would return it
with aNULL value so asto identify that the element is not recognised at the site (i.e. the element is
recognised to be avalid CIP element, but its value is ‘unknown’).

In addition to the CIRlements each catalogue site may have additional letsmhents. The same
principle applies as fdUse attributes. Again, as long as the names are defined withifexpain
database, a client may query thosgtributes, or display theslements, although they will be
meaningful for local queries only, not for queries distributed to remote Retrieval Managers.

Y Two facts are worth stressing. Firstly, it is quite natural that the set of Use attributes are a subset of the set of
elements used to describe the schemas, since usualy the search criteria used in a search correspond to the items
which must be retrieved, but this does not necessarily have to be so. Secondly, it is also natural that not all the
elements used to describe the schemas are used as Use attributes, because some of those elements are not
appropriate as search criteria (i.e. abrowseimage).
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3.5.3.3 Retrieval Record

3.5.3.3.1 Retrieval Record Deter mination

A retrieval record, which isidentified by an entry in aresult set, can be considered as the subset of a
database record which can be transferred back to the client as aresult of a retrieval request.

To determine the contents of aretrieval record the process demonstrated in Figure 3-5 is performed:

Apply Abstract
Record
Structure (ARS)

(defined by the
database schemas)

Apply record
syntax
(SUTRS or GRS-1)

Apply elemen
specification
(element set or
composition specification
from elements in the tag
sets)

Figure 3-5: Record Retrieval Process

Thisis explained by the following steps:

1. The Retrieval Manager applies the abstract record structure (ARS) defined by the database
schema for the database to which the database record belongs, yielding an abstract database
record.

2. The Retrieval Manager applies a record composition specification to the abstract database
record. A record composition specification is composed of element requests, each specifying an
element. The transformation which is applied can be thought as afilter, where al the elements
reguested in the record composition specification are selected from the abstract database record.
The transformation therefore yields a subset of the abstract database record. Note that a null
transformation is possible (i.e. al the elements are selected).

3. TheRetrieval Manager applies a record syntax to the filtered abstract database record, yielding
the retrieval record.

For example, assuming that the abstract record structure for the Product schema (as defined in
Appendix C.3) is applied and that an element composition requiring the schema elements
‘TemporalCoverage’, ‘SpatialCoverage’, and ‘ArchivingCentreld’ is applied and th&RBel
syntax is applied, the resultingetrieval record could be represented as shown in Figure 3-6:
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(4, 4080)
ProductDescriptor

(4, 4080)/(4,2062) (4, 4080)/(4, 2059) (4, 4080)/(4,4004)
TemporalCoverage SpatialCoverage ArchivingCentreld
(4, 4080 )/(4,2062)/(4,3906) (4,4080)/(4, 2059)/(4,2060)
TemporalRange BoundingRectangle

(4,4080)/(4,2062)/(4,3906)/(4,2072) | (4,4080)/(4,2059)/(4,2060)4,2038)
StartDate WestBoundingCoordinate

(4,4080)/(4,2059)/(4,2060)4,2039)
EastBoundingCoordinate

(4,4080)/(4,2059)/(4,2060)/(4, 2040
NorthBoundingCoordinate

(4,4080)/(4,2059)/(4,2060)/(4,2041)
SouthBoundingCoordinate

Figure 3-6: Retrieval Record

3.5.3.3.2 Element Set Names

The CIP supports eight defined element set names for retrieval. The ‘Full’ and ‘Brief’ names are

provided as required defaults (i.e. each Retrieval Manager must support these two) for compatibility
with clients possessing minimal capabilities. In addition, a ‘CIP Eléthent set name is provided for
retrieval of the CIP standasfiements in case a customatabase schema is used (instead of the CIP
database schema). ‘Summary’element set name is mainly used for interoperability with Z39.50-

Version 2 profiles. A ‘Browse&lement set name is provided for retrieval of browse data, the ‘Opt’
element set name is provided for the retrieval of options For the retrieval of the local attributes, the
‘Local Attributes’ element set name is defined. Finally a ‘Collection Membeglement set name is

provided for retrieval of collection hierarchy information. These edgment set names are

described below; their element contents are defined in Appendix C.4.

e Full (F): the Fullelement set includes all defined standaetements from the appropriate
database schema (for the CIP, this is usually the Cttabase schema, as defined in
Appendix C.3), and so, when applied, results in a null transformation. This is a large set of
elements, but it ensures that clients receive everything their users may need to evaluate the
retrieval record for further processing. Note that, whilst all scheaf@ments are returned,
someelements may be meaningless for the record that is actually returned, and may contain
undefined values.

» CIP Full (CF): the CIP Fulelement set includes all defined standard Céfements from the
CIP database schema as defined in Appendix C.3. When the @Heabase schema is used,
the Full and CIP Full element sets are therefore equivalent. However, when a custom
database schema is used (i.e. a custosshema defined by a data provider and containing
local attributes in addition to the standard CIP ones), the CIREniént set contains
uniquely the standard CHPements, whereas the Fudlement set containsall theelements
defined in the custordatabase schema, i.e. the standard Ci&ements and the custom local
elements.
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« Brief (B): the Brief element set includes a minimal subset of the defined standard schema
elements available from the appropriate database schema.

*  Summary (Sum): the Summary element set includes a subset of the defined standard schema
elements that is appropriate for interoperability with the GEO profilel®=°.,

« Browse (Br): the Browse element set includes a subset of the defined schema elements which
are appropriate for retrieval of browse data alone.

* Options (Opt): the Options element set includes a subset of the defined schema elements
which are appropriate for retrieval of options alone.

« Local Attributes (LA): the Local Attributes element set includes a subset of the defined
standard schema elements that is appropriate for retrieval of the local attributes in a product
descriptor.

e Collection Members (CM): the Collection Members element set includes a subset of the
defined schema el ements which are appropriate for retrieval of the collection hierarchy tree.

Each individua Retrieval Manager may also wish to define other element set names which are
applicable to its local site. For instance, each Retrieval Manager could define a ‘Locablnefit
set name in order to provide a default for retrievallofief records of its local data. They may also
defineelement set names for specific item types available through the local server. At initialisation,
such additionadlement set names can be provided to clients through teplain database; there is no
need to define them a priori in this specification.

The content of theetrieval record, which results from the application of the vari@msment sets
described above on the CiBtabase schema, is described in Appendix C.3.

3.5.3.3.3 Composition Specifications

As an alternative or addition to the use of predefidethent set names to define desiredlements for
retrieval, the client can specify, in theesent request, a list ofelements to be retrieved. This
capability is referred to as@mposition specification. Due to the disparity of product descriptor
contents and the large numberedments available in the EO environment, it is expected that this
will be a common approach taken by experience users via their clients.

In acomposition specification, the client specifies the set @ements that it wants to be retrieved

from each record in theesult set by defining a set oflement requests (i.e. a separateequest for each
element to be retrieved). This enables full customisation of element retrieval by selecting, one by one,
the desireadements'®. Note, however, that the client can use a predefd®dent set in a

composition specification (where eaclelement in theelement set is treated as an individual item in the
request). This allows, for instance, to use a predefiekhent set (i.e. one of the CIP pre-defined

element sets) and customise it by adding othebements (e.g. localklements).

As a practical matter, for users and clients who wish to view a different databbse el ements than
those defined in the standagigment names, there are alternative implementation approaches which
can be used:

1. The client can request the Felément set and customise that list locally to suit the user, or

2. The client can obtain from the user a list of desétehents which it can then pass to the
Retrieval Manager throughcamposition specification.

Each approach has the functionality to return similar results to the user, although the latter approach
has the additional capability of providing retrieval of individually specified |elamhents, i.e.

18 Note that if the element selected is a composite element (also called compound element) the whole composite is
selected (i.e. the composite element and all its sub-elements).
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performing the filtering at the Retrieval Manager rather than at the client and hence reduce network
traffic.

3.5.3.3.4 Record Syntax

Each record to be returned in a present response, or piggybacked in a search response, can be thought
of as an abstract database record consisting of element names and values. The target applies arecord
syntax to each abstract database record before returning it to the origin. GRS-1 is the preferred
syntax for CIP due to itsrich structure and provisions for data manipulation by the client. The SUTRS
record syntax in HTML is the syntax that is used when interoperability with a Z39.50-Version 2
profileis desired.

The record syntaxes supported by CIP are the following (each syntax isformally defined in Section
3.5.35.4):

e SUTRSrecord syntax: in SUTRS, the formatting of the record contents is handled by the
target, and the client receives arecord devoid of structure. With this syntax the origin may
display the records with little or no analysis or manipulation. The record consists simply of a
string of textual datawhich is not well suited to automated parsing by the client, but may be
convenient for smple user displays.

* GRS-1record syntax: in GRS-1 the record, whose structure is defined by the record syntax, is
passed from the target to a client, and the client software has more flexibility in processing
the record contents for display.

« EXPLAIN record syntax: a present request for Explain records must specify the Explain
record syntax as the preferred record syntax. Each Explain information category has its own
record layout, these are defined in the Z39.50 specification“3*%,

» ESTaskPackage record syntax: a present request for Extended Services Task Package
records must specify the ES Task Package record syntax as record syntax. Each specific
Extended Service customises the record delivered by providing task specific parameters
within the record. The record syntax and the task specific parameters are presented in Section
3.5.7.

3.5.3.4 Records Segmentation

The CIP supports Z239.50 level 2 segmentation. This means that, in addition to being able to segment
an aggregate present response into multiple segments containing one or more integral retrieval
record(s) (i.e. level 1 segmentation), the target may fragment theretrieval records and thus retrieve
retrieval records that may span segments.

From the segmentation point of view, aretrieval record is considered as a string of bytes, and a
fragment is defined as a sub-string of aretrieval record™. In the procedure for level 2 segmentation,
three kinds of fragments are distinguished:

» Sarting fragment, defined as a fragment that starts at the beginning of arecord.

» Intermediate fragment, defined as a fragment that neither starts at the beginning nor ends at
the end of arecord.

» Final fragment, defined as a fragment that ends at the end of arecord.

19 Note that with this definition an integral record is not a fragment.
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The following procedure applies for level 2 segmentation:

« |If all theretrieval records fit into a segment, the segment is sent to the origin as a Present
response, thus resulting in a simple present response.

» Otherwise, the following processis performed:

o Step 1.

Thetarget fits as many integral retrieval records as possible into the first segment and, if
possible, the target fits a starting fragment of the following retrieval record in the space
remaining within that segment. The segment is then sent as a Segment request.

o Step 2:

» If possible, the target fits the remaining of the fragmented retrieval record into the next
segment and then fills as many integral retrieval records as possible within the space
remaining within that segment. If the last of the requested retrieval recordsisplaced in
the segment, the segment is sent as a Present response. Otherwise, the segment is sent
as a Segment request and then Step 2 is reapplied until the last of the requested
retrieval recordsisplacein a segment.

» Otherwise, the target sends as many Segment requests containing intermediate
fragments as necessary. It then restarts Step 2 in order to fits the final fragment into the
beginning of the following segment.

The process for level 2 segmentation isillustrated in Figure 3-7.

aggregate
Present Segment Request Segment Request Segment Request Segment Request Segment Request Present Response
Response
- - - > — — -

Segments S1 s2 s3 s4 S5 s6

™ - - - - — -
Fragments F1 CF2 3 Fa S Fs Fo - 7 . rs
Records R1 R2 R3 R4

- L > > -

Present request

-

Figure 3-7: Segmentation and Fragmentation
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3.5.3.5 Retrieval Service Formal Definitions

The Retrieval facility consists of two services: the Present service and the Segment service, which are presented in the subsections below.

3.5.3.5.1 Present Request

Through the present request, the client can fully specify (on behalf of the user) all the characteristics of the records to be returned as aresult of a completed
search. This can be done either through a pre-defined named element set (an element set name) or by specifying element requests which define alist of
elements and their order of presentation. Present requests can be submitted iteratively one or more times, obtaining a set of records whose sizeis defined by
the client in each present request, until all desired records have been returned.

The present request is structured as describe in Table 3-10. A semantic definition of each required and optional part is provided adjacent to the appropriate
formal ASN.1 definition.

Table 3-10: Present Request Usage

ASN.1 Definition Meaning
Present Request :: = SEQUENCE{ . . . " B
rof er encel d Ref er encel d OPTIONAL, A Rr_eeentRe_quest isused by _the origin to request retrleval_records accordmg to their
resul t Setld Resul t Set | d, position within aresult set maintained by the target. It consists of the following
resul t Set St art Poi nt [30] I MPLI CI T | NTEGER, elements:
nunber O Recor dsRequest ed [ 29] | MPLI CI T | NTEGER, . C . e . .
addi t i onal Ranges [212] IMPLICI T SEQUENCE OF Range OPTI ONAL, refer_en_cel d, which isareference identifier assigned to the_(_)peratlon
- addi ti onal Ranges may be included only if version 3 is in force. (consisting of a PresentRequest and a PresentResponse) initiated by the
r ecor dConposi tion CHO CE{ PresentRequest and which allows to match a request with a response.
sinple [19] El enment Set Nanes, . R . . .
conplex  [209] | MPLICIT ConpSpec} rewlt_Setld, which istheidentifier of the result set from which records are to
OPTI ONAL, be retrieved.
pr ef erredRecor dSynt ax [104] I MPLICI T OBJECT | DENTI FI ER OPTI ONAL, o ; i i ; it i
raxSegent Count [204] IMPLIG T INTEGER OPTI ONAL, -- level 1 or 2 rer:];_ulrﬁSetS_tarathomt,Whlchlstherelamlvepostlon within the result set from
maxRecor dSi ze [206] IMPLICIT INTEGER OPTIONAL, -- level 2 only which retrieval starts. o _
maxSegment Si ze [207] IMPLICIT | NTEGER OPTI ONAL, -- level 2 only When collections are searched, resultSetStartPoint is calculated asif the
ot herlnfo Cther I nformation CPTI ONAL} result set was aflat set of records formed by the flattening of the nested

internal structure of the result set (which reflects the hierarchical structure of
the collection searched), thus ignoring any information about the internal
structure of the result set.

* number OfRecor dsRequested, which is the number of records which must be
retrieved from the result set starting at the position defined by
ResultSetStartPoint.

When collections are searched, number OfRecor dsRequestedis calculated as
if the result set was aflat set of records, thus ignoring any information about
the internal structure of the result set. number OfRecor dsRequested therefore
corresponds to the number of records at the leaf level of the result set that are
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ASN.1 Definition

Meaning

requested to be retrieved.

» additionalRange, which allows to require additional, non-contiguous ranges
intheresult set to be retrieved.

» recordComposition, which specifies the desired composition of retrieved
records. A recordCompositionis either simple or complex.
A simplerecordCompositionis represented by ElementSetNames each
identifying a set of elements. A complex RecordComposition is represented
by a CompSpec, which is acomposition specification.

» preferredRecor dSyntax, which isthe OID of the syntax that must be used
when arecord is retrieved.

*  Segmentation information, which consists of maxSegmentCount, which
specifies the maximum number of segments that the target may include in an
aggregate PresentResponse, maxSegmentSize, which isthe size of the
largest allowable segment and maxRecor dSize, which is the size of the
largest allowable retrieval record.

« otherInfo, which may be used for additional information not specified by the
standard.

Range ::= SEQUENCKE{
startingPosition [1] I MPLICIT | NTECER,
nunber Of Recor ds [2] I MPLICIT | NTEGER}

Range consists of a startingPosition, which is the relative position within the result
set from which retrieval starts, and anumber OfRecor ds which is the number of
records which must be retrieved from the result set starting at the position defined by
startingPosition.

El enent Set Nanmes :: = CHO CE {
generi cEl ement Set Nane
dat abaseSpecific

IMPLICI T I nternational String,

I MPLI CI' T SEQUENCE OF SEQUENCE{
dbNanme  Dat abaseNane,
esn El enent Set Nane} }

[ 0]
(1]

ElementSetNamesare composed of either ageneric ElementSetNameor alist of
database specific ElementSetNames

For the CIP, ageneric ElementSetNameis one of the following: ‘F’ (Full), ‘CIP’
(CIP Full), ‘B’ (Brief), ‘'Sum’ (Summary), ‘Br’ (Browse), ‘Opt’ (Options), ‘LA’
(Local Attributes), or ‘CM’ (Collection Member).

Database specifielementSetNames which are used for element set names local
defined by a Retrieval Manager, are identified by the name of the database
DatabaseNameand theElementSetNameitself.

OPTI ONAL}

Bl ement SetName @@= [103] IMPLICIT International String An ElementSetNameidentifies a set of elements indicating the desired composifion
of a retrieved record.
Oorrrs)glpggt Al t:eEEStUiE\,?ecglnt ax [1] IMPLICIT BOOLEAN, A CompSpecis a composition specification. It is composed of the following
-- See conment for recordSyntax, bel ow. elements:
generic [2] IMPLICIT Specification OPTI ONAL, A sdlectAlternativeSyntax flag, which indicates if the target may select arj
dbSpeci fi c (3] Idgp L; % TD;E%JaEyecﬁag SEQUENCE{ alternative syntax in case none of the syntaxes provideddor dSyntax are
spec  [2] IMPLICIT Specification} OPTIONAL, supported by the target.
recordsyntax [4] IMPLIGT SEQUENCE CF CBJECT | DENTI FI ER A Specification, which specifies the selection of elements which are part [pf

the composition specification. Th8pecification may be eithegeneric,
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ASN.1 Definition

Meaning

specifying a selection of CIP elements, database specific, specifying a
selection of database specific elements, or both.

» A recordSyntax, which specifiesthelist of record syntaxesthat may be used
for retrieval. For each record, the target selects the first record syntax in this
list that it can support. If the list is exhausted, the target may select an
alternative syntax if SelectAlter nativeSyntax is ‘true’. The GRS-1 record
syntax is recommended for use within CIP.

Speci fication ::= SEQJENCE{
schenma [1] IMPLICI'T OBJECT | DENTI FI ER OPTI ONAL,
el ement Spec [2] CHO CE{

el enent Set Nane
ext er nal Espec

[1]
[2]

IMPLICIT International String,
I MPLI CI' T EXTERNAL} OPTI ONAL}

A Specification is defined by identifying thechema used (if it is not the default
schema) and by specifying adementSpec, which is the specification of the
elements from thechemawhich are selecte@dlementSpecis either identified by an
elementSetName or it is an external specificati@xter nalEspec. For the CIP, the
external specification used shall Bspec-1.

Espec-1 ::= SEQUENCE{

el ement Set Nanes [1]
[2]
[3]
[4]
[3]

| MPLI CI' T SEQUENCE OF I nternational String
OPTI ONAL,
| MPLI CI' T OBJECT | DENTI FI ER OPTI ONAL,
I MPLICIT Vari ant OPTI ONAL,
I MPLICI'T | NTEGER OPTI ONAL,
| MPLI G T SEQUENCE OF El ement Request OPTI ONAL}

defaul t Vari ant Setld
def aul t Var i ant Request
def aul t TagType

el enent s

An external specification defined accordingetgpec-1 identifies a set of elements {
be selected in the form of a settlementRequest. It contains the following:
» elementSetNames each identifying a predefined set of elements. Each
element in the element set is to be treated &@mentRequest in the form
of SimpleElement, whereOccurrenceis 1.
e A default variant set identifietefaultVariantSetld which applies whenever
VariantRequest does not include ¥ariantSedl d.
« A default variant requestariant, which is the default variant to be applied
ElementRequest (if variants are requested).
* A defaultTagType, which is the tag type applying whenever a tag type is
omitted within the tag path of a tag.

» Alist of elements specified as a list oElementRequests

O

El enent Request ::= CHO CE{
si npl eEl enment [1]
conposi t eEl enent [2]

I MPLI CI T Si npl eEl enent,
I MPLI G T SEQUENCE{

el enent Li st [1] CHO CE{
primtives [1] I'MPLICI T SEQUENCE
OF I nternational String,
specs [2] IMPLICIT SEQUENCE
OF Sinpl eEl enent },
del i veryTag [ 2]

MPLI CI T TagPat h,
VP

|
vari ant Request [3] IMPLICIT Vari ant OPTI ONAL}}

An ElementRequest is either essimpleElement (i.e. an atomic element) or a
compositeElement.

A compositeElement contains:

* AneéementList, which is the list of elements composing the
compositeElement. TheelementList contains either a list gdrimitives,
which are sets of elements identifiedEgmentSetNamesand whose union
composes th€ompositeElement, or list of SimpleElements

» A ddiveryTag, which is theT agPath for thecompositeElement. It may not
contain wild cards.

¢ A variantRequest identifying the applicabl¥ ariant.
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ASN.1 Definition

Meaning

Si npl eEl enent :: = SEQUENCE{
pat h [1] | MPLICI T TagPat h,
vari ant Request [2] IMPLICIT Vari ant OPTI ONAL}

A SimpleElement consists of:
* A TagPath identifying the element. The elements defined for the CIP are
described in Appendix B.
¢ A VariantRequest identified by a Variant.

TagPath ::= SEQUENCE OF CHO CE{
specificTag [1] I MPLICI T SEQUENCE{
tagType [1] I'MPLICI T | NTEGER OPTI ONAL,
tagVal ue [2] StringOrNureric,
occurrence [3] Cccurrences OPTI ONAL
-- default is ‘first occurrence’

wildThing [2] (5ccurrences,
wildPath  [3] IMPLICIT NULL
}

A TagPath consistsin alist of tags, each represented by one of the following:

» A specificTag, which consists of atagType (identifying the TagSet from
which the Tag is selected; if omitted, the DefaultTagTypeor, if missing, the
default listed in the schema, applies), a TagValue (uniquely identifying the
Tag within its TagSet) and an Occurrence, which alowsto select a specific
occurrence of a particular Tag (thisis meaningful for recurring elements
only).

* A wildThing or wildPath, which alows the use of wild cardsin the selection
of elements, either in the specification of an occurrence (wildThing) or in the
specification of atag path (wildPath).

The use of wild cardsisfully explained in [23950], Appendix RET 3.1.1.4.

Occurrences ::= CHOICE{
all [1] IMPLICIT NULL,
last  [2] IMPLICIT NULL,
values [3] IMPLICIT SEQUENCE{
start  [1] IMPLICIT INTEGER,
howMany [2] IMPLICIT INTEGER OPTIONAL

1

Occurrencesallows to specify the desired occurrences of an element within a record.
The following Occurrences can be selected:

» all thealowsto retrieve all occurrences of an e ement.
* |ast alowsto retrieve the last occurrence of an e ement within arecord.

» valuesalowsto specify arange of occurrences by specifying thestart
occurrence and number howM any of occurrences from that starting position.

3.5.35.2 Segment Request

When the records requested by a present request will not fit in a single segment, the target returns multiple segments, each containing a portion of the
requested records. Every segment except for the last, which is returned as a present responsg, is returned as a segment request. Note, because of modelling
constraints, the segment service is modelled as arequest (and not aresponse), although it is actually used as a response to a present request.
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Table 3-11: Segment Reguest Usage

ASN.1 Definition Meaning

segment Request [45] IMPLICIT Segnent A segmentRequest consists of a Segment.

Segrent :: = SEQUENCE{ . .
.- Segment PDU may only be used when version 3 is in force, A SegmentRequest returns the records, or portion of_records,_requeﬂed during a
-- and onl y when Segn‘ent ation is in effect. Pre&antRa:]Uest A %gment COntalnSthefO”OWlng |nf0rmat|0n.
ref erencel d Ref erencel d CPTLGNAL, « Thereferenceld, which isthe reference identifier of the operation initiated b
nunber O Recor dsRet ur ned [ 24] | MPLI CI T | NTEGER, the P iR ’est p y
segment Recor ds [0] | MPLI CI T SEQUENCE OF NanePl usRecor d, e Fresentequest.
otherlnfo Q herlnformation OPTI ONAL} + number OfRecor dsRetur ned, which is the total number of response records

and starting fragments included within the segment.

* segmentRecor ds which contains response records and/or fragments of
records.

« otherlnfoabout the SegmentRequest.

3.5.3.5.3 Present Response

The present response is structured as follows. A semantic definition of each required and optional part is provided adjacent to the appropriate formal ASN.1
definition.

Table 3-12: Present Response Usage

ASN.1 Definition Meaning

Present Response :: = SEQUENCE{ -
' of er encel d Ref er encel d OPTIONAL, A PrgsentRespons_eret_urns the_rec'ords reguested during a PresentRequest. It
number Of Recor dsReturned  [24] | MPLICI T | NTEGER contains the following information:
next Resul t Set Posi ti on [25] IMPLICIT I NTEGER, A referencel d, which isthe reference identifier of the operation initiated by
present St at us Present St at us, the P tRequest
records Records OPTI ONAL, € FresentRequest.
ot herlnfo O her | nf or mati on OPTI ONAL} * number OfRecor dsRetur ned, which is the total number of records returned

by the PresentResponse

* ThenextResultSetPosition, which isthe next position in the result set from
the position of the last record returned in the response.

* ThepresentStatus, which is the status of the PresentResponse, indicating if
it was successful or not.

* Therecordsreturned.
« otherInfo about the PresentResponse.
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ASN.1 Definition

Meaning

PresentStatus  ::=  [27] 1ML CISIC::gEGER{ (0) The PresentStatus indicates the status of the PresentResponse The response is
partial -1 (1) either asuccess, apartial success (not all of the expected response can be returned) or
partial -2 (2), afailure. The possible status are the following:

Sg”: Z: :2 Ei; ' » success, which indicates that all the expected response records are available.
failure (5)} » partial-1, which indicates that the request was terminated by an access
control.
* partial-2, which indicates some records will not fit within the preferred
message size.
» partial-3, which indicates that the request was terminated by resource control
at origin request.
» partial-4, which indicates that the request was terminated by resource control
by the target.
» failure, which indicates that none of the expected response records can be
returned. One or more non-surrogate diagnostic records is returned.
Records ::= CHO CHK{ -
responseRecor ds [28] IMPLICIT SEQUENCE OF NamePl usRecord, The Recor dsreturmed are one of the foll owing:
nonSur r ogat eDi agnosti c [130] I MPLICIT Default Di agFor mat, » Alist of responseRecords
mul ti pl eNonSur Di aghosti cs [205] |IMPLICIT SEQUENCE OF Di agRec}

» A single diagnostic record in the defaultDiagFor mat.
» Multiple diagnostic records diagRec.

def aul t For mat
ext ernal | yDefi ned

Def aul t Di agFor nat,
EXTERNAL}

Na"ﬁ?n:SRecor FO] | K/PLISEIQTJEDaNCtE;baseNane CPTIONAL NamePlusRecor d contains a DatabaseName (for details see Appendix E.7),
record [1] CHO CH{ ' identifying the database from which the record is retrieved, and the Recor d itself.
retrieval Record [1] EXTERNAL, -
surr ogat eDi agnost i ¢ [2] Di agRec, The Record can be one of the following:
st arti ngFr agment [ 3] Fragment Synt ax, » AvretrievalRecord, which is defined externaly.
i nter medi at eFr agnment [ 4] Fragnent Synt ax, . . d
final Fragment [ 5] Fragment Synt ax}} * A surrogateDiagnostic record.
» A fragmentsof arecord. The following fragments are identified:
» startingFragment, which is afragment that starts at the beginning of a
record.
» intermediateFragment, which is afragment that neither starts at the
beginning nor ends at the end of arecord.
+ finalFragment, which is afragment that ends at the end of arecord.
Di agRec ::= CHO CH{

A diagnostic record DiagRec is either arecord formatted according to the default
diagnostic format DefaultDiagFor mat or arecord formatted according to an
externallyDefined format.
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ASN.1 Definition

Meaning

Def aul t Di agFor mat : : = SEQUENCE{
di agnosticSetld OBJECT | DENTI FI ER,

The DefaultDiagFor mat, which is the default diagnostic format, consists of the
diagnostic set identifier diagnosticSetld, a condition and version dependent

not Ext er nal | yTagged OCTET STRI NG

condi tion | NTEGER,
addi nf o CHOl CE{ additional information addlnfo.
v2Addi nf o Vi si bl eStri ng, -- version 2
v3Addi nfo International String -- version 3
1}
Fragment Syntax ::= CHO CE{ ! - -
ext er nal | yTagged EXTERNAL, The FragmentSyntax contains the fragment of arecord and, if required, the syntax

used for the fragment (see Table 3-13 for more detail). FragmentSyntax is either:
» externallyTagged, in which case the syntax which would have been used if
the record were not segmented is specified with the actual fragment. In this
case, the syntax used for the initial fragment must be used for al the
subsequent fragments (i.e. intermediate and final fragments) of the record.

or

* notExternallyTagged, in which case only the actual fragment isincluded (i.e.
no additional syntactical information isincluded).

3.56.3.5.4 Record Syntaxes

The Fragment Syntax, defined by OID { Z39-50-recordSyntax fragment}, is defined bel ow:
Table 3-13: Fragment Syntax Usage

ASN.1 Definition

Meaning

Fragnent ::= SEQUENCE {
real Synt ax [1] I'MPLICI T OBJECT | DENTI FI ER OPTI ONAL,
-- Required in starting fragnent.
-- Must be onitted in subsequent fragments.
I MPLICI' T | NTEGER OPTI ONAL,
-- Target estimate of how many octets
-- left after this fragnent.
I MPLICI' T CCTET STRI NG

remai ni ngCctets [2]

f ragment [3]

The Fragment syntax is used to reflect the real syntax (viaits OID) that would have
otherwise been used if the record were not segmented. The Fragment syntax consists
of the following information:

» realSyntax contains the OID of the syntax that would have been used if the
record were not segmented. The real Syntax must be specified in the starting
fragment and only in the starting fragment (i.e. it must be omitted in the
intermediate fragments and in the final fragment).

» remainingOctetscontains the target’s estimate of how many octets are l¢g
after the current fragment.

» fragment contains the actual fragment.
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The SUTRS record syntax, defined by OID {Z39-50-recordSyntax SUTRS}, can be available in two variants:

* HTML formatted MIME-type records: Thisisthe default SUTRS record syntax. The HTML records are generated from the SGML Document Type
Declaration (DTD) that is defined in Appendix D. This variant shall be always returned as response to a Present request originated from a Z39.50-
Version 2 profile. The format must reflect the schema structure, i.e.:

Full_Compound_Element Name: Vaue

Compound_Element_Name: Value

Full _Leaf Element Name: Vaue
Grouped elements are indented. e.g.
<ul><i>Full_Leaf Element Name</i>: Vaue </ul>

» text: where the string is a sequence of element names followed by an equals sign (‘="), followed by telement value terminated with a semi-colon
(). Origins mustnot depend on being able to parse the records in order to change the presentation format.

Table 3-14: SUTRS Record Syntax Usage

ASN.1 Definition M eaning
SutrsRecord ::= International String

A SUTRSRecord isasimple unstructured string. The recommended maximum line
length is 72 characters.

The GRS-1 record syntax, defined by OID {Z39-50-recordSyntax GRS-1}, is defined below:
Table 3-15: GRS-1 Record Syntax Usage

ASN.1 Definition Meaning
GenericRecord ::= SEQUENCE OF TaggedH ement A GenericRecordisalist of TaggedElement. The CIP TagElementsare defined in
Appendix B.
TaggedEl ement :: = SEQUENCE { . - - :
t agType [1] IMPLICIT | NTEGER OPTI ONAL, A Tag_EIer_nent |sgne.lement defined in atag set. Each element consists of the
t agval ue [2] StringOrNumeric, following information:
tagGccurrence  [3] |MPLICIT INTEGER OPTI ONAL, « AtagType, which identifies the tag set in which the element belongs.
cont ent [ 4] El ement Dat a,

met aDat a [5] IMPLICIT El enent Met aDat a OPTI ONAL, » A tagValue which uniquely identifies the element within the tag set.
appliedvariant [6] IMPLICIT Variant OPTIONAL} « A tagOccurrence which indicates the occurrence of the element within the
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ASN.1 Definition Meaning
database record.

* The content of the element, which is the actual content of the element within
the GenericRecord.

¢ metaData, which contains metadata information about the element.
e appliedVariant, which contains the Variant applied to the element.

El enent Data ::= CHO CE{ !

octets OCTET STRING ElementData contains the actual value of the Element.

numeri c | NTEGER, _ The content of the ElementDatais one of the following:

date Gener al i zedTi ne, .

ext EXTERNAL, e dtring of octets;

string I nternational String, . ; .

trueOr Fal se BOOLEAN, numeric value;

oid OBJECT | DENTI FI ER, e date

i ntUnit [1] IMPLICI T IntUnit, . ; —

el ement Not There [ 2] IMPLICIT NULL, -- elenment requested but not there value whose type is externally defined;

el ement Enpty [3] IMPLICIT NULL, -- elenent there, but enpty e dtring;

noDat aRequest ed [ 4] IMPLICIT NULL, -- variant request said 'no data’ < bool alue

di agnostic [5] I MPLI CI T EXTERNAL, 00l€an value,

subtree [ 6] SEQUENCE OF TaggedEl enent + object identifier;

} -- recursive, for nested tags . . .

e integer and its unit;
» indication that an element requested is not there;
» indication that an element is there but is empty;
» indication that no data was requested (and therefore none is provided);
» externaly defined diagnostic;
* sub-tree of TagElements (recursive definition for nested tags).

TntUnit ::= SEQUENCE : : : : :
val ue [1] |MPLICIT I NTEGER An IntUnit consists of an integer value and the Unit used for this value.
unitUsed [2] IMPLICIT Unit}

Unit ::= SEQUENCE{ e : - . : : -
unitSystem [1] International String OPFFONAL, -- e.g. 'SI’ A l_Jn|t |sde1_‘|r_1ed by the unitSystem which defines the Unit, the unitType of the
uni t Type [2] StringOrNumeric OPTI ONAL, -- e.g. 'mass’ Unit, the unit itself and a scaleFactor.
unit [3] StringOr Nuneric OPFHONAL, -- e.g. "kilograns’
scal eFactor [4] IMPLICIT | NTEGER OPTI ONAL -- e.g. 9 neans 10**9
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3.5.4 Result-set delete Facility

The Result Set Delete facility consists of asingle service, the Delete service, which alows atarget to request an origin to delete specified result sets created
during a Z-association®.

The Delete Result Set operation must be performed in accordance to the Search operation which originally created the result set to be deleted so that all the
results which were created by the original Search operation are indeed deleted by the Delete Result Set operation. This meansthat if the result set to be
deleted was created as the result of adistributed Search Request, and that therefore the result set to be deleted is composed of nested sub-result sets
distributed across different targets, the Delete Result Set Request must be distributed in the same manner as the original Search Request and must therefore be
propagated to al the targets which hold part of the whole result set.

3.5.4.1 Delete Result Set Request
The use of the delete result set request by the CIPis presented in detail in 3.5.4.1.
Table 3-16: Delete result set request

ASN.1 Definition Meaning
Del et eResul t Set Request :: = SEQUENCE{ A DeleteResultSetRequest enables an origin to request that the target del ete result
referencel d Ref erencel d OPF-ONAL, . L . s -
del et eFuncti on [32] IMPLI I T | NTEGER{ set(s) created during the current Z-Association. It contains the following information:
!a: |St % (1)3 } » referenceld, which isthe reference identifier of the operation initiated by the
resul t Set Li st SEQUENCE OF Resul t Set 1 d OPTI ONAL, DeleteResultSetRequest.
ot herlnfo Q her I nf ormati on OPTI ONAL} » deleteFunction, which specifies the kind of deletion requested. The origin can

request to delete either alist of specified result sets, or all the existing result
sets created during the current Z-Association.

e resultSetList, which containsthe list of result sets created during the current
Z-Association which are to be deleted. The resultSetL ist must be provided
when the deleteFunction specifiesthat alist of results setsisto be deleted.

« otherInfo about the DeleteResultSetRequest.

%0 Note that persistent result sets are not deleted by the use of the Result Set Delete facility, but by the deletion of the task package within which the persistent result set is
defined.
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3.5.4.2 Delete Result Set Response
The use of the delete result set response by the CIP is presented in detail in 3.5.4.2.
Table 3-17: Delete result set response

ASN.1 Definition M eaning
Del et eResul t Set Response :: = SEQUENCE{ . -
ref erencel d Ref er encel d OPTIONAL, A DeleteReﬂJItSetR%ponselsar_esponse gene_ratet_j by theFarget in response to the
del et eQper at i onSt at us [0] IMPLICIT Del eteSet Status, DeleteResultSetRequest. It contains the following information:
del et eLi st St at uses [1] I MPLI CI T ListStatuses OPTI ONAL, o ich i i i iy
number Not Dol ot ed [34] IMPLICIT I NTEGER OPTI ONAL. Ee;eerter&cel dl,tvs\/:tl;h |ster:reference|dent|f|er of the operation initiated by the
bul kSt at uses [35] |IMPLICIT ListStatuses OPTI ONAL, enesu eques.
dflhet fobssage [ 36] IQI\/ELI ICI fT I ntternat bg$?b§ltArLi ng OPTI ONAL, « deleteOperationStatus which isthe status of the delete request.
othertnto ertnrormation } e deleteListStatuses which describes for each result set in the resultSetList
provided in the DeleteResultSetRequest (i.e. when the deleteFunction in the
request specified that alist of result sets was to be deleted) the status of the
deletion.

e numberNotDeleted, which indicates the number of results sets which have
not been deleted. Thisis provided only if the deleteFunction in the
deleteResult SetRequest specified that all result sets were to be deleted.

* bulkStatuses which provides a status describing the reason why aresult set
has not been deleted when the deleteFunction in the deleteResult SetRequest
specified that all result sets were to be deleted.

« deleteMessage, which contains a text message regarding the deletion of result
sets.

e otherlnfo about the DeleteResultSetResponse

Li st St at uses | :d: SEQJE%UR:SZEIQJENCE{ ListStatuses containsalist of result set ids, and specifies for each result set id the
status  Del et eSet St at us} status of the deletion.
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M eaning

June 1998
ASN.1 Definition
Del eteSet Status ::= [33] IMPLICIT | NTEGER{
success

resul t Set Di dNot Exi st

previ ousl yDel et edByTar get

syst enPr obl emAt Tar get

accessNot Al | owed

resourceControl AtOrigin

resour ceCont r ol At Tar get

bul kDel et eNot Suppor t ed

not Al | Rsl t Set sDel et edOnBul kDI t e
not Al | Request edResul t Set sDel et ed
resul t Set | nUse

DeleteSetStatus contains the status of the deletion of aresult set. The status can be
one of the following:

success indicates that the deletion has been performed successfully.
resultSetDidNotExist indicates that the result set to be deleted does not exist.
previouslyDeletedBy T ar get indicates that the result set to be deleted has
aready been deleted by the target.

systemProblemAtTar get indicates that the deletion has not been performed
because of some problem at the target.

accessNotAllowed indicates that the access to the result set to be deleted is
not allowed.

resour ceControl AtOrigin indicates that the origin does not have enough
resources to perform the deletion.

resour ceControl AtTar get that the target does not have enough resources to
perform the deletion.

bulkDeleteNot Suppor ted indicates that the target does not support the
deletion of all result sets.

notAllRsltSetsDeletedOnBulk Diteindicates that not all result sets have been
deleted when the deleteFunction in the DeleteResult SetRequest was that all
result sets must be deleted.

notAllRequestedResult SetsDeleted indicates that not all requested result sets
have been deleted when the deleteFunction in the DeleteResult SetRequest
was that a specified list of result sets must be deleted.

resultSetl nUseindicates that the result set to be deleted is currently in use.

3.5.5 AccessControl Facility

The Access Control facility allows atarget to challenge the identity of an origin. This facility is used within the CIP to ensure that the identity of the origin
can be determined by the target with an appropriate level of confidence. The CIP requires confidence in the identity of users for certain operations,

principally ordering.

The Access Control facility consists of asingle service, the Access Control service. The Access Control service in CIP B uses the Z39.50 externally defined
format OID {Z39.50-AccessControl-prompt-1} for exchanging security challenge and response messages. In addition, the CIP B specification uses the
encrypted data structure to support the use of shared and public key mechanisms for authenticating target or origin elements.
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3.5.5.1 Access Control Request
The use of the access control request by the CIP is presented in detail in Table 3-18.
Table 3-18: Access Control Request

ASN.1 Definition Meaning
Accrezfsg?g:];g: ?eq“e“ SE SEEE\EE{WI d OPTIONAL AccessControlRequest is sent by the target to the origin as a “challenge” to the
securi tyChal | enge CHO CE{ ' identity of the origin. The request may be to identify the origin over a particular
si npl eFor m [37] IMPLICIT OCTET STRING operation or over the whole association. The request consists of the following
external | yDefined [O] EXTERNAL} , parameters:
-- use {Z39.50-AccessControl -pronpt-1} . . L. . L .
ot herl nfo Ot her I nf or mati on OPTI ONAL} » referencel D identifies the association or operation which is being challenged

e securityChallenge parameter containing the security challenge parametefis
e simpleForm parameter containing the security challenge

* externallyDefined parameter containing the security challenge in an
externally defined format. CIP B uses the OID {Z39.50-AccessContrq-
prompt-1}

» otherlnfoincludes additional information to support the challenge. This may

be explanatory or part of an externally agreed information exchange. I"

3.5.5.2 Access Control Response
The use of the access control response by the CIP is presented in detail in Table 3-19.
Table 3-19: Access Control Response

ASN.1 Definition Meaning
Acczraz?g?g:]rcg: Eesponse .. = SEQUENCE{ Rof er encel d OPTLONAL AccessControlResponse sent by the origin to the target to a “challenge” to the
securi tyChal | engeResponse CHO CE{ ' identity of the origin. The response may identify the origin for a particular opergtion
si nmpl eForm [38] IMPLICIT or over the whole association. The response consists of the following parametérs:
OCTET STRI NG . . . L. . L .
ext ernal | yDef i ned [ 0] EXTERNAL} referencel D identifies the association or operation which is being challenged.
OPTI ONAL, e securityChallenge contains the security challenge parameters.
-- Optional only in version 3; mandatory : L .
-~ in version 2. If omtted (in version 3) « simpleForm parameter containing the security challenge.
) ) -- then diagnostic nust occur. « externallyDefined parameter containing the security challenge in an
di agnosti ¢ [223] DiagRec OPTIONAL, -- Version 3 only. externally defined format. CIP B uses {Z39.50-AccessControl-promp-1}.

ot herlnfo O her | nformati on OPTI ONAL}
« diagnostic may contain a diagnostic message.

« otherInfo provides additional information to support the challenge. This npay
be explanatory or part of an externally agreed information exchange.
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3.5.5.3 Access Control Format

The CIP uses the prompt-1 access control format. Its useis presented in detail in Table 3-20. The encrypted structure is specified by CIP B. This allows the
target and origin to exchange request and response messages which use shared key or private/public key cryptosytems. The CIP B security approach allows
authentication and integrity checking of messages. The approach does not transfer the key or password data over the ICS, either in plain text or encrypted
format. The security approach requires that the target and origin are able to use a common cryptographic algorithm and (if using public key mechanisms)

validate the certificates exchanged through a trusted third party Certification Authority.

The CIP B does not support the message exchange between the CIP elements and the Certification Authority, thisis outside the protocol and isto be

performed using the required exchange mechanism with the Certification Authority.

Table 3-20: Access Control Format

ASN.1 Definition

Meaning

Target supplies a nunber (for an enunerated
-- pronpt) or string (for a non-enunerated
- pronpt), for each pronpt, and the origin
-- returns it in response, for this pronpt, so
- target may correlate the pronpt response with

the pronpt.
def aul t Response [2] 1| I\/PLI CIT International String OPTI ONAL,
pronptlnfo [3] CHO CE{
character [1] IMPLICIT International String,
encrypted [2] IMPLICIT Encryption} OPTI ONAL,
-- Information corresponding to an enunerated
- prorrpt. For exanpl eif "type', within Pronptld,
- is 'copyright’, then pronptinfo may contain a
copyri ght statenEnt
regExpr [ 4] II\/PLICITInternatlonaIStrlng OPTI ONAL,

I MPLI CI' T NULL OPTHONAL,
| MPLI CI T SEQUENCE OF International Stri ng OPTI ONAL,
I MPLI CI' T NULL OPTI ONAL,

responseRequi r ed
al | onedVal ues
shoul dSave

[ 5]
[6]
[7]
[8]

dat aType I MPLI CI T | NTEGER{

i nt eger (1),

dat e (2),

f | oat (3),

al phaNuneric (4),

url-urn (5),

bool ean (6)} OPTI ONAL,

-- Target telling origin type of data it wants

di agnostic [9] IMPLICIT EXTERNAL OPTI ONAL

Pronpt Ooj ect ::= CHO CE{ . . .
chal | enge [1] IMPLICIT Chall enge, The PromptSbJeCt|saconst_rﬁct|.on used to contain access control requests or
response [2] IMPLICI T Response} responses. The contents are either:

» challenge structure indicating that the PromptObject is a challenge.
» responsestructure indicating that the PromptObject is aresponse.
Chal | enge ::= SEQUENCE OF SEQUENCE { ! - -
pronpt I d [1] Pr rompt Id, The Challenge format contains the parameters passed in a security challenge. the

parameters are:

» promptldanumber defining the type of challenge (for an enumerated
challenge) or a string (for a non-enumerated challenge).

¢ default responsedefault response expected by the target.

» promptlnfoinformation corresponding to the promptld. The content of
promptl nfo depends on the type of the Challenge:

» If theChallengeisfor theidentification of auser at aremote target,
character isused. character contains a string which indicates to the
origin (i.e. the user) that the userld at aremote target is requested (rather
than the user | d at the target with which the user has directly established a
Z-session) when pass-through authentication (e.g. for pass-through remote
ordering) is performed (see also Section 3.5.8.7.2 and 3.9.7.8).

» If the Challengeisfor the authentication of the operation, encrypted is
used. encrypted contains the credentials to be signed by the origin.

e regExpr aregular expression defining the format for the response.
» responseRequired flag indicating whether a responseis required.
e allowedValuesvaluesthat the response is allowed to take.

« shouldSaveflag to indicate to the origin that it should save the information
requested from the user to respond to the request as it may be requested again.
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ASN.1 Definition

Meaning

newPassword (3),
copyri ght (4),
-- \Wen type on Challenge is 'copyright’,
-- pronmptinfo has text of copyright nessage
-- to be displayed verbatimto the user.
-- |f pronptResponse indicates 'acceptance’,
-- this indicates the user has been shown,
-- and accepted, the terns of the copyright.
-- This is not intended to be legally binding,
-- but provides a good-faith attenpt on the
-- part of the target to informthe user of
-- the copyright.
sessionld (5)},
suggest edString [2] IMPLICIT
International String OPTI ONAL},
nonEnuner at edPr onpt [2] IMPLICIT International String}

} » dataTypeenumerated value indicating the type of data expected in response.

For the CIP, the expected dataTypeis alphanumeric

« diagnostic information from the origin to the target describing an error from a
previous challenge.
ReSponsep:r o:rpflEc?JENCE ?1:] SIE%)JEpNtCFd{ Response structure containing the information returned by the origin in responseto a
-- Corresponds to a pronpt in the challenge, or challenge. The parameters are:
- r?yuggr gﬂg{ ggpt gﬂbulf gr ngf‘gluﬁer gte\gﬁafsmr d. » promptididentifier corresponding to the promptldin the challenge, or can be
-~ 1f this respo’nds to a non-enunerat ed pronpt used to identify an unsolicited response, for example to provide new password
-- then nonEnuner at edPronpt shoul d contain the information
-- pronpt string fromthe chall enge. .
pronpt Response [2] CHO CH * promptResponsecontent of the response, one of a choice of datatypes. For CIP
string [1] IMPLICIT International String, B the data type depends on the type of the Challenge:
accept [2] IMPLICIT BOOLEAN, . e
acknow edge [3] IMPLICIT NULL, » |If the Challengewas for the identification of a user at aremote target,
di agnostic [4] DiagRec, string isused. string contains a string which indicates to the target the
encrypt ed [5] IMPLICIT Encryption}} user’ suser | d at the remote target which sent the Challenge (rather than
the userld at the target with which the user has directly established a Z-
session) when pass-through authentication (e.g. for pass-through remote
ordering) is performed (see also Section 3.5.8.7.2 and 3.9.7.8).

» If the Challenge wasfor the authentication of the operation, encrypted is
used. encrypted contains the credentials from the target encrypted by the
origin.

Pr ogﬁhhﬁei . egggo%i [1] | MPLICIT SEQUENCE( Format for the Prompt! d describing what type of challenge or response has been
type [1] | MPLICIT | NTEGER{ created. The Promptld is either:
gggt‘lﬁhd E(l); , «  an enummeratedPrompt containing
passwor d (2). + thetypeof the Promptld, i.e. agroupld, auserld, apassword, a

newPassword or a copyright.

* asuggestedString to be provided in the prompt to the user.
This suggestedString is used, for example, to clearly indicate to the user
that his userld at aremote target is requested (rather than hisuserld at the
target with which he has directly established a Z-session) when pass-
through authentication (e.g. for pass-through remote ordering) is
performed (see also Section 3.5.8.7.2 and 3.9.7.8).

e anonEnumeratedPrompt, which is a string containing the prompt.
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Meaning

June 1998
ASN.1 Definition
Encryption ::= SEQUENCE{
crypt Type [1] IMPLICI T OCTET STRI NG OPTI ONAL,
credenti al [2] I'MPLICIT OCTET STRI NG OPTI ONAL,
--random nunber, SALT, or other factor
dat a [3] IMPLICI T OCTET STRI NG

Encryption specifies the format of encrypted data exchanges. The format provides
three parameters:

cryptTypeidentifies the type of algorithm used to encrypt the data. For CIP B
shared key security the algorithm to be used is RFC 1321 (MAC-MD5). Other
algorithms for public key cryptography are by arrangement between entities,
they may include DES, SHA and RSA agorithms. The size of the key used
must also be specified where appropriate but must in any case be understood
by both parties. In addition, the Certificate Authority must be specified for
public key authentication.

credential the data being signed. For CIP B shared key security the credential
is supplied by the challenging entity (the target) and is composed of:

o timestamp;

* userld;

* Operation.

Where the Operation field is the operation that triggered the challenge.

data for AccessContr ol Response messages, this field contains the digital
signature. For AccessControlRequest messages, thisfield must be NULL.

The exact details on Encryption (e.g. credential details) are described in Section

3.9.7.

3.5.6 Accounting/Resour ce Control Facility

The Accounting and Resource Control facility provides servicesto allow the origin and target to exchange requests on the usage and status of resources at

the target. The facility providesinformation to the origin concerning the progress of queries.

The Accounting and Resource Control facility consists of three services: the Resource Control service, the Trigger Resource Control service and the

Resource-report service. These services are described in the following subsections.
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3.5.6.1 Resource Control Service

The resource control request (presented in Table 3-21) is sent by the target to the origin when resource control isin effect. Resource control is agreed
between the origin and target at the start of an Association. The request allows the target to provide information concerning the status of an operation and
also to indicate whether a response is required from the origin. When aresource control request is performed for an operation which was forwarded down
the collection hierarchy (such as a Search or Present request), the resource control request reflects the hierarchical structure of the operation. For the nodein
the collection hierarchy for which the resource control request is sent, the resource control request contains the report for the current node and also contains
the consolidated report for all the children of the node in the collection hierarchy.

A resource-control response (presented in
Table 3-22)allows the origin to indicate whether to continue an operation or not. It can also indicate whether a result set is wanted by the origin.
Table 3-21: Resource Control Request

ASN.1 Definition Meaning
Res?g][ gfggé{gl Request ::= SEQJENCE&ef er encel d OPTLONAL The Resour ceControlRequest structure consists of the following parameters:
suspendedFl ag [39] |IMPLICIT BOOLEAN OPTI ONAL, » referenceld the reference identifier of the operation.
resour ceReport 40 Resour ceReport OPTHONAL,
par L1 al Resul t sAvai | abl e E41} | MPLI O T | NTEGER *  suspendedFlagaflag to denote whether the target has suspended the
subset (1), operation pending aresponse from the origin.
'ng;g” m Eg;} OPTI ONAL «  resourceReport conveys information about the operation. When the
r esponseRequi r ed [42] |IMPLICIT BOOLEAN, ' Resour ceControlRequest is performed for an operation which was forwarded
tri gger edRequest Fl ag [43] [IMPLICIT BOOLEAN OPTI ONAL, down the collection hierarchy, resour ceReport contains the report for the

ot herinfo Qther I nformation OPTI ONAL} current node in the collection hierarchy.

» partialResultsAvailableindicates whether the origin can request partial
results of a search from the target.

* responseRequired indicates whether the origin needs to respond to this
request.

» triggeredRequestFlagthisis an optiona parameter to indicate whether the
request has been created in response to a trigger-resource-control request.

» otherInfo provides other information about the children of the current
collection node when the Resour ceContr olRequest is performed for an
operation which was forwarded down the collection hierarchy. Thisis
performed using the CI PSpecificlnfo EXTERNAL and selecting
childrenResour ceReport, as defined in Appendix E.6.1.
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ASN.1 Definition M eaning
Resour ceReport c= BXTERNAL The Resour ceReport structure contains the report about the resources. The
Resour ceReport format is externally defined. The selection of the external definition
is based on the type of operation for which the Resour ceReport is established: if the
operation is a Search operation, {Z39.50-UserFormat-searchResult-1} is selected.
Otherwise, { 239.50-ResourceReport-resource-1} is selected. Moreover, if the
Resour ceControlRequest was triggered by a Trigger Resour ceContr olRequest, the
preferred resource format defined in prefResour ceRepor tFor mat may be
considered.
The resource report formats are presented in Section 3.5.6.4.
Table 3-22: Resource Control Response
ASN.1 Definition Meaning
Resour ceCont r ol Response ::= SEQUENCE{ - . .
referencel d Ref er encel d OPTI ONAL, The Resour ceControlResponseis prc_)v_lded by the target in responseto a
cont i nueFl ag [44] | MPLICIT BOOLEAN, resour ceControlRequest from the origin. The parameters are:
resul t Set Want ed [45] | MPLICIT BOOLEAN OPTI ONAL, o i i ifi i
GARERITE Qther Informati on OPTI ONAL} referencel d isthe identifier for the operation.

e continueFlagis used to denote whether the origin wants the target to continue
with the operation.
* resultSetWanted indicates whether aresult set is wanted by the origin..

e otherInfo provides other information.

3.5.6.2 Trigger Resource Control Service

The Trigger Resource Control service is used by the origin to request a status report or change the status of an existing operation. The origin may request a
status report (which will result in a resource control reguest with no acknowledgement required) or it may request full resource control (which will require
the origin to provide full resource control on an operation. Finally the Trigger Resource Control service may be used to cancel an operation started by the
origin. When a Trigger Resource Control request is performed for an operation which was forwarded down the collection hierarchy (such as a Search or
Present request), the Trigger Resource Control request is forwarded in the same manner as this operation down the collection hierarchy so that the result of
the request (i.e. the status report provided by the resource control request) reflects the hierarchical structure of the operation.
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Table 3-23: Trigger Resource Control Reguest

ASN.1 Definition Meaning
Tri gger Resour ceCont r ol Request :: = SEQUENCE{ . : . .
ref erencel d Ref er encel d OPTIONAL, The Trigger Resour ceControlRequest is provided k_)y the originto t_hetargt_at t_o
request edAct i on [ 46] IMPLI CI T | NTEGER{ request that the target change the status of the reporting on an operation. Thisisa
r esour ceReport (1), non confirmed service. The parameters are:
L:ﬁgglr ceControl g gg } e referenceldisthereferenceid is of the operation.
pr ef Resour ceRepor t For mat [47] I MPLI CI T ResourceReportld OPTI ONAL, * requestedAction contains the requested action to be taken, either for areport,
resul t Set Want ed [ 48] I MPLI CI T BOOLEAN OPTI ONAL, rnonfull r r ntrol or h ion.
ot herlnfo O her| nfornation OPTI ONAL} toturn on full resource control or to cancel the operatio

e prefResour ceReportFor mat specifies the preferred format for the report.

* resultSetWanted flag to indicate whether aresult set is required to be stored
when the operation is search and the trigger-resource-control is requesting
that the operation be cancelled. Thiswill result in apartia result set being
stored.

e otherInfo provides other information..

3.5.6.3 Resource Report Service

A resource report describes the status of an operation that has been completed by the target on behalf of the origin. The origin may request a resource report
from the target and can specify the format that it wishes to receive the report in. The resource report regquest is presented in Table 3-24, and the
corresponding resource control response is presented in Table 3-25).

Table 3-24: Resource Report Reguest

ASN.1 Definition Meaning

Res?g][ ngﬁﬁg[ EjRequest .= SEQUENCE{ Ref er encel d GPTLONAL The Resour ceReportRequest allows an origin to request a target to produce a
opld [210] IMPLICIT Referenceld OPTI ONAL, resource report. The parameters are:
pr ef Resour ceRepor t For mat [ 49] I MPLICI T ResourceReportld OPTI ONAL, « referenceld the referenceid of the operation.
ot herlnfo O her | nfornation OPTI ONAL}

» opldisthereferenceid of the operation being reported.
» preResour ceReportFor mat includes the resource report format requested.
» otherInfo provides other information.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue | nteroperability Protocol - (CIP) Specification - Release B
June 1998

Page 3-53
CEOS/WGISS/PTT/CIP-B, Issue 2.4

Table 3-25: Resource Report Response

ASN.1 Definition

Meaning

: = SEQUENCE{
Ref erencel d OPTFH-ONAL,

Resour ceRepor t Response :
referenceld

resour ceReport St at us [50] |IMPLICIT | NTEGER{
success (0),
parti al (1),
failure-1 (2),
failure-2 (3),
failure-3 (4),
failure-4 (5),
failure-5 (6),
failure-6 (7},

resour ceReport [51] ResourceReport OPTI ONAL,

ot herlnfo O her | nf ormati on OPTI ONAL}

The Resour ceReportResponseis a response generated by the target in response to
the Resour ceReportRequest. The parameters are:

» referenceld isthe reference identifier of the operation.

e resourceReportStatusis aflag to denote the status of the report. The values
are: success; partial; failure-1 (target unable to provide resource report);
failure-2 (operation terminated due to resource constraints); failure-3 (access
control failure); failure-4 (unspecified failure); failure-5 (no know operation
with thisid); failure-6 (active operation with the passed id).

e resourceReportisused to convey the actual report.

e otherInfo provides other information.

3.5.6.4 Resource Report For mat

The CIP uses the resource-1 report format, presented in Table 3-26, and the searchResult-1 user information format, presented in Table 3-27, for the resource

reports.

Table 3-26: resource-1 Resource Report Format

ASN.1 Definition

Meaning

-- code for representation of currencies defined in |ISO
-- 4217-1990. Applicable only to nonetary estimates.

Resour ceReport ::= SEQUENCE . . . .
ostimat s [1] IMPLICIT SEQUENCE OF Estimate, Resour ceReport contam_smformamn ab_out the_status of an operation. Either a
message [2] IMPLICIT International String} simple message or an estimates structure is provided.

Estimate ::= SEQUENCE{ . . . . . -

type [1] IMPLICIT EstinateType, Estimate prow.desmformammn to the origin about the status of an operation.. The
val ue [2] IMPLICIT INTEGER, -- the actual estimte parameters are:

currency-code [3] IMPLICIT | NTEGER OPTI ONAL «  type contains the type of report being provided

¢ value contains the actual value of the estimate
e currency-codeisthe currency code for financial estimates.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team




Catalogue | nteroperability Protocol - (CIP) Specification - Release B
June 1998

Page 3-54
CEOS/WGISS/PTT/CIP-B, Issue 2.4

ASN.1 Definition

M eaning

Esti nat eType ::= | NTEGER{

current Sear chRecor ds (1),

-- estimated no. records in current (inconplete) result set for search
final Sear chRecor ds (2),

-- estimated no. records that will be in result set if search conpletes
current Present Records (3),

-- estimated nunber of records in current (inconplete) set of records to be
-- returned on Present

final Present Records (4),

-- estimated number of records that will be in the set of records to be

-- returned by Present if Present conpletes

current QpTi meProcessing (5),

-- processing time (in .001 CPU seconds) used by operation so far

final QpTi meProcessi ng (6),

-- estimated total processing time (in .001
-- by this operation if it conpletes

CPU seconds) that will be used

current AssocTi ne (7),

-- estimated processing time used by association (in .001 CPU sec.)
curr ent Qper at i onCost (8),

-- estimated cost for this operation so far

fi nal Oper at i onCost (9),

-- estimated cost for this operation if it conpletes

curr ent AssocCost (10)

-- estimated cost for this association so far

final OpTi meEl apsed (11),

-- estimated el apsed tine for operation if it conpletes (in .001 sec.)
per cent Conpl et e (12),

-- estimated percent conplete

current Sear chAssocCost  (13),

-- estinmated search cost for association so far

current Present AssocCost (14),

-- estinmated present cost for this association so far

curr ent Connect AssocCost (15),

-- estinmated connect time cost for association so far

current & her AssocCost (16)

-- estimted other cost (not included in 13-15) for association so far

}

EstimateT ypeindicates the type of estimate being provided. The parameter
meanings are defined in the comments associated with the ASN.1 structure. Note that
the cost options are not used in CIP-B. The elements of EstimateTypeare:

currentSear chRecor dsindicating the estimated number of recordsin the
current (incomplete) result set.

sear chfinal Sear chRecor dsindicating the estimated number of records that
will bein the result set if the search completes.

currentPresentRecor dsindicating the estimated number of recordsin the
current (incomplete) set of records to be returned on Present.

final PresentRecor dsindicating the estimated number of records that will be
in the set of records to be returned by Present if Present completes
currentOpTimeProcessingindicating the processing time (in .001 CPU
seconds) used by operation so far.

finalOpTimePr ocessing indicating the estimated total processing time (in
.001 CPU seconds) that will be used by this operation if it completes.
currentAssocTimeindicating the estimated processing time used by
association (in .001 CPU sec.).

currentOperationCost indicating the estimated cost for this operation so far.

finalOper ationCost indicating the estimated cost for this operation if it
compl etes.

currentAssocCost indicating the estimated cost for this association so far.
finalOpTimeElapsed indicating the estimated elapsed time for the operation
if it completes (in .001 sec.).

per centCompleteindicating the percentage of completion.

currentSear chAssocCost indicating the estimated search cost for the
association so far.

currentPresentAssocCost indication the estimated present cost for this
association so far.

currentConnectAssocCost indicating the estimated connect time cost for
association so far.

currentOther AssocCost indicating the estimated other cost (not included in
13-15) for association so far.
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Table 3-27: searchResult-1 User | nformation Format

ASN.1 Definition

M eaning

Sear chl nf oReport ::= SEQUENCE OF SEQUENCE{

subqueryl d [1] IMPLICIT International String OPTHONAL,
-- shorthand identifier of subquery
full Query [2] I MPLICIT BOOLEAN,
-- 'true’ nmeans this is the full query;
-- 'false’, a sub-query
subquer yExpr essi on [3] QueryExpressi on OPTI ONAL,

-- A subquery of the query as submitted.

-- May be whole query; if so, "full Query"

-- should be "true’.
subquerylnterpretation [4] QueryExpression OPTI ONAL,

-- how target interpreted subquery
subquer yRecomendat i on [5] QueryExpressi on OPTI ONAL,

-- target-reconmended alternative

Sear chlnfoReport contains information about the status of a search operation. The
parameters are;

* subqueryldidentifying the query. This must be the identifier of the collection
targeted by the search.

e fullQuery indicating whether the report is for the full query or a sub-query.
This must be set to "true!

* subqueryExpression indicating the query expression. This must be the full
query.

e subQuerylnterpretation indicating how the target interpreted the query.

* subQueryRecommendationindicating an aternative for the query.

-- applies across all databases in

-- this list
}

count [2] IMPLICIT | NTEGER OPTHONAL,
-- Nunber of records for query conponent (and, as
-- above, if during search, via resource control,
-- nunber of records so far).

IMPLICI T International String OPTI ONAL
-- Target-assigned result set by which subQuery is
-- available. Should not be provided unless
-- processing for this query conponent is concluded
-- (i.e., when this report cones during search, via
-- resource control, as opposed to after search,
-- via additional Searchl nfo).

resul t Set Name [3]

subquer yCount [6] IMPLICIT | NTEGER OPTHONAL, S _
-- Nunber of records for this subQuery, e subQueryCount indicating the number of records matching the query (so far,
-- across all of the specified databases. if the query is not completed).
-- (If during search, via resource : TR : :
. -- control, nunber of records so far). * subQueryWeight indicating the relative weight of the query.
subquer yVeéi ght [7] IMPLICIT IntUnit OPTIONAL, + resultsByDB indicating, for each collection, the number of records.
-- relative weight of this subquery
resul t sByDB [8] IMPLICIT Resul tsByDB OPTI ONAL}
Resul t sByDB :: = SEQUENCE OF SEQUENCE{ . . - :
dat abases [1] CHO CE{ ResultsByDB _contalnsmformatlon about the results on a per collection basis. The
all  [1] IMPLICIT NULL, parameters are:
- iarep'sé:fcﬁcégas all of the databases « databasesindicating whether the results apply for all the collections searched
list [2] IMPLICIT SEQUENCE OF Dat abaseName or for an explicit list of collections.

e count indicating the number of records matching the query (so far, if the
query is not completed).

* resultSetNameindicating the name of the result set in which the results are
available.

}
Quer yEi(gi fnss' ?2] : | :/PLICEIDTCEE&JENCE{ QueryExpression contains information about the query. The parameters are:
queryTerm [1] Term e term describing the term used in the query.
ternComment [2] IMPLICIT International String OPTI ONAL}, L .
query [2] Query} e query containing the query which was performed.
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3.5.7 Extended Services Facility

The Z39.50 Extended Services used by the CIP, and their usage by the CIP, is presented in the
following sub-sections as follows:

e Section 3.5.7.1 introduces the concept of the Extended Services.

e Section 3.5.7.2 presents the Persistent Result Set Extended Service, which alows origins to
store result sets persistently across Z-Associations.

e Section 3.5.7.3 presents the Persistent Query Extended Service, which allows origins to store
query definitions persistently across Z-Associations.

e Section 3.5.7.4 presents the Periodic Query Schedule Extended Service, which allows origins
to define persistent queries that are performed periodically.

e Section 3.5.7.5 presents the Database Update Extended Service, which alows origins to
update the content of a database accessible via 239.50.

Additionally:

e Section 3.5.8 presents the CIP Order Extended Service, which allows origin to process orders
viathe CIP*.

3.5.7.1 Introduction

3.5.7.1.1 Overview

The Extended Services facility enables an origin to perform a service which is not defined by 239.50,
nor is executed within its scope, at a target. The Extended Services facility therefore provides a
mechanism to define and monitor tasks that are executed outside Z39.50.

An Extended Service (ES) defines aparticular task which isrelated to information retrieval but is not
defined as a service within Z39.50. It allows an origin to create, modify or delete task packages,
which are maintained by the target in a special database, the Extended Services database.

The task defined in a task package (and performed externally) depends on the particular Extended
Service used. However, the handling of atask package isidentical for all Extended Servicesand is
performed as follows:

» Theorigin sends an ESrequest to the target, which requests the execution of atask. The ES
request includes all the service-dependent parameters necessary for the target to construct the
task package.

» Thetarget checks the request’s validity and the user’s access rights to perfotasikiaad
sends arESresponse, which indicates either the acceptance of the requéatiedor the
rejection of thetask.

The execution of thES operation described above results in the creation sk package, which is
represented by database record in theES database. Note however that, whilst &S request may
result in the initiation of @ask, thetask itself is not considered as part of thgeration. TheES
response therefore does not necessarily signal the completion aatkewhich may have a lifetime
which exceeds th&-Association during which it is initiated.

2L A custom CIP Order Extended Service has been defined instead of using the Z39.50 Item Order ES because the
latter could not easily be adapted to fulfil CIP order requirements.
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Also, asfor any Z39.50 operation, an origin may receive the ESresponse corresponding to an ES

request only during the Z-Association during which the ESrequest is issued. However, the abortion of

an ESoperation (i.e. the closure of the Z-Association in which the ESrequest is performed before the
reception of its corresponding ES response) has no effect on the disposition or the processing of the

task initiated by an ESrequest. In other words, even if an ES operation is aborted, the task spanned by

the ESrequest itself is not aborted, but is performed normally. However, asin this case no ES
response can be sent to the origin, the origin must search the ES database in order to retrieve the
information that would otherwise have been returned by the ESresponse.

A task package contains parameters. Some parameters, typically used for the management and

monitoring of the task package, are common to all Extended Services. Other parameters, typically
used for the definition of the task to be executed, are specific to a particular Extended Service. Thisis
illustrated with an OMT functional model in Figure 3-8.

ES request parameters

Origin

ES response parameters

A

ES Request

task specific parameters

ES Response

task package

Yy

Target

genera request parameters

general response parameters

External Task )~
external task specification

> ESDatabase
task package

Figure 3-8: Extended Services Functional Model

Some parameters are supplied by the origin as parametersin the ESrequest (the task specific
parameters) and are used by the target as input for the external task. The target keeps some of the
parameters provided by the origin unchanged (from the origin part to keep). It may also override
some parameters provided by the origin (from the origin part not to keep) and supply additional
parameters (in the target part). The target uses the parameters supplied by the origin aswell as any
additional parameters generated by the target itself to form the task package, which is then returned
by the target to the origin in the ESresponse. Thisisillustrated in Figure 3-9.

TaskSpecificParameters OriginPartToKeep
— - (CESRequest % Target
EE— .

OnglnParlToKeep‘ TaskPackage
p( ESResponse
|

OriginPartNotToK eep

TargetPart

Figure 3-9: Extended Services Task Specific Parameters
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A task package belongs to the user who created it, who is known as the owner of the task package.
Moreover, permissions are assigned to a task package. Full access and use of the task packageis
granted to its owner. Additionally, the owner can manage the permissions and provide other users, or
groups or users, access to the task package. The following permissions may be assigned to auser in
relation to the access and use of a task package:

» Delete: deletion of atask package.
* Modify content: modification of the content of a task package.

» Modify Permissions: modification of the permissions for the access and use of a task
package.

* Present: use of atask package with the Present service.

» Invoke: invocation of atask package via another Extended Service.

3.5.7.1.2 Extended Services Database

Targets which support the Extended Services facility must provide access to the Extended Services
database (ES database) |R-Extend-1. The records in the ES database are the task packages, which are
constructed from the information provided by the ESrequest and completed with the information
resulting from the execution of the task.

The ES database appears to an origin as any other database supported by a target and may be
accessed using the Search and Retrieval facilities. The search of the ES database is specified in
[23950], Appendix 3 ATR. The structure of the records (i.e. the task package structure) is defined in
the various Extended Services specifications. The retrieval of the records is performed according to
the Full, Identification, UnigueName, Permissions and Status element sets defined in [23950],
Section 3.2.9.2 and the ESrecord syntax presented in Section 3.5.7.1.5.

In the CIP, thetarget shall create a task package immediately upon reception of an ESrequest.
Moreover, the target shall retain a task package at least until the requested task has compl eted.
Additionally, for some Extended Services, the target shall retain the task package until the origin
explicitly requiresthat it be deleted.

3.5.7.1.3 Extended Service Request

The Extended Services request is structured as follows. A semantic definition of each required and
optional part is provided adjacent to the appropriate formal ASN.1 definition.
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Table 3-28: Extended Services Request

ASN.1 Definition

Ext endedSer vi cesRequest
referencel d
function

packageType
packageNane

userld

retentionTi me

perm ssi ons
description

t askSpeci fi cParaneters

wai t Action

el enent s
ot her I nfo

Meaning

= SEQUENCE

Ref erencel d GPTF-ONAL,
[3] I MPLICI T | NTEGER {

create (1),
del ete (2),
nodi fy (3)},

[ 4] I MPLI CI' T OBJECT | DENTI FI ER,

[ 5] IMPLICIT International String OPTI ONAL,
-- PackageNane nandatory for 'nodify’ or
-- 'delete’; optional for ’'create’.
-- Following four paraneters mandatory
-- for ’create’; should be included on
-- 'nodify’ if being nodified; not needed
-- on 'delete’.

[ 6] IMPLICIT International Stri ng OPFH-ONAL,

[7] IMPLICIT IntUnit OPTI ONAL,

[8] I MPLICI T Perm ssions OPTI ONAL,

[9] IMPLICIT International String OPTI ONAL,

[10] I MPLICIT EXTERNAL OPTI ONAL,
-- Mandatory for ’'create’; included on
-- "modify’ if specific paraneters being
-- nodified; not necessary on 'delete’.
-- For the 'EXTERNAL,' use O D of
-- specific ES definition and sel ect

-- CHOCE [1]: ’'esRequest’.
[11] I MPLICIT | NTEGER{
wai t (1),
wai t | f Possi bl e (2),
dont Wi t (3),

dont Ret ur nPackage
El ement Set Namre OPTI ONAL,
O her | nf ormati on OPTI ONAL}

An ExtendedServicesRequest allows an origin to perform tasks which are executed
outside the scope of Z239.50. The specification of an ES request contains the
following elements:

Thereferencel d isthe reference identifier assigned to the ES operation.

The function defines the operation that is performed on the task package. The
following three functions are supported:

e createanew task package.

» modify the content of an existing task package and/or the permissions for
its access. Note that only the parameters explicitly provided are modified.

» deleteatask package.
The packageT ype determines the kind of ES that must be executed.
The packageNameis the name of the task package.

The user | d isthe user identifier of the owner of the task package. The userld
isthe same as used during Init request. userld could be ‘anonymous’. The
userld is used to state who owns the task package. If the origin returns 3
userld, which is not the same as during Init the target sends a diagnostig
message. A "guest” user can order if allowed by the agency

TheretentionTimeis the duration during which the task package must bg
retained by the target.

The permissions specify the users, or groups of users, who may access tfe

task package and the access rights granted to them. By default, only thglowner

of a task package is granted full access to the task package.
Thedescription describes the content of the task package.
Thetask SpecificParameter scontains all the parameters that are specific

the Extended Service that must be executed. See ‘esRequest’ in Table §-31.

ThewaitAction indicates if the task packageistbe included in the ES
Response by the target. The following actions are supported by the CIP

» wait indicates that the target must wait for the task to be performed hefore

issuing an ES Response, which shall contain the task package.
» waitlfPossible indicates that the targetustperform the task before

sending the ES Response and include the task package in the respopse if

possible, but that otherwise it may return the ES Response earlier arjd
without the task package.

» dontWait indicates that the target does not have to wait for the task tp be
performed before issuing an ES Response, which will therefore not I‘)
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ASN.1 Definition

Meaning

necessarily contain the task package.

« dontReturnPackage indicates that the target must not include the task
package in the ES Response, whatever the timing of the execution of the
task.

» The elements specifies the element set name for the task package as specified
in Section 3.5.7.1.1.

e TheotherInfoisused for the specification of additional information.

Perm ssions ::= SEQUENCE OF SEQUENCE{

userld [1] IMPLICIT International String,

al | owabl eFuncti ons [2] I'MPLICI'T SEQUENCE OF | NTEGER{
del ete (1),
nmodi f yCont ent s (2),
nmodi f yPer mi ssi ons (3),
present (4),
i nvoke (51}

The Per missions specifies the list of functions that a user, or a group of users,
identified by the userId is allowed to perform on atask package.
The following access rights may be granted:

» deletegrantstheright to delete the task package.
» modifyContentsgrants the right to modify the content of the task package.

» modifyPermissionsgrants the right to modify the permissions to access the
task package.

* present grantstheright to retrieve the content of the task package (viathe
Present Service)®.

¢ invokegrantsthe right to invoke the task package within another task
package.

%2 This can be used, for instance, to grant the right to another user to access a persistent unregistered collection, i.e. a persistent result set or persistent query.
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3.5.7.1.4 Extended Service Response
The Extended Services response is structured as follows. A semantic definition of each required and optional part is provided adjacent to the appropriate

formal ASN.1 definition.

Table 3-29: Extended Services Response

ASN.1 Definition

referencel d
oper ati onSt at us

di agnostics
t askPackage

ot her | nf o

Ext endedSer vi cesResponse :

[3]

Meaning

= SEQUENCH

Ref erencel d OPTFH-ONAL,
I MPLI CI T | NTEGER{

done (1),
accept ed (2),
failure (3)},

| MPLI CI' T SEQUENCE OF Di agRec OPTI ONAL,

| MPLI CI' T EXTERNAL OPTI ONAL,
- Use O D {Z39-50-recordSyntax (106)}
- and correspondi ng syntax. For the
- EXTERNAL, ’'taskSpecific,’” within that
- definition, use QD of the specific
- es, and choose [2], ’'taskPackage’.

O her | nf ormati on OPTI ONAL}

An ExtendedSer vicesResponse allows a target to send back the response related to
the execution of tasks executed outside the scope of 239.50 and initiated by an ES
Request. The ES Response contains the following elements:

Thereferencel d isthe reference identifier assigned to the ES operation.

The oper ationStatusis the status of the ES operation. The ES operation can

be:

e done, i.e thetask is complete and the results are included in the task
package.

e accepted, i.e. the request was accepted and the task is queued for
processing or is being processed.

« failure, i.e. the request was refused. In this case, diagnostic(s) must be
provided to explain the reason of the refusal.

diagnosticsare provided if the ES Request is refused.

The taskPackageincludes the actual task package and is provided if the ES

operation is done. The portion of the task package that is returned depends on

the element parameter provided in the ES Request. See ‘elements’ in Td
3-28.

TheotherInfois used for the return of additional information regarding th

ble

4%

ES operation.
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3.5.7.1.5 Extended Service Record Syntax
The Extended Services record syntax is structured as follows. A semantic definition of each required and optional part is provided adjacent to the appropriate

formal ASN.1 definition.

Table 3-30: Record Syntax for Extended Services Task Package

ASN.1 Definition

Meaning

TaskPackage ::= SEQUENCE{
packageType

packageNane
userld
retentionTi me
perm ssi ons
description

t ar get Ref erence
creati onDat eTi ne
taskSt at us

packageDi agnosti cs
taskSpeci fi cParaneters

[ 10]
[11]

IMPLICIT

OBJECT | DENTI FI ER,

-- oid of specific ES definition

IMPLICIT

IMPLICIT International String OPT-ONAL,
IMPLICIT IntUnit OPTI ONAL,
| MPLICI' T Permi ssions OPTI ONAL,
IMPLICI T International String OPTI ONAL,
I MPLI CI' T OCTET STRI NG OPTI ONAL,
I MPLICI' T GeneralizedTi ne OPTI ONAL,
| MPLICI' T | NTEGER{

pending (0),

active (1),

conplete (2),

aborted (3)},
| MPLI CI T SEQUENCE OF Di agRec OPTI ONAL,
| MPLI CI' T EXTERNAL

I nternational Stri ng OPTI ONAL,

- Use oid for specific ES definition

- (sane

- and select [2]

oi d as packageType above)
"taskPackage. "

A TaskPackage consistsin the following elements:

The packageType, which identifies the type of the task package.

The packageName which is the name of the task package supplied by the
origin.

The userId, which is the name of the owner of the task package.
TheretentionTime which is the duration the target must keep the task
package.

The permissions which lists the user, or groups of users, who are granted
access to the task package together which the access rights granted to them.

The description, which provides a description of the content of the task
package.

The tar getRefer ence, which is the task package identifier supplied by the
target.

The creationDateTime which is the date and time when the task package was
created.

The task Status, which is the status of the task. The value of the statusis
“pending”, “active”, “complete” or “aborted”.

ThepackageDiagnostics which are diagnostics related to the task packag
Thetask SpecificParameters which are the task specific parameters. See

®

‘taskPackage’ in Table 3-31.

3.5.7.1.6 Extended Services M echanism
The task specific parameters used by each specific Extended Service are all provided according to the following mechanism:

* An ESReguest includes the input task specific parameters by selecting the appropriate Extended Service definition viaits OID and, within the
Extended Service, by choosing the ESrequest parameters.

* An ESResponse, or aPresent Response to an ES Database search, includes the output task specific parameters by selecting the appropriate Extended
Service definition viaits OID and, within the Extended Service, by choosing the task package parameters.
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This mechanism isimplemented using the template formally described in Table 3-31.

Table 3-31: Extended Services Mechanism

ASN.1 Definition

Ext endedServi ce ::= CHO CE{
esRequest [1] I MPLICI T SEQUENCE{
t oKeep [1]
not ToKeep [2]
t askPackage [2] I MPLICIT SEQUENCE{
origi nPart [1]
target Part [2]

Meaning

Each specific ExtendedSer vice contains the following definition for the parameters
Ori gi nPart Tokeep OPTI ONAL, of atask package:
Ori gi nPar t Not ToKeep OPTI ONAL}, + esRequest consists of all the service specific input task parameters supplied
Ori gi nPar t ToKeep OPTI ONAL, by the_origin i_n the ES Request (see task_Sp_ecifi_cPar ametersin Table 3-30).
Target Part OPTI ONAL}} Two kinds of input task parameters are distinguished:

* toKeep contains the parameters that are to be retained in the task package.

* notToKeep contains the parameters that are not to be retained in the task
package or that may be overridden by the target (i.e. for parameters which
are both in notToK eep and tar getPart).

« taskPackageconsists of all the service specific output task parameters that are
contained in atask package (see taskPackagein Table 3-29 and

task SpecificParameter sin Table 3-30). Two kinds of output task parameters

are distinguished:

e originPart are the toK eep parameters supplied by the origin in esRequest
in the ES Request.

e targetPart are the parameters supplied by the target.

3.5.7.2 Persistent Result Set Extended Service

The Persistent Result Set Extended Service allows an origin to request that the target create a persistent result set (i.e. aresult set which lifetime may span Z-
| Associations) from aresult set resulting from alocal search® performed during the current Z-Association. Persistent result sets are also referred to as

persistent unregistered collections.

The Persistent Result Set ES, presented in Table 3-32, is used by the CIP to create from atemporary result set a static persistent unregistered collection (i.e. a
collection which contents does not change over time). Note that such a persistent unregistered collection is merely a result set whose lifetime spans Z-
Associations. However, no metadata is defined to describe this collection. In other words, the collection descriptor for a static persistent unregistered

collection is not fully defined.

queries.

When atarget creates a task package of type PersistentResultSet, a (persistent) result set is created, represented by the created task package, in the form of a
record in the Extended Services database. When that task package is subsequently retrieved by an origin, in either the same or a different Z-Association, a

% Because of the complexity of creating and maintaining persistent result sets for distributed queries, the CIP only supports the use of the Persistent Result Set ES for local
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copy of that persistent result set is made available by the target as a 239.50 result set (i.e. asatransient result set; aresult set name, for use during the Z-

Association, isincluded within the task package).

Table 3-32: Persistent Result Set Extended Service

not ToKeep [2] OriginPartNot ToKeep OPTI ONAL},
I MPLI CI' T SEQUENCE{

origi nPart [1] IMPLICI T NULL,

target Part [2] TargetPart OPTI ONAL}}

t askPackage [2]

ASN.1 Definition Meaning
Persistent Result Set ::= CHO CE{ :
esRequest [1] IMPLICIT SEQUENCE{ See Section 3.5.7.1.6.
t oKeep [1] IMPLICIT NULL, Note that no parameter supplied by the origin is to be kept by the task package.

Ori gi nPart Not ToKeep :: = SEQUENCE{
ori gi nSuppl i edResul t Set [1] IMPLICIT International String OPTI ONAL,
- name of transient result set, supplied on
- request, mandatory unless function is
- 'delete’
I MPLI QI T | NTEGER{
--only if function is "nodify"
repl ace (1),
append (2)} OPTI ONAL}

repl aceO Append [2]

The OriginPartNotToK eep contains the following:

e originSuppliedResultSet, which is the name of aresult set created during the
current Z-Association and supplied by the origin. Whether this result set is
mandatory and the usage of the result set depends on the selected function.

* replaceOrAppend, which indicates, when the selected function for the ESis
modify, whether the result set provided by the origin
originSuppliedResultSet will replace the existing persistent result set or will
be appended to it.

Target Part ::= SEQUENCE{
t ar get Suppl i edResul t Set [1] IMPLICIT International String OPTI ONAL,
-- Nanme of transient result set, supplied by
- target, representing the persistent
- result set to which package pertains.
- Meani ngful only when package is
- presented. (i.e. not on ES response)

nurmber Of Recor ds [2] IMPLICIT | NTEGER OPTI ONAL}

The TargetPart contains the following:

e targetSuppliedResultSet, which is the name of the copy of the persistent
result set represented by the task package when it is returned by the Present
Service (but not by an ES response).

* number OfRecor ds which isthe number of records that the result set
contains.

3.5.7.3 Persistent Query Extended Service

The Persistent Query Extended Service alows an origin to request that the target create a persistent query. A persistent query is stored persistently (and
therefore its lifetime may span Z-Associations). Its validity is not restricted to a single search request. Further, a persistent query may be used over again by

any search request.

The Persistent Query ES, presented in Table 3-33, may be used by the CIP for the promotion of aresult set to adynamic persistent unregistered collection
(i.e. acallection which content may evolve dynamically over time). In this case, instead of persistently storing the a result set for further use, the query (i.e.
the set of search criteria) which generated the result set may be stored and may be re-invoked at alater time (i.e. during another Z-Association). In this case,
of course, the content of the targeted collection may have changed and therefore the result set obtained may differ from another generated previously). Note
that such a collection is merely aresult set whose lifetime spans Z-Associations. However, no metadata is defined to describe this collection. In other words,
| the collection descriptor for a dynamic persistent unregistered collection is not fully defined.
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When atarget creates a task package of type PersistentQuery, a (persistent) Z30.50 query is created, represented by the created task package, in the form of a
record in the Extended Services database. When that task package is subsequently retrieved by an origin, in either the same or a different Z-Association, a
copy of that persistent query is made available by the target. However, the query is not performed by the target until a Search request using the query is
submitted by the origin.

Table 3-33: Persistent Query Extended Service

ASN.1 Definition Meaning
Persi stentQuery ::= CHO CE{ :
esRequest [1] IMPLICIT SEQUENCE{ See Section 3.5.7.1.6.
t oKeep [1] OriginPart ToKeep OPTI ONAL,
not ToKeep [2] OriginPartNot ToKeep},
t askPackage [2] IMPLICIT SEQUENCE{
origi nPart [1] OiginPart ToKeep OPTI ONAL,
targetPart [2] TargetPart}}
Oigi nPart ToKeep ::= SEQUENCE{ . - -
dbNares [2] INPLICIT SEQUENCE OF International String The OriginPartToK eep contains the following:
OPTI-ONAL, » dbNames which contains the name of the collection (i.e. database) at which
addi tional Searchinfo  [3] Oherlnformation OPTI ONAL} the persistent query must be targeted.
For the CIP, the following additional considerations apply:
¢ Only one database name may be provided (i.e. a persistent query, as any
CIP query, can be targeted at only one collection).
< If adatabase nameis provided, the persistent query is considered specific
to aparticular collection, and must not be targeted at another collection
when used. Otherwise, the persistent query is generic and can be targeted
at any collection in the collection hierarchy.
* additional Sear chlnfo, see Table 3-6.
Origi nPart Not ToKeep :: = CHO CE{ . - B -
package [1] IMPLICIT International String, The OriginPar tNot ToK eep contains either:
query [2] Query} e apackage which isthe name of atask package which contains the definition
of an existing persistent query.
or
* agquery, which isthe definition of the query that has to be made persistent.
TargetPart .= Query The TargetPart contains the persistent query.

3.5.7.4 Periodic Query Schedule Extended Service

The Periodic Query Schedule Extended Service allows an origin to request that the target runs a persistent query periodically. Both the persistent query and
the schedule for its periodic execution are stored persistently (and therefore their lifetime may span Z-Associations).
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The Periodic Query Schedule ES, presented in Table 3-34, may be used by the CIP, for example, for the periodic query of the status information related to an
order.

It isimportant to note that only the originating Retrieval Manager (i.e. the Retrieval Manager which directly receives the Periodic Query Schedule ES
request) must manage and store the periodic query schedule. If a periodic query has to be performed across Retrieval Managers, it is the responsibility of the
originating Retrieval Manager to manage the sub-queries and to request the appropriate persistent queries from other Retrieval Managers).

Table 3-34: Periodic Query Schedule Extended Service

ASN.1 Definition Meaning
Peri odi cQuerySchedul e ::= CHO CE{ ;
esRequest [1] IMPLICIT SEQUENCE{ See Section 3.5.7.1.6.
t oKeep [1] OriginPart ToKeep,

not ToKeep [2] OriginPart Not ToKeep},
t askPackage [2] I MPLICIT SEQUENCE{

origi nPart [1] OriginPart ToKeep,

targetPart [2] TargetPart}}

Oigi nPart ToKeep ::= SEQUENCE{ - : -
acti veF! ag [1] | MPLICIT BOOLEAN, The OriginPartT oK eep contains the following:
dat abaseNarmes [2] IMPLICIT SEQUENCE OF International String » activeFlag, which indicates whether the periodic query scheduleis activated
resul t Set Di sposition [3] I'MPLICIT | NTEGER{ L . .
repl ace (1), « databaseNames which is the name of the collection that istargeted by the
append (2), periodic query. Note that for CIP only one database name may be provided.
) Corf;lt ?f'\le‘cl)vri gi( ﬁ) and target have agreement A database name must be specified a periodic query and must therefore be
-~ about naning convention for the resulting provided if the origin supplies a query rathe_r than a query package_nam_e. In
- package, and only if no resut set is the latter case, however, the targeted collection may already be defined in the
-- specified. package, in which case databaseNamesmust be omitted.
OPTI ONAL, . " S .
} - Mandatory on ’create’ if result set is e resultSetDisposition, whlch |nd|cateﬁ_wham the target must dc_) with the r(_asult
- specified, in which case it nust be set created by the execution of the periodic query. The following alternatives
-- 'replace’ or ’append. are possible:
al ert Destination [4] Destination OPTI ONAL, L .
export Par anet er s [5] CHO CE{ * replace, which isused to replace the content of the existing result set.
packageName [1] IMPLICIT _ « append, which is used to append new results at the end of the existing
International String, result set
expor t Package [2] Export Specification} ’
OPTI ONAL} « createNew, which isused to create a new result set every time the

periodic query is executed.
« alertDestination, which is the destination to which aerts triggered by the
receipt of new periodic query results must be sent.

» exportParameters which isthe name, or actual content, of an Export
Parameter Package.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue | nteroperability Protocol - (CIP) Specification - Release B

Page 3-67
CEOS/WGISS/PTT/CIP-B, Issue 2.4

M eaning

June 1998

ASN.1 Definition

Destination ::= CHO CE{
phoneNunber 1]
f axNunmber 2]
x400addr ess 3]
emai | Addr ess 4]
pager Nunber 5]
ft pAddr ess 6]
f t amAddr ess 7]
print er Addr ess 8]
ot her 100]

355555553 °

desti nation

I nternational String,
I nternational String,
I nternational String,
I nternational String,
I nternational String,
I nternational String,
I nternational String,
I nternational String,
SEQUENCE{
[1]

[2]

2000000000
O A—— A=

IMPLICIT International String
OPTI ONAL,
IMPLICI T International String}}

The Destination indicates the address to which aerts triggered by the receipt of new
periodic query results must be sent. Note however that, as any origin supplied
parameters, the target may override, or ignore, the Destination suggested by the
origin.

For the CIP, only phoneNumber, which is the phone humber of the owner of the
task package, emailAddress which isthe e-mail address of the owner of the task
package, and ftpAddress, which is the FTP address of the owner of the task package,
are considered.

Ori gi nPart Not ToKeep :
quer ySpec

ori gi nSuggest edPeri od
expiration
resul t Set Package

1 = SEQUENCE{
[1] cHO CcH
act ual Query [1] Query,
packageNane [2] IMPLICIT

International String} OPTI ONAL,

-- mandatory for ’'create’
[2] Period OPTIONAL, -- nandatory for
[3] IMPLICIT CeneralizedTi me OPTI ONAL,
[4] IMPLICIT International String OPTI ONAL}

‘create’

The OriginPartNotToK eep contains the following:

e querySpec, which isthe definition of the query to be executed periodically.
The query can be specified using the following two ways:

e actualQuery, which isthe definition of a query.
» packageName which is the name of a Persistent Query Package.

e originSuggestedPeriod, which is the time period between invocations of the
periodic query suggested by the origin.

e expiration, which is the date suggested by the origin for the target to

discontinue the execution of the periodic query. If not provided, the default
assumed by the target is “no expiration”.

* resultSetPackage which is the name of an existing Persistent Result Set
package.
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ASN.1 Definition

Target Part ::= SEQUENCE{
act ual Query
tar get St at edPeri od

expiration

resul t Set Package

| ast QueryTi me
| ast Resul t Nurrber
nunber Si nceModi fy

[1]
[2]

[3]

[4]

[ 5]
[ 6]
[7]

M eaning
Query The TargetPart contains the following:
Peri od, _ _ _ e actualQuery, which isthe actual query that is performed periodically.
-- Target supplies the period, which may be Depending on what was provided by the origin (see querySpecin
-- sanme as origin proposed. o S .
IMPLI CI T General i zedTi me OPTI ONAL, or_ng_mPartNotToKeep) it |se|th(_ar thgquery definition assupp_lled by the
-- Target supplies value for task package. It origin, or acopy of the query defined in the task package supplied by the
-- may be the same as origin proposed or origin.
glr];];)ggglnf {)L?ml ]gaggn ?;/g(rj,rl ?ﬁzz eoir Isglng . targetStatePeriod, which isthe actual time p_eripd betwee_n invocatipnsof the
-- expiration. periodic query. Although the target may in principle override the period
IMPLICIT International String OPTI ONAL, supplied by the origin, in the CIP the actual period as performed by the target

-- May be omtted only if exportParaneters was

~- supplied. Target supplies same nane as must be the same as the period suggested by the origin.

-- origin supplied, if origin did supply a e expiration, which is the actual date at which the execution of the periodic

-- hane. ) ) query is discontinued by the target. Although the target may in principle

IMPLIQT General i zedTi ne, override the expiration date supplied by the origin, in the CIP the expiration

| MPLI CI T | NTEGER, : L

I MPLI CI T | NTEGER OPTI ONAL} date considered by the target must be the same as the expiration date
suggested by the origin.

» resultSetPackage, which isthe name of the task package containing the
persistent result set provided by the execution of the periodic query. If the
origin provides the name of an existing Persistent Result Set package, that
package will be used by the target. Otherwise, the Persistent Result Set
package is provided by the target.

e lastQueryTime which isthe time at which the periodic query was last
executed.

* |astResultNumber, which indicates the number of new records obtained the
last time the periodic query was executed.

e number SinceM odify, which indicates the total number of records obtained
through the execution of the periodic query since the last time the Periodic
Query package was modified.

Period .- = CHO C'UEE” ; (1] IMPLIGT IntUnit Period contains the definition of the time between invocations of the periodic query.
busi nessDaily [2] IMPLICIT NULL, ' The Period can be defined as a number of time units, a frequency or as continuousin
conti nuous [3] I'MPLICIT NULL, the following manner:
ot her [4] IMPLICIT International String}

e unit, i.e. anumber of time unit (e.g. number of days, weeks, etc.)
e businessDaily, i.e. every business day.

e continuous i.e. the periodic query is to be run continuously, or at the targ
discretion.

e other, any other definition agreed between the origin and the target.

et's
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3.5.7.5 Database Update Extended Service

The Database Update Extended Service allows an origin to request that the target updated one of its database.

The Database Update ES, presented in Table 3-35, may be used by the CIP to register a persistent unregistered collection as a theme collection.
Table 3-35: Database Update Extended Service

ASN.1 Definition Meaning
Update ::= CHO CE{ -
esRequest [1] IMPLICIT SEQUENCE{ See Section 3.5.7.1.6.
t oKeep [1] OriginPart ToKeep,

not ToKeep [2] OriginPart Not ToKeep},
t askPackage [2] I MPLICIT SEQUENCE{

origi nPart [1] OriginPart ToKeep,

targetPart [2] TargetPart}}

Oigi nPart ToKeep ::= SEQUENCE{ . - -
action [1] IMPLICIT | NTEGER{ The OriginPartT oK eep contains the following:
recordl nsert (1), e action, which indicates the type of operation that is requested to be performed
recordReplace  (2), in the database. The supported operations are the following:
recordDel et e (3), o )
el ement Update (4)}, » recordlnsert, whichis used to insert a new database record.
dat abaseNane [2] IMPLICIT International String, . R .
schenma [3] INPLICIT GBJECT | DENTI Fl ER GPTIONAL, recor dReplace, which is used to replace an existing database record.
el ement Set Nane [4] IMPLICIT International Stri ng OPTI ONAL} e recordDelete which is used to delete a database record.
« elementUpdate which is used to update schema elements within an
existing database record.

« databaseName the name of the database to be updated. As only the CIP
collections database may be updated using the Database Update ES, only ‘IR-
Collection-1’ may be used.

« schema, which specifies the applicable database schema.

« eementSetName which specifies, via an element set name, which schemnja
elements of the updated records are to be kept in the task package. If nr%
element set name is provided, the updated record is not to be included if the
task package.

Ori gi nPart Not ToKeep :: = SuppliedRecords

TheOriginPartNotToK eep contains the&suppliedRecords i.e. the records that is
supplied by the origin to update the database.
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ASN.1 Definition

M eaning

Target Part ::= SEQUENCE{
updat eSt at us [1] IMPLICIT | NTEGER{

success (1),

parti al (2),

failure (3)},
[2] IMPLICIT SEQUENCE OF Di agRec OPTI ONAL,
-- These are non-surrogate diagnostics relating
-- to the task, not to individual records.
I MPLI CI T SEQUENCE OF TaskPackageRecordStructure
-- There should be a TaskPackageRecordStructure
-- for every record supplied. The target should
-- create such a structure for every record
-- inmediately upon creating the task package
-- to include correlation information and

gl obal Di agnostics

t askPackageRecor ds [3]

-- status. The record itself would not be
-- included until processing for that record is
-- conmpl ete.

The TargetPart contains the following:

e updateStatus, which indicates the status of the database update operation.
The status is one of the following:

e successindicates that the update has been performed successfully.

e partial indicates that the update failed for one or more of the records to be
updated.

« failureindicates that the target rejected the execution of the task.

< globalDiagnostics, which contains one or more diagnostics regarding the
failure of the task.

» taskPackageRecords which contains the record related data to be returned.
Its content depends on both the status of the task and the status of the record.

}
Suppl i edRecords ::= SEQUENCE OF SEQUENCE{

recordld [1] CHO CE{
nunmber [1] I MPLICIT I NTEGER,
string [2] IMPLICIT International String,
opaque [3] IMPLICIT OCTET STRING OPTI ONAL,
suppl enent al I d [2] CHO CE{
ti meStanmp [1] IMPLICIT CeneralizedTime,
ver si onNurrber [2] IMPLICIT
I nternational String,
previ ousVer si on [3] IMPLICI'T EXTERNAL
} OPTI ONAL,
correl ationlnfo [3] IMPLICIT Correl ati onl nfo OPTI ONAL,
record [4] I'MPLI CI' T EXTERNAL}

SuppliedRecor ds contains the records that are supplied by the origin to update the
database. For each record, the following information is supplied:

» recordld, whichistheidentifier of the database record. The record identifier
can be either anumber, astring, or an opaqueidentifier.

« supplementalld, which contains supplemental identification information to
alow the target to correctly identify the database record, or the appropriate
version of the database record. In the CIP, the supplemental information can
be provided in the form of atimeStamp or the versionNumber of the record.

e correlationl nfo, which may be used to identify the record within the context
of the update task.

« record, which contains the actual record to be updated.
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ASN.1 Definition

M eaning

TaskPackageRecor dStructure ::= SEQUENCE{
recordOr Sur Di ag [1] CHO CE {
record [1] I MPLICI T EXTERNAL
-- Choose 'record’ if
-- recordStatus is 'success’
-- and el enent Set Nane was
-- supplied
di agnostic [2] Di agRec
-- Choose 'diagnostic’, if
-- RecordStatus is failure.
} OPTI ONAL,
-- The paraneter recordOrSurDiag will thus be
-- omtted only if ’elenentSetNanme' was onmitted
-- and recordStatus is 'success’; or if record

-- status is 'queued’ or in 'process’.
[2] IMPLICIT Correl ati onl nfo OPTI ONAL,
-- This should be included if it was supplied
-- by the origin.
I MPLI G T | NTEGER{
success
queued
i nProcess
failure

correl ationl nfo

recor dSt at us [3]
(1),
(2),
(3),

TaskPackageRecor dStructurecontains the record related data to be returned by the
target. The following information is provided:

» recordOrSurDiag, which is provided if the task is complete and contains the
actual record the recordStatusis success or adiagnostic in case of failure.

« correlationl nfo, which may be used to identify the record within the context
of the update task.

e recordStatus, which indicates the status of the record. The status may be one
of the following:

» successindicates that the record has been updated successfully.
e queued indicates that the update of the record is being queued.
» inProcessindicates that the update of the record isin progress.
« failureindicates that the update of the record has failed.

(4)}}
: = SEQUENCE{
-- origin may supply one or both for any record:
note [1] IMPLICIT International String OPTI ONAL,
id[2] IMPLICIT | NTEGER OPTI ONAL}

Correl ationlnfo :

Correélationlnfo may be used in lieu of arecord identifier in case arecord does not
have an unambiguous recordl d.
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3.5.8 Ordering Facility

This section present how Z39.50 Facilities shall be used to perform the ordering of EO dataviathe
CIP. In particular, it explains how the ordering process as described in the Order Technical Notel©™
can be achieved using the CIP. This section is structured as follows:

» Section 3.5.8.1 describes how the order options available for a particular user shall be
retrieved.

e Section 3.5.8.2 describes how an order specification shall be validated and an estimate of the
order request shall be returned to the origin.

e Section 3.5.8.3 describes how an order specification shall be submitted.

» Section 3.5.8.4 describes how order requests may be monitored by an origin.
e Section 3.5.8.5 describes how order requests may be cancelled by an origin.

» Section 3.5.8.6 describes how orders may be deleted by an origin.

e Section 3.5.8.7 describes how remote orders may be performed by an origin.

A detailed description of the dynamic aspects of the use of the order operations supported by the CIP
is provided in Appendix G.

3.5.8.1 Order Options Retrieval

Order option definitions are attributes of item descriptors and shall therefore be retrieved in the same
manner as other item descriptor attributes, i.e. by the use of the Present facility.

Order options (as any kind of optionsin the CIP) are group based (see also the CIP schemasin
Appendix C). This means that a set of order options may be defined for each specific user group, and
that therefore different group of users may be assigned different options. This allows, for instance, to
define that a group of privileged users user may be delivered products via ftp, whilst all other users
are delivered products viamail.

Theretrieval of the order options of an item descriptor by auser is performed via a Present request
and using the ‘Opt.élement set. ThePresent response will then contain all the orders options of the
item descriptor which are defined for the group (or groups) in which the user b&ongs.

3.5.8.2 Order Validation and Estimation

After an order request has been specified by a user atitiip, it can be validated. If the validation
process is successful) approximate and non-binding estimfdethe order request shall be returned.

Order validation andstimationis achieved in the CIP via the use of the CIP Order ES, by the
definition of anESrequest. This request either creates a newk package (if the order specification

is new) or modifies an existingsk package (if the order specification is a refinement or a correction

of a previously sent order specification). In thsk specific parameters, the request specifies that the
action to be performed is validatiamd estimationspecifies the order request identifier if

appropriate, and, most importantly, provides the order specification and the user’'s personal data as
input. Note that, whilst the definition provided as input bydhgin uses an identical format as the

one provided as output by tharget, the content of the input is essentially unstructured and that all

2 This means that, in addition to selecting only the schema elements pertaining to the ‘Opt&lement set, the
Retrieval Manager will also filter theetrieval record so that not all the order options, defined for all the existing
groups, are returned to the user, but only the order options for which the user is granted access via group
membership.
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the origin needsto provide isthe list of the item descriptors together with preferred order options. The
origin may also specify how it wants to be informed about the status changes of the request.

The ESresponse will contain either diagnostics explaining why the order validation and estimation
cannot be performed, or the result of the validation and estimation of the order request, contained in
the task package. The target will provide status information for the order, indicating whether the
validation and estimation has been successfully performed or not and, when appropriate, additional
information regarding the validation and estimation process. When the validation and estimation is (at
least partially) performed, the target will also, based on the unstructured order specification provided
asinput by the origin, provide a structured order specification, grouping item descriptors into
packages, defining delivery units, and will provide all the necessary order options. The order options
set by the target will, so far as possible, take into account the preferred options specified by the
origin, however, the target may override any order option suggested by the origin.

When a new order specification is provided, the target also provides an order identifier that may be
used later on to monitor, or cancel, the order request. Note that, as for all operations performed using
the Order ES, the task package returned by the target contains both the order parameters provided as
input by the origin and the order parameters as returned by the validation and estimation process
(which is performed externally). This allows the origin to compare the order parametersit supplied
(e.g. the order specification to validate) with the order parameters returned by the target in order to
verify that the changes which might have been performed by the target are acceptable to the origin.

The data flow for order validation and estimation isillustrated below. Figure 3-10 presents the data
flow of the general ES parameters.

Referenceld

\ Function: create or modifiy

\ PackageType

Referenceld

Y

\ ( PackageName )

Target

Userld OperationStatus

Y

( RetentionTime)

—»| ESRequest | (pepissons)

(D )

Y

ESResponse |y

( Description)) TaskPackage

Y

TaskSpecificParameters

( OtherInformation )

Y

WaitAction: waitl fPossible or dontWait

/ ( Elements)

YYYYYYYYYYYY

/ ( OtherInformation )

Figure 3-10: Order Validation and Estimation General Parameters Functional Model

Figure 3-11 presents the data flow of the Order ES task specific parameters:
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Action: Action:
orderQuoteAndValidate orderQuoteAndValidate|
>

\

(Orderld) (Orderld)

OriginPartToK( > OriginPartToK(

riginFartiofesp OrderSpecification OrderSpecification riginFartiofesp
e > >

( StatusUpdateOption ) ( StatusUpdateOption
—_—
Target

UserInformation Userlnformation

YVV

( OtherInformation ) ( OtherInformation )
[ ————

—p»| ESRequest

( Orderld) Orderld
R

>
. >
OriginPartNotToK eep OrderSpecification ( DrdaSpec\hcalon)= TargetPart
Userlnformation ( UserInformation )
>
>
( OtherInformation ) ( OtherInformation )
EE—— >

Figure 3-11: Order Validation and Estimation Task Specific Parameters Functional Model

3.5.8.3 Order Submission

After an order request has been specified by a user at the origin, and, in principle, after the user has
validated the order request and received an estimate (although thisis not necessary), the order request
can be submitted. If the submission is successful (i.e. the order request is valid), the processing of the
order shall be started by the appropriate LOHS.

Order submission is achieved in the CIP viathe use of the CIP Order ES, by the definition of an ES
request. This request may create a new task package (if the order specification is new). However, in
the vast magjority of cases, the request shall modify an existing task package containing a previously
validated order specification. In the task specific parameters, the request specifies that the action to be
performed is submission, specifies the order identifier, provides the order specification and all
necessary user information as input. The origin may a so indicates the status update options, i.e. how
the user wishes to be informed about the progress of the submission request.

The ESresponse will contain either diagnostics explaining why the order submission cannot be
performed, or the result of the submission of the order request, contained in the task package. The
target will provide status information for the order, indicating whether the submission has been
successfully performed or not and, when appropriate, additional information regarding the submission
process. When the submission is successfully performed, the target will aso include all the precise
and binding pricing information in the task package.

The data flow for order submission isillustrated below. Figure 3-12 presents the data flow of the
general ES parameters.
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Figure 3-12: Order Submission General Parameters Functional Model

Figure 3-13 presents the data flow of the Order ES task specific parameters:

Action: order Submit Action: order Submit
S —
(Orderld) (Orderld)
) EE—— )
OriginPartToKeep OrderSpecification OrderSpecification OriginPartToKeep
e >

YYYVYYVY

StatusUpdateOption StatusUpdateOption
-
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Userlnformation arget Userlnformation
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—p»| ESRequest ES Response
( Orderld) Orderld
PR >
>
OriginPartNotToK eep OrderSpecification OrderSpecification >
—— > OrderStatusinformation TargetPart

\

Userlnformation Userlnformation

( OtherInformation ) ( OtherInformation )

Yyvy

Figure 3-13: Order Submission Task Specific Parameters Functional Model

3.5.8.4 Order Monitoring

After an order request has been submitted, the order request can be monitored by the user. Order
monitoring can be performed in following two different methods by the CIP>:

e Manua order monitoring, which requires the origin to make specific requests to obtain status
information. Manual order monitoring viathe CIP Order ESis presented in Section 3.5.8.4.1.

% The search and retrieval facilities provided by Z39.50 to query the ES database, which contains the task
packages created by the CIP Order ES, could also be used to monitor order requests. However, the use of this
method is discouraged as the information retrieved by this method is not guaranteed to be up to date.

The use of this method by an origin can be prevented by the target by not granting the present permission to the
user who owns the task package on the task packages created by the CIP Order ES. In this way, any attempt to
search and retrieve a task package created by the CIP Order ES would fail as the user requesting the retrieval
would not have the necessary permissions.
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« Automatic order monitoring, where email is automatically sent as notification of any status
change in the processing of the order request by the LOHS. Automatic order monitoring is
presented in Section 3.5.8.4.2.

3.5.8.4.1 Manual Order Monitoring

Manual order monitoring is performed viathe use of the CIP Order ES with the definition of an ES
request and specifying to modify the task package. In the task specific parameters, the request
specifies that the action to be performed is monitoring. Additionally, it may also provide the status
update option in order to change the previous setting (i.e. in order to change from manual to automatic
order monitoring).

The ESresponse will contain the order identifier and the order status information only.

The data flow for order monitoring isillustrated below. Figure 3-14 presents the data flow of the
general ES parameters.
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\ PackageType

Referenceld

Y

\ ( PackageName )
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OperationStatus

YYYYY

\ Userld

( Diagnostics)

Y

ESResponse |——p»

—»»| ESRequest

TaskPackage

Y

TaskSpecificParameters

( OtherInformation )

Y

WaitAction: wait

/ ( Elements)

YYVYY

/ ( OtherInformation )

Figure 3-14: Order Monitoring General Parameters Functional Model

Figure 3-15 presents the data flow of the Order ES task specific parameters:
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Figure 3-15: Order Monitoring Task Specific Parameters Functional Model
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3.5.8.4.2 Automatic Order Monitoring

Automatic order monitoring is supported by the CIP (in that it can be requested by the target), but it is
performed outside of the CIP. Every time there is a change in the status of the order request an e-mail
is sent to the user, warning him of the status change. The user may then use the CIP Order ESto
retrieve the order status information included in the task package.

3.5.8.5 Order Cancdllation

An order request of any type may be cancelled by the origin. This does not affect the task package.
However, it cancels the last order request being performed on the task package (i.e.. order estimation,
order quotation or order processing). Since the task package still exists after the cancellation of an
order request, a subsequent order request on the same task package may be performed at alater point
(e.g. an order may be re-submitted).

Order cancellation is achieved in the CIP viathe use of the CIP Order ES, by the definition of an ES
request and specifying to modify the task package. In the task specific parameters, the request
specifies that the action to be performed is cancellation and specifies the order identifier of the order
reguest to be cancelled.

The ESresponse will contain either a diagnostic explaining whether the order cancellation is rejected
(e.g. because the cancellation date is already passed) or the result of the cancellation of the order
reguest, contained in the task package.

An order can aways be cancelled up to the cancellation date (see order CancellationDate in Section
3.5.8.8). But dependent on a specific Retrieval Manager’s discretion an order may still be cancelled
after the cancellation date.

The data flow for order cancellation is illustrated below. Figure 3-16 presents the data flow of the
general ES parameters.
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Figure 3-16: Order Cancellation General Parameters Functional Model

Figure 3-17 presents the data flow of the Ordetd=Sspecific parameters:
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Figure 3-17: Order Cancellation Task Specific Parameters Functional Model

3.5.8.6 Order Deletion
An order request may be deleted by the origin, resulting in the deletion of the task package.

Order deletion is achieved in the CIP viathe use of the CIP Order ES (Section 3.5.8.8), by the
definition of an ESrequest and specifying to delete the task package. No task specific parameters
need to be defined. If the deletion is not successful, the ES response will contain a diagnostic
explaining why the order deletion isrejected (e.g. because the cancellation date of the order is already
passed).

An order can be deleted either before the specified cancellation date or after the order has been
completed. An order deletion will always automatically cancel an order and remove all order
identifiers.

The data flow for order deletion isillustrated below. Figure 3-18 presents the data flow of the general
ES parameters (which are the only one required).
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Figure 3-18: Order Deletion Functional Model
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3.5.8.7 Remote Ordering

An order request is processed by the Retrieval Manager which directly accesses the local OHS from
which the products can be ordered. The local OHS to be accessed for ordering purposes is determined
in one of the following two ways:

» The collection path which is returned with the product descriptor in the Present response
indicates the collection which is the ordering node for the product descriptor (see Section
3.9.4 and Appendix E.7). The ordering node is the first node in the collection path® (starting
from the collection at which the search was targeted) that contains an OHS identifier.

« The product descriptor contains the identifier OHS(s) from which the product can be ordered.
Two cases may therefore occur when aclient performs an order request:

 If the client performs the order request at the Retrieval Manager which directly accesses the
local OHS, the RM passes the order request to the local OHS.

« If, on the other hand, the client performs the order request at a Retrieval Manager which does
not directly accesses the local OHS, this Retrieval Manager must forward the order request to
the remote Retrieval Manager which directly accesses the local OHS (RM B). In this case,
RM A acts as an intermediate between the client and RM B. Then RM B can pass the order
request to itslocal OHS as appropriate.

Remote ordering may be performed in the following two ways using the CIP:

» Theintermediate Retrieval Manager (RM A) passes the order request to the remote Retrieval
Manager (RM B) by proxy for the client. Thisis presented in Section 3.5.8.7.1.

* Theintermediate Retrieval Manager (RM A) is used merely to pass information from the
client to the remote Retrieval Manager (RM B). Thisis presented in Section 3.5.8.7.2.

The choice between proxy remote ordering and pass-through remote ordering is performed by the
intermediate Retrieval Manager and is transparent to the client. More details regarding the selection
of the type of remote ordering is provided in [SDD].

3.5.8.7.1 Proxy Remote Ordering

In aremote ordering by proxy, the intermediate Retrieval Manager (RM A) performs an order request
at aremote Retrieval Manager (RM B) on behalf of auser (viahis client) and therefore takes
responsibility for the order request?’.

Remote ordering by proxy is achieved in the CIP in the following manner:

» Theclient performs an Order ES request to RM A. The ESrequest is performed using the
user’s identifiers, and thiask specific parameters contain the user’s identifier, order
specification and personal information.

« Upon reception (and acceptance) of the order reqR&4tA creates dask package for the
order request (which is owned by the user). It then performs an BEBdequest to RM B,
forwarding the client’s order request®M B. ThisESrequest is performed usin@M A’s
identifier. Moreover, somt&ask specific parameters are modified byRM A in order to show
that the order request is performedRiyl A on behalf of the user rather than directly by the

% The collection path may include more than one ordering node.

" Thisimplies that the intermediate Retrieval Manager acting as proxy for a user trusts the user (since it takes
responsibility for the user) and that a remote Retrieval Manager which accepts an order request by proxy trusts
the intermediate Retrieval Manager which submitted the request. In practice, this usually involves that an
agreement exists between the different parties.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue I nteroperability Protocol - (CIP) Specification - Release B Page 3-80
June 1998 CEOS/WGI SS/PTT/CIP-B, Issue 2.4

user. This is achieved by substituting the user’s identifier, account and billing information
| with RM A’s identifier, account and billing information. Note however that the rest of the
user’s information (e.g. delivery address) is not modified since the order is delivered directly
to the user.

» Upon reception (and acceptance) of the remote order re@RMdB, creates dask package
for the order request (which is owned Ryl A).

* When the order request has been perforrRdd B sends an OrddfSresponse to RM A
containingRM A’s task package.

« Upon reception of this respondg@ A updates the usertask package and forwards the
OrderESresponse back to the client. Note that the user’s personal information returned in the
| task package may have been modified by tRéM B.

The data flow for remote ordering by proxy is illustrated in Figure 3-19.
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emailAddress: USER emailAddress: USER
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account: USER account: (RM A)
billing: USER billing: (RMA)

Figure 3-19: Proxy Remote Ordering Functional Model

3.5.8.7.2 Pass-Through Remote Ordering

In a pass-through ordering, the intermediate Retrieval Manager (RM A) simply forwards the order
| request received from a client to the appropriate remote Retrieval MgRigeB). RM A does not
modify any of the content of the order request and does not take any responsibility for the operation.
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Pass-through remote ordering is achieved in the CIP in the following manner:

The client performs an Order ESrequest to RM A. The ESrequest is performed using the
user’s identifiers, and thiask specific parameters contain the user’s identifier, order
specification and personal information.

Upon reception (and acceptance) of the order reqR&&tA creates #ask package for the
order request (which is owned by the user). It then performs an BEBdequest to RM B,
forwarding the client’s order request®M B. ThisESrequest is performed using theM
A’s identifier. HoweverRM A does not modify any of thask specific parameters.

Upon reception of the remote order request, RM B checks the identity of the user for whom
the remote order request has been forwarded by RM A. Two cases must be distinguished:

« If RM B has some mutual agreement with RM A regarding the management or recognition
of users, RM B is able to recognise the user's identifier provided tagkspecific
parameters. RM B is then able, if necessétyto match the user's user identifier at RM A
with the user's user identifier that is used in RM B's domain.
As RM B is confident about the user's identity, RM B is able to verify that the user is
allowed to perform ordering with no further checking of the user's identity.

+ Otherwise, RM B cannot be confident about the user's id%ﬁnlliﬂyorder to determine the
user's identity, RM B sends #@acess Control request to RM A, requesting the user to
provide his user identifier at RM B with the appropriate prompt. Abigss Control
request is then forwarded by RM A to the client so that the user can provide the user
identifier by sending back to RM A atcess Control response containing the user's user
identifier at RM B. RM A then forwards th&ccess Control response back to RM B,
which is then able to identify the user and verify that the user is allowed to perform
ordering.

After the remote order requdsas been accepteithe remote Retrieval Manager creatéasi
package for the order requesThistask package is owned byRM A. Moreover, som#ask

specific parameters are modified by RM B in order to contain the user information recognised
by RM B. This is achieved by substituting the user’s identifier (which corresponds to the
user's identity at RM A) with the user's identifier known at RM B. Additionally, access
permissions may be granted to the user by RM B in order to allow the user to perform further
accesses to thask package directly, i.e. without passing through RM A. The rest of the

user’s information (e.g. delivery address) is not modified.

When the order request has been performed, the remote Retrieval Manager sendsiBs Order
response to the intermediate Retrieval Manager containing the intermediate Retrieval
Manager'stask package.

Upon reception of this response, the intermediate Retrieval Manage updates thiasiser’s
package and forwards the Ord&S response back to the client. Note that the user’s personal
information returned in th&ask package may have been modified by the remote Retrieval
Manager.

The data flow for pass-through remote ordering is illustrated in Figure 3-20.

% Thisis needed if the two Retrieval Managers, whilst able to recognise the user identifiers managed by the other
Retrieval Manager, manage their users independently.

? |t is possible that the same user identifier is used at two different Retrieval Managers whilst referring to two
different persons.
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Figure 3-20: Pass-Through Remote Ordering Functional Model
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3.5.8.8 CIP Order Extended Service

The CIP Order Extended Service, which isa CIP custom ES, allows an origin to order products previously queried. The CIP Order ESis presented in Table
3-36.
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Table 3-36: CIP Order Extended Service

ASN.1 Definition Meaning
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ASN.1 Definition

BEG N

Cl POr der =
{
esRequest [1]
t askPackage [2]

Meaning

{Z39.50-CI P-Order-ES} DEFINITIONS :: =

I MPORTS Gt herlnformation, International String, IntUnit
FROM Z39. 50- APDU- 1995;

CHO CE

I MPLI CI' T SEQUENCE{

t oKeep [1] OriginPart ToKeep,

not ToKeep [2] OiginPart Not ToKeep},
I MPLI CI' T SEQUENCE{

originPart [1] OriginPartToKeep,
targetPart [2] TargetPart}

See Section 3.5.7.1.6.

}
Ori gi nPart ToKeep =

action [1]

orderld

order Speci fication
st at usUpdat eOpt i on
user | nfornmation

ot herlnfo

,—.._,—.._,—.
Qs 0N

SEQUENCE

I MPLICI T | NTEGER {

orderEstimate (1),

or der Quot eAndSubmi t (2),

or der Moni t or (3),

or der Cancel (4)},
International String OPTI ONAL,
Or der Speci fication OPTI ONAL,
St at usUpdat eOpt i on OPTI ONAL,
User | nformati on OPTI ONAL,
O her | nformati on OPTI ONAL

The OriginPartToK eep contains the following:

action, which indicates the type of operation that is requested to be performed for

the order request. The supported operations are the following:

» orderEstimate which is used to validate and obtain the estimate of an order
specification.

« orderQuoteAndSubmit, which is used to quote™ and submit an order
specification.

» orderMonitor, which isused to monitor the progress of the processing of an
order reguest.

» orderCance, which isused to cancel an order request.

orderld, which isthe identifier of the order request as provided as input by the

origin.

or der Specification, which is the specification of the order request as provided as

input by the origin.

Notethat, in principle, the order request specified by the origin is unstructured, i.e.

it contains alist of item descriptor identifiers and the order options related to them,

but does not attempt to group them into packages and delivery units.

statusUpdateOption, which indicates how the origin wishesto be kept up to date as

to the status of the order processing.

user I nfor mation, which contains the personal user information as provided as input

by the origin.

other Infor mation, which contains additional information not specified by the CIP.

¥ The estimate for an order is approximate and non-binding, whereas the quote for an order is precise and binding.
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ASN.1 Definition Meaning
GriginPart Not ToKeep :: = SEQUENCE The OriginPartNotToK eep® contains the following:
orderld _ [1] International String OPTI ONAL, » orderld, whichistheidentifier of the order request.
Sggrelr ﬁ?gflrrralt icgtn' on E g} gsceirelr ﬁ?gflrrralt icgtn' on gﬁ %k » order Specification, which is the specification of the order request.
otherinfo [4] Oherlnformation OPTI ONAL + userInformation, which contains the personal user information.
I » otherInformation, which contains additional information not specified by the CIP.
TargetPart S SEQUENCE The TargetPart contains the following:
orderld [1] International String, e orderld, whichistheidentifier of the order request as provided as output by the
order Speci fi cation [2] OrderSpecification OPTI ONAL, target.
order St atusl nfo [3] OderStatuslnfo OPTI ONAL, o o . )
user | nf or mat i on [4] Userlnformation OPTI ONAL, » order Specification, which is the specification of the order request as provided as
otherlinfo [5] Qherlinfornation OPTI ONAL output by the target. This order specification provided by the target overrides the
} specification provided as input by the origin in originPartNotToK eep. It contains
the item descriptors and order options supplied as input, with any necessary
modifications or additions, in a structured manner, i.e. the item descriptors are
grouped into packages and delivery units.
« orderStatusl nfo, which indicates the status of the order request being performed®.
» userInformation, which contains the personal user information.
» otherInfo, which contains additional information not specified by the CIP
St a} usUpdateCption = CHa Ce The StatusUpdateOption provides options for how the user will receive updates on the
manual [1]  NULL, status of an extended servicerequest. The parameters are:
automati c [2] IMPLICIT I NTEGER { « manual the user performs the status request.
eMai | (1} . - . .
» automatic where the OHSfiling the order provides status updates for the user via
} e p
email™.

%! The definitions used in OriginPartNotToKeep are strictly identical to the ones provided in OriginPartToKeep. The former is used as input by the target (which may
overwrite some values as appropriate) for the definition of TargetPart, whereas the latter remains unmodified and is stored in the task package. This duplication therefore
alows the comparison of the order as specified by the origin (OriginPartToKeep) with the order as returned by the target (TargetPart).

% Note the difference between the operationStatus, which is provided in the ES Response, and the order Satusinfo, which isincluded in the task package. operationStatus (see
Section 3.5.7.1.4) provides status information for the ES operation as a whole and indicates whether the ES operation has been performed successfully or not by thetarget.
order Statusl nfo provides status information for the order specified in the task package and indicates the state of the order or the process being performed for an order at the
LOHS.

* This could be expanded in the future to include, for example, automatic update via the origin.
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the

ASN.1 Definition Meaning

UserInformation T SEQUENCE The Userinfor mation structure is presented by the origin part of arequest to atarget. The
userld [1] International String, information provided contains mandatory fields (the user identifier) and optional fields.
user Name [2] International String OPTI ONAL, Thetarget will allow the Userinfor mation structure contents to be used as an input to the
user Addr ess [3] Postal Address OPTI ONAL, delivery specification for elements which can be altered by the user. The target will refer to
}g;“ﬂg:: Eg} : 2: o 22%: 822: g{:: 28 gﬂ %k the local database contents for the user and will use the contents of the database, or the
eni | Addr ess [6] International String OPTI ONAL. Userinformation structure depending on the privilege of the user to offer alternative
net wor kAddr ess [7] International String OPTI ONAL, information. The User I nfor mation structure consists of the following attributes:
billing [ 8] Billing OPTI ONAL . e . . . .
} » userld the user identifier, the identifier which the user provides as part of an

InitializeRequest.

» userNamethe full name of the user.

* userAddressastructure to hold the users address.

» telNumber the users telephone number.

» faxNumber the fax number for the user.

* emailAddressthe electronic mail address for the user.

* networkAddressthe network addressto send filesto electronically. For Internet
addresses, the address is written in URL format to allow directories as well as
domain’s to be specified.

* billing the method of payment (and hence of billing) available for the user.

o d?r Specification ::= SEQUENCE TheOrder Specification is the specification of the order request and contains the
orderingCentreld [1] International String, following:
orderPrice [2] Pricelnfo _ OPTI ONAL, « orderingCentreld, which identifies the ordering centre at which the order will bg
orderDel i veryDate [3] International String OPTI ONAL, erformed
order Cancel | ati onDate [4] International String OPTI ONAL, p :
deliveryUnits [5] SEQUENCE OF DeliveryUnit Spec, » orderPrice which is the price for the whole order.
?t herinfo (6] Qherinformation OPTI ONAL » orderDeliveryDate which is the latest date at which the order can be expected|to be

delivered to the user.

» orderCancellationDate which is the latest date at which the user can cancel thg
order.

» deliveryUnits, which contains the definition of the delivery units which composg
the order.

» otherInfo, which may be used to provide additional information not specified b
CIP.
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ASN.1 Definition Meaning
Del iveryUni t Spec T SEQUENCE The Deliver yUnitSpec contains the specification of asingle delivery unit (i.e. part of an
deliveryUnitid [1] International String OPTI ONAL, order that is delivered as a unit):
gg: : xg:w‘e'tthgg' ce Eg} gre: iC\e/LP;(I\)/Et hod gﬁ %k « deliveryUnitld, which isthe identifier of the delivery unit.
billing [4] Billing OPTI ONAL, » deiveryUnitPrice, which isthe price of the delivery unit.
packages { g} SEQUENCE O PackageSpec, @ oL « deliveryMethod, which is the method with which the delivery unit is delivered to
the user.
» billing, which is the method with which the user is going to be billed.
» packages which contains the definition of the packages which compose the delivery
unit.
» otherInfo, which may be used to provide additional information not specified by the
CIP.
Del i veryMethod = CHO CE The DeliveryM ethod defines the method with which a delivery unit is delivered to the user
eMai | [1] International String, andis one of the following:
L; P E g} EIE?;: 'A\éE[ gés + eMail, which specifies the email address that the order will be delivered to
ot herinfo [4] O herlnformat i on » ftp, which specifiesthat the order will be delivered viaftp, the type of transfer and
} the ftp address
» mail, which specifies that the order will be delivered viamail and provides the
postal address
» otherInfo, which may be used to provide additional information (such as an
alternative delivery method) not specified by the CIP.
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ASN.1 Definition

Meaning

FTPDel i very SEQUENCE The FTPM ethod defines the method with which a delivery unit is delivered to the user and
transferDirection [1] IMPLICIT I NTEGER is one of the following:
éush (0) » transferDirection, which specifies that the order will be delivered viae-mail.
pul | (1) » ftpAddress which specifies that the order will be delivered viaftp.
}
ft pAddr ess [2] International String
}
Bil } 'ng SEQUENCE The Billing structure® contains attributes which describe the method by which a user will
payment Met hod [1] Payment Met hod, pay for a service, together with supporting information regarding the payment. The
cust onmer Ref er ence [2] |IMPLICIT CustonerReference, attributes are:
cust orrer PONurrber [ 3] IMPLICIT International String OPTI ONAL

* paymentM ethod indicates the method of payment used.
» customer Referenceisthe customer provided reference for the order.
» customer PONumber isthe purchase order provided by the customer for the order.

}

Pay{mam Met hod CHO CE The PaymentM ethod structure contains attributes which describe the method by which a
billlnvoice [0] [IMPLICIT NULL, user will pay for aservice. The attributes are:
gregg‘;‘?’t Account H% : x’;t: 8: $ “Btt «  billinvoiceindicates that an invoice isto be sent to the user (or payee).
pri vat eKnown [3] IwPLIAT NULL, » prepay indicates that payment has already been agreed/performed.
pri vat eNot Known [4] I MPLICIT EXTERNAL},

» depositAccount indicates that there is a deposit account for the payment.
» privateKnown indicates that the payment method is private and known.
» privateNotKnown contain private unknown payment method information.

Cust onmer Ref erence

SEQUENCE

The Customer Refer encestructure contains attributes which provide a customer reference
for the order. The attributes are:

custonerld [1] International String, )
?Ccoums [2]  SEQUENCE OF International String « customer|d indicates the customer identifier at the LOHS.

» accountsisthe name of the account(s) available to apply charges to on behalf of the
user.

Postal Address SEQUENCE Postal Addr ess contains the postal address for a user and consists of:
street Addr ess [1] International String, » streetAddress which isthe street name and number.
city [2] International String, . S . .
state [3] International String, » city, which isthe name of the city (or nearest city).
post al Code [4] International String, « dtate, which isthe name of the state or county.
country [ 5] International String

» postalCode, which isthe country specific postal code.
» country, which is the name of the country.

* The Billing structure used by the CIP is derived from the addIBilling structure defined in the Item Order ES.
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ASN.1 Definition

Meaning

PackageSpec

{

packagel d
packagePrice
package

packageMedi um
packageKByt eSi ze
ot herlnfo

}

._,—.._
LN

,—.._,—.
KRS

SEQUENCE

International String OPTI ONAL,
Pricelnfo OPTI ONAL,
CHO CE

{
predefi nedPackage [1] PredefinedPackage,

adHocPackage [2] AdHocPackage

I nt érnati onal String,
| NTEGER,
O her | nformati on OPTI ONAL

The PackageSpec contains the specification of asingle package (i.e. part of an order that is
delivered on a single medium):

» packageld, which istheidentifier of the package.

» packagePrice which isthe price of the package.

» package, which contains the specification of the package. The package is one of the
following:
» predefinedPackage which is a package pre-defined by the data provider.
» adHocPackage which is a package constructed ad-hoc by the data provider to

fulfil the order request.

» packageM edium, which is the medium on which the package will be delivered to
the user.

» packageK ByteSize, which contains the size of the packagein kilobytes.

» otherInfo, which may be used to provide additional information not specified by the
CIP.

Pr edef i nedPackage

collectionld
orderltens
ot herlnfo

}

._,—.._
LN

SEQUENCE

International String,
SEQUENCE OF Orderltem
O her I nformation OPTIl ONAL

A PredefinedPackage contains the definition of a package that is pre-defined by the data
provider. A PredefinedPackageis a collection that is stored in advance (i.e. not to fulfil a
specific order) on amedium and is defined as follows:

» collectionld, which isthe identifier of the pre-packaged collection. Must be
formatted according to the naming convention for collection identifiers specified in
Appendix E.

» orderltems which contains the list of the order items contained in the package.

» otherInfo, which may be used to provide additional information not specified by the
CIP.
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ASN.1 Definition Meaning
AdHocPackage T SEQUENCE OF Grderltem An AdHocPackageis a package that is defined ad-hoc by a data provider to fulfil a specific
order. An AdHocPackage contains the list of the order items contained in the package.
o d?r Item T SEQUENCE The Or derltem contains the specification of asingle order item (i.e. the product that is
| product | d [1] International String, ordered and that is to be delivered):
product Pri ce . [2] Pricelnfo _ CPTI ONAL, « productld, which isthe identifier of the ordered product.
product Del i veryOptions[3] ProductDeliveryOptions  OPTI ONAL, . o )
pr ocessi ngQOpt i ons [5] ProcessingOptions OPTI ONAL, » productPrice, which isthe price of the product.
sceneSel ectionOptions [6] SceneSel ecti onOpti ons OPTI ONAL, . ; ; ; : ; :
or der St at usl nf o [7] O derStatuslnfo OPTI ONAL. product_Dellver.yOptlor.]s Whlc.h.contalnsdellvqy optl_onsfor the product. .
ot herlinfo 8] Oherlnformation OPTI ONAL * processingOptions which specifies the processing options areto be applied on
h f [8] h f i Opt hich fiesth tions that are to b lied
} the product before delivery.
» sceneSelectionOptions which specifies the selection of the scene from the whole
product that is to be delivered.
« orderStatusl nfo, which indicates the status of the order item®.
» otherInfo, which may be used to provide additional information not specified by the
CIP.
Pr O{dUCt Del i very(pti ons P1= SEQUENCE The ProductDeliver yOptions contains the specification of the options regarding the
product Byt eSi ze [1] | NTEGER OPTI ONAL, delivery of aproduct:
pr oduct For mat [2] International String OPTI ONAL, o r B ize which contains the size of the pr in
pr oduct Conpr essi on [3] International String OPTI ONAL, productByteSize, ) cheo _ti_al sthe size of the product in bytes.
ot herlnfo [4] Oherlnformation OPTI ONAL » productFormat, which specifies the format of the product.
} » productCompression, which specifies the compression mechanism applied to the
product.
» otherInfo, which may be used to provide additional information not specified by the
CIP.
Pr O{Cess' ngoptions T cHa B The ProcessingOptions specifies the processing options that are to be applied on the
f or mat t edPr ocessi ngOpt i ons [ 1] EXTERNAL, ‘ product before delivery and is one of the following:
unf or mat t edProcessi ngOptions  [2] I'nternational String « formattedProcessingOptions which specifies the processing options according to
the format specified in [ORD].
» unformattedProcessingOptions which specifies the processing options in a free-
text form.

% Note the difference between the order Satusinfo in TargetPart, which indicates the state, or the process being performed for, an order as awhole at the LOHS, and the
order Statuslnfo in OrderItem, which indicates the state, or the process being performed for, a specific order item within an order at the LOHS.
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ASN.1 Definition

Meaning

[1]
pri ceExpirationDate [2] International String,
[3]

Sce{neSEI ectionGptions T GOl CE The SceneSel ectionOptions specifies the selection of the scene from the whole product
f ormat t edSceneSel ect i Onmt i ons [ 1] EXTERNAL, - that isto be delivered and is one of thefo”oWlng:
unformat t edSceneSel ecti onGpti ons [ 2] I'nternational String « formattedSceneSel ectionOptions, which specifies the scene selection options
} according to the format specified in [ORD].
» unformattedSceneSelectionOptions, which specifies the scene selection optionsin
afree-text form.
Pricelnfo T SEQUENCE The Pricel nfo contains the information related to the price of an item:
price IntUnit, e price, which contains the price of the item.

» priceExpirationDate which specifies the |latest date at which the price provided is

addi tional Pricelnfo International String OPTI ONAL o ; R el : ;
} valid (i.e. until the expiration date the origin is guaranteed that the price will not
vary. However, after the expiration date the price may change).

» additional Pricel nfo, which may be used to provide atextual explanation when the
price of aitem differs from the sum of the elements which compose thisitem (e.g. it
can be used to explain why the price of adelivery unit differs from the sum of the
prices of the packages which compose the delivery unit).

o d{er Statusinfo T SEQUENCE Order Statusl nfo describes the status of an extended service order request. The different

order State [1] CHOCE status values are:
{S taticState [1] StaticState » orderStateindicates the state of the order request or the processing being performed
dynam cState [2] Dynami cSt até for the order:

o I ) ) + staticState indicates the state of the order when no order request is being
?ddl tional Statusinfo [2] International String OPTI ONAL performed.
» dynamicStateindicates the processing that is currently performed for an order
request.

» additional Statusl nfo contains additional status information provided by the LOHS

(e.g. to clarify the meaning of the or der State).
St a} lcState o= [ TMPLIGT TNTEGER StaticState describes the state of an order when no order request is active. The possible
or der Not Val i d (1), states are:
8; gg; (E;t i I”gt 23 E %g ; « orderNotValid indicates that the order has not been successfully validated.
} v + orderEstimated indicates that the order has been successfully validated and that an

estimateis provided.
e orderCompleted indicates that the order has been compl eted.
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ASN.1 Definition

Dynam cSt ate

or der Bei ngEst i nat ed
or der Bei ngQuot ed

or der Bei ngPr ocessed
or der Bei ngCancel | ed
or der Bei ngDel et ed

}
END

[2]

Meaning

IMPLICI' T | NTEGER

DynamicState describes the state of an order when an order request is active and thus
being process. The possible states are:

» orderBeingEstimated the order is currently being estimated by the target order

handling system.

» orderBeingQuoted the order is currently being quoted by the target order
handling system.

» orderBeingProcessed the order is currently being processed by the target order
handling system.

» orderBeingCancelled the order request which was previously sent to the target
is being cancelled.

» orderBeingDeleted the order is being deleted.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team




Catalogue | nteroperability Protocol - (ClP) Specification - Release B Page 3-94
June 1998 CEOS/WGISS/PTT/CIP-B, Issue 2.4

3.5.9 Explain Facility

3.5.9.1 Introduction

The Explain facility has been developed as part of Z39.50 primarily to enable the capabilities of a
target server to be ascertained by clients. The Z239.50 Explain facility is an important service for the
CIP and one which enables many requirements associated with location, retrieval, manipulation and
negotiation of CIP datatypesto be supported.

The Explain facility is also akey tool in the support of interoperability between different clients and
serversin the CIP domain.

Within the CIP domain, the Retrieval Manager is an entity that has three primary components; the
Explain database, a 239.50 server and the core software components that implement the Retrieval
Manager application software. For simplicity, referencesto the Retrieval Manager are assumed to
incorporate these components.

Note that logically the collection database is also part of the Retrieval Manager, i.e. the collection
nodes, collection hierarchy etc., which the Retrieval Manager uses to determine collection positions
and to provide hierarchy information for hierarchical searches. The collection database is not however
shown as a separate entity on the diagram as its content is dependent on the local site.

Z39.50 terminology refersto origins and targets. The CIP analogies for origins and targets are clients
and Retrieval Managers. In thisway, Explain queries are targeted at Retrieval Managers and thus at
Explain databases.

Retrieval ~

Explain Manager
s Database

Z39.50

, Retrieval Server
Manager
Software

Ccomponents

Figure 3-21: Explain Database and Retrieval Manager

In the CIP domain Explain databases will therefore be accessed by Retrieval Managers to support
various mechanisms including:

» dynamic configuration of clientsto match Retrieval Manager controlled data;

» provision of attribute and element information for use in the CIP;
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» provision of attribute and element information for visibility to the end user;
e provision of general Retrieval Manager information.
This Explain section of the CIP specification contains the following:

* structures and implementation of CIP Explain databases according to Explain information
categories;

 the mechanisms by which the Explain facility services support the CIP;
» summaries of the different Explain search methods.

There are seventeen categories of Explain information, each of which provides different information
about the catal ogue owned by the Retrieval Manager. Each category can be implemented separately
and unsupported categories can be added later as needed.

It isimportant to note that for CIP Release B not al the Explain categories are required, but others
may be added as required e.g. to support Release C functionality.

Although the Explain database is effectively part of the Retrieval Manager, it is possible that a site
could maintain additional categories and information which can be retrieved directly by the client
without the use of the CIP and the Retrieval Manager, but this is outside the scope of this
specification.

The categories supported at any particular target can be found out by accessing the CategoryL.ist
Explain record. Asthe target capabilities are negotiated during the I nit service, even if aclient or
server does not support a particular capability, interoperability is still guaranteed.

The following subsections describe the Z39.50 Explain categories, and elements within those
categoriesthat are required for CIP Release B. The objective is to ensure that any optional elementsin
Z39.50 that are mandatory for the CIP are highlighted for inclusion and a so to indicate any 239.50
elements that do not require inclusion for the CIP. (Note that a CIP siteis free to include any CIP
optional elements, e.g. for the provision of extrainformation to the user).

3.5.9.2 Explain Database | nfor mation Categories

The Explain information is held in an Explain database, which appearsto target (Retrieval Manager)
as another target database available for searching and retrieval. The Explain facility enables clientsto
obtain information controlled by the target such as available databases, attribute sets, diagnostic sets,
schema, record syntax and element specifications.

A Retrieval Manager controlling an Explain database provides the following:
» accessto the Explain database - IR-Explain-1;

» support to the Explain attribute set - exp-1, which defines a set of Use attributes to search the
Explain database and imports bib-1 non-Use attributes;

» support of the Explain syntax, defined and registered in [23950], Appendix REC.1.
The Explain database manages three kinds of information:

» General information about atarget - the form of which will be heterogeneous across
Retrieval Managers (although not the details);

» CIPdatainformation - used to aid the client/server negotiation;

» Target database detailed information that is likely to vary between Retrieval Managers, e.g.
CIP product descriptor attributes.
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This subsection summarises the different types of Explain information categories, as detailed in
Section 3.2.10.3 of the Z39.50 specification!®**" and highlights the subset of the categories that is
supported in CIP Release B:

e Target server general information (detailed information is provided in Section 3.5.9.2.1)

TargetInfo - Information about the target and its services and constraints, e.g. hours of
operation of the target, whether the target supports named result sets and what the
maximum size of aresult set is.

ExtendedServicesInfo - Description of each extended service supported by the target, e.g.
what restrictions or fees apply for the extended service and a human readabl e description
of the extended service.

CategoryList - liststhe explain categories that are supported by the target. In the case of
the CIP, the CategoryList will only contain the explain categories that are supported.

» CIPdatainformation (a detailed description is provided in Section 3.5.9.2.2).

RecordSyntaxinfo - Information about each record syntax supported by the target (e.g. a
human readable description of an abstract record syntax).

AttributeSetinfo - Description of each attribute set supported by the target.

Unitinfo - Descriptive information about the unit systems supported by the target, e.g. the
name of each unit system and alist of their unit types.

TagSetinfo - Information about a given tag set (e.g. the name and object identifier of the
tag set, adetailed description of the elements the tag set consists of).

Schemalnfo - Description of each database schema, e.g. the object identifier and the tag
sets used by the schema.

» Target Database Information (detailed information is provided in Section 3.5.9.2.3).

Databasel nfo - Detailed description of a database and its restrictions and parameters, e.g.
the number of records available in a database. In the CIP collections are treated as
databases. For each collection a Databasel nfo Explain record is defined providing
information about the schemas, record syntaxes, attribute sets, etc. available for this
particular collection.

AttributeDetails - Information about each attribute, e.g. name of the database to which this
attribute information applies and an identifier of the attribute set to which the attribute
belongs to. For each attribute type (e.g. Use attribute, Relation attribute) alist of its
possible values are given.

TermListInfo - Descriptive information about term-lists. In the CIP, this Explain record is
used to list for a database (collection) all the lists of valids that are available for this
specific database.

TermListDetails - This provides descriptive information for atermlist. In the CIP,
TermListDetails is used to provide information about alist of valids (atermlist). The
information provided includes the termlist's namethe link of thetermlist to its relevant
use attribute (via attribute combinations) andthe valids that are part of thierm list
(sampleTerms).

ElementSetDetails - Descriptive information about ahement set, e.g. thedatabase to
which therecord pertains.

RetrievalRecordDetails - Information about the elements ofefrieval record, e.g. the
database, schema, andrecord syntax to which therecord pertains.
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A number of the explain information categories are not required for this release of the CIP. These
categories are only briefly listed below for compl eteness:

e CIP Datalnformation

VariantSetinfo - Descriptive information about a variant set definition supported by the
target; classes, types, and values supported for aparticular variant set. A variant defines
one of several formsin which an element is available for retrieval. The origin may request,
or the target present, an element according to a specific variant. A variant setisa
definition of aset of classes, for each class, a set of types and for each type a set of values.

e Target Database Information

SortDetails - Description of the sorting capabilities supported by the Retrieval Manager.
Information provided includes database name, sort keys, key descriptions, key
specification, key type and case sensitivity of the key. There are currently no sort
requirements on the CIP and therefore SortDetails is not needed for the CIP.

Processinglnfo - This provides descriptive information about how the target believes
retrieved data must be processed by the client for presentation to the user. Various
instructions can be provided per database and in more than one abstract syntax. An
Explain record of thistype is distinguished by database, processing context, name and
object identifier. Processinglnfo that can be provided includes database name, processing
information context, processing information name, instructions OID, instruction
descriptions and machine processabl e instructions. Processinglnfo is not required to be
provided for the CIP.

Note that the functionality of the CIP has been determined by the current baseline ICS URD
requirements, which were derived independently of the Z39.50 facilities. Further CIP engineering and
requirements analysis may indicate that the CIP would benefit from the non utilised Z39.50 facilities
in which case they could of course be incorporated in CIP releases beyond Release B.

In Table 3-21 the ASN.1 description of the Explain records supported by the CIP is provided.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue | nteroperability Protocol - (CIP) Specification - Release B
June 1998

Page 3-98
CEOS/WGISS/PTT/CIP-B, Issue 2.4

Table 3-37: Explain Record

ASN.1 Definition M eaning

Expl ai n- Record ::= CHO CE{

Each of these may be used as search term An Explain-Record can be of one of the following kind:

-- when Use attribute is 'explain-category’ . » targetInfo providesinformation about atarget. There will be only one such record per
targetlinfo [0] IMPLICIT Targetlnfo, target.
dat abasel nfo [1] | MPLI CI T Dat abasel nf o, . . . . .
schemal nfo [2] | MPLI CI T Schenal nf o, »  For each collection a databasel nfo Explain record is defined. Also for the collection
tagSeglsnf o} o [?1] : xl;t: (C?: $ EgigSeglsnf o, it database itself adatabasel nfo Explain record is available.
recor nt axl nfo cor nt axl nf o, . o . .
attri bu%/eSet I nfo [5} IMPLICIT Attri bu%/eSe“ nfo, » schemal nfoincludes descriptive information about a database schema. Thereis one
terniistinfo 6] I MPLICI T Ternlistlnfo, Explain record per schema supported.
ext endedSer vi cesl nfo 7] I MPLI CI' T Ext endedSer vi cesl nf o, . P : :
attributeDetails 8] IMPLICIT AttributeDetails, tagSeti nfo contains information about a given tag set.
terniistDetails 9] IMPLICIT TerntListDetails, » recordSyntax!nfo provides descriptive information about a record syntax. There is one
el enent Set Details 10] IMPLICIT El enent SetDetails, Explain record for each abstract record syntax supported by the target.
retrieval RecordDetail s 11] IMPLICIT Retrieval RecordDetail s, . . . X .
sortDetails 12] IMPLICIT SortDetails, e attributeSetlnfo describes an attribute set. Thereis one record for each attribute set
processi ng 13] IMPLICIT Processinglnformation, supported by the target.
variants 14] |IMPLICIT Vari ant Set | nf o, . : . : :
units 15] IMPLICIT Unitinfo, * Information about term-lists are contained in termL istl nfo.
cat egoryLi st 100] IMPLICIT CategorylList} » extendedServicesl nfo provides information about an extended service. For each of the

extended services supported by the target one Explain record is defined.

attributeDetails contains information for each attribute. There is one Explain record for
each supported database.

Descriptive information about aterm-list isincluded in termListDetails. Thereis one
record for each term-list listed by TermListInfo record.

elementSetDetailsdescribes an element set. There is one Explain record for each element
set for each record syntax for each database.

retrieval Recor dDetailsincludes a descriptive information about the elements of a
retrieval record. Note the elements are relative to a database schema. There is one such
Explain record for each database for each schemafor each record syntax.

sortDetails describes the sorting capabilities supported by atarget.

processing provides instructions on how the target believes the data must be processed by
the origin for presentation to the user.

In variants a descriptive information about a variant set definition supported by the target
is provided.
units describes the unit system definitions supported by the target.

categoryList contains the list of the Explain categories supported by the target. Thereis
one such record for atarget.
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3.5.9.2.1 Target Server Information

There are three types of information that apply across Retrieval Managers. Targetl nfo, ExtendedServices and CategoryList details.

Targetlnfo

This provides information about the Retrieval Manager and there will be only one Targetl nfo Explain record per Retrieval Manager. It will be used primarily
to understand the Retrieval Manager's capacitydault set and search management.

Table 3-38: Targetlnfo

ASN.1 Definition

Meaning

TargetInfo ::= SEQUENCE {
commonl nf o [0] | MPLI CI' T Conmonl nf o GPTHONAL,
-- Key elenents follow
name [1] IMPLICI T International String,
-- Non-key brief elements follow
recent - news 2] | MPLI CI' T HunmanString OPTI ONAL,
i con 3] I MPLICI T | conChj ect OPTI ONAL,
namedResul t Set s 4] I MPLI CI' T BOOLEAN,
mul ti pl eDBsear ch 5] I MPLI CI T BOOLEAN,
maxResul t Set s [ 6] | MPLI CI T | NTEGER OPFHONAL,
maxResul t Si ze [7] I MPLI CI T | NTEGER OPTI ONAL,
mexTer s 8] | MPLI CI T | NTEGER OPTI ONAL,
ti meout I nterval 9] IMPLICIT I ntUnit OPFHONAL,
wel coneMessage 10] I MPLI CI T HumanStri ng OPTI ONAL,

-- non-brief elenments follow

-- 'description’ esn retrieves the following two (as well as brief):

contactInfo [11] I MPLICI T Contactlnfo OPTI ONAL,

description [12] | MPLI CI' T HunmanString OPTI ONAL,

ni cknanes [13] | MPLI CI' T SEQUENCE OF I nternational String
OPTI ONAL,

usage-restrictions [14] I MPLICI' T HumanString OPTI ONAL,

paynent Addr [15] | MPLICI T HunmanString OPTI ONAL,

hour s [16] I MPLICI T HumanSt ring OPTI ONAL,

dbConbi nat i ons [17] I MPLI CI T SEQUENCE OF Dat abaseLi st OPTI ONAL,

addr esses [18] I MPLI CI' T SEQUENCE OF Net wor kAddress OPTI ONAL,

| anguages [101] |IMPLICIT SEQUENCE OF I nternational String

OPTI ONAL,
-- Languages supported for nmessage strings.
-- three | anguage code from Z39. 53-1994.
-- characterSets [102] this tag reserved for "character sets supported
-- for name and nessage strings".
-- commonAccesslnfo el enents |ist objects the target supports. All
-- listed in Accesslnfo for any individual
-- here.
comonAccessl nfo [19]

Each is a

dat abase should also be listed

I MPLI CI' T Accessl nf o GPTHONAL}

obj ects

The Targetl nfo Explain record contains the following:
« commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)

* nameprovides the human readable name of the target. The name serves as the
key to uniquely identify the Explain record.

» recent-newsincludes texts which are of interest to the user community.
« icon which is used to represent the target (in machine presentable form).

» namedResultSetsisaflag to indicate if support for named result setsis
available at the target.

» multipleDBsear ch is aflag to indicate whether multiple databases can be
searched

*  maxResultSetsis the maximum number of concurrent result sets supported
by the RM.

* maxResultSize provides the maximum size (in records) of aresult set.

* maxTermsindicates the maximum number of terms allowed in one single
search request.

» timeoutlnterval istheinterval after which the target will close the connection
if no activity has occurred.

¢ welcomeM essage is awel come message from the target to be displayed at the
origin.

» contactInfo provides contact information about the organisation supporting
thetarget. The Contactlnfo definition isgivenin Section 3.5.9.2.4.

» description is a human readable text about the target.

¢ nicknamesprovides aternate names for the target .

» usage-restrictionsdefines the general restrictions pertaining the target .

» paymentAddr gives the payment (business) address for the organisation
running the target .

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team




Catalogue | nteroperability Protocol - (CIP) Specification - Release B

June 1998

Page 3-100
CEOS/WGISS/PTT/CIP-B, Issue 2.4

ASN.1 Definition

Meaning

hour sindicates the hours of operations of the target .

dbCombinationsgives the list of supported database combinations. This is
not needed for the CIP, since the collection concept is introduced.

addr esses provides the address, e.g. the port and Internet address, of the target
. The definition of NetworkAddressisgivenin Section 3.5.9.2.4.

languages describes the languages the target supports for message strings
(PDUs). For the CIP, English must be supported.

character Setsflags the character sets supported for name and message
strings.

ExtendedServicesl nfo

This provides information about the extended services supported by the target. Information includes the OID and name of the extended service, flags
indicating details about the service, descriptive text and ASN.1 definitions.

The extended services supported by CIP are defined in Section 3.5.7 .
For each Extended Service supported there is one ExtendedServicesl nfo Explain record available at the target (Retrieval Manager).
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Table 3-39: ExtendedServicesl nfo

description

--"specificExplain’
speci fi cExpl ai n

[11]

-- non-brief elements foll ow

-- To get brief plus ’'description’
[10]
-- to get above elenents and 'specificExplain’

use esn 'description’
I MPLICI T HumanString OPTI ONAL,
use esn

| MPLI CI T EXTERNAL OPTI ONAL,

-- Use oid of specific ES, and sel ect choice
-- [3] "explain'. Format to be devel oped in

-- conjunction with the specific ES definition.

ASN.1 Definition M eaning
Ext endedServi ceslnfo ::= SEQUENCE { ; ; ; .
comonl nf o [ 0] IMPLI CI T Commonl nf o CPTLONAL, An ExtendedServicesl nfo Explain record consists of:
-- Key elements follow « commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)
type [1] I MPLI CI' T OBJECT | DENTI FI ER, L . . . .
- Non-key brief elements fol | ow . . * type, which isthe object identifier of the extended service.
nane [2] I NPLIhCl ITdI Bt er nat: _Ongl _S} ring OleTG\lAL_, . « aname under which the extended service is known.

-- snou e su red | rivate eis 'true’ . . . .. . . .
privat eType [3] IMPLICI T BOO_EAIEII,O P P « privateTypeflagtoindicateif thisis a private extended service. This must be
restrictionsApply [5] IMPLICIT BOOLEAN, -- if ’true’ see 'description set for the CIP Order ES.
fee | 6 IMPLICIT BOOLEAN, -- if 'true' see 'description i P .
avaﬁfgb?’e {7% IMPLI O T BOOLEAN P . restrlctlonsAppnyIagtomdlcatewhether restrictions apply for the use of
retentionSupported | 8] I MPLI CI T BOOLEAN, the extended service.
vai t Action [9] ! NP";}LF{ ;uLgEFtGE?{ (1 « feeApply flag to indicate whether fees applies for the use of the extended

gm t Ngt Support ed (2) : » availableflag to indicate if the extended service is available.
epends 9 . . . . . .
no?Sayi ng E 5; } » retention flag to indicate if retention is supported by the extended service.

* waitAction alowsto designate the level of wait-action supported for an
extended service. For CIP waitSupported or waitAlways are the only two
alternatives.

e description provides a human readable text to the client.
« gpecificExplain includes explain elements specific to this extended services.
e esASN isthe ASN.1 module for the Explain definition.

-- to get all elenents except ’'specificExplain’, use esn 'asn’
esASN [12] I MPLI Cl TInternational Stri ng OPTI ONAL
-- the ASN. 1 for this ES
}
CategoryL.ist

This provides information about which Explain categories are supported by the target. There is one CategoryList Explain record per target (Retrieval

Manager).

The primary use of the CategoryList isto allow clientsto learn about Explain categories and any extensions supported by the target.
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Table 3-40: CategoryL ist

ASN.1 Definition M eaning
Cat egoryLi st ::= SEQUENCE { . . : .
commoninfo  [0] IMPLICIT Commonl nfo OPTHONAL, The CategoryL ist Explain record consisis of:
-- Only one record expected per Explain database. Al elenents e commonlnfoholds genera information (see detailsin Section 3.5.9.2.4.)
-- appear in brief presentation. . . . .
categori es [1] I MPLICI T SEQUENCE OF Categorylnfo } For each of the supported explain information categories of the Retrieval

Manager a Categorylnfo element is provided in categories.

Categorylnfo ::= SEQUENCE { Each Categoryl nfois defined as:

cat egory [1] IMPLICIT International String,
ori gi nal Cat egory [2] IMPLICIT International String OPTI ONAL, e category isthe search term used in conjunction with the use attribute of
description [3] IMPLICIT HumanString OPTI ONAL, Explain category to search for records of this category.
asnlModul e [4] IMPLICIT International String OPTI ONAL} P egory egory

« originalCategory isthe original search term. (Thisis needed only for
information categories where the Retrieval Manager is supporting arevision
of the original definition of a category).

» description of the category.

e asnlModuleisthe ASN.1 definition of the record for this category.

3.5.9.2.2 CIP Data|nformation

Static information can be stored to enable the client to understand entities specific to the target Retrieval Manager, so allowing the client to use Retrieval
Managers without having a priori knowledge of CIP related data definitions.

Attribute sets information, tag sets information, schema information and record syntaxes are particularly important Explain concepts for Z39.50 and the CIP.
The information contained in Appendices A, B and C provide inputs for the definition of a CIP Explain database. There are six types of CIP data
information: RecordSyntax| nfo, Schemal nfo, Unitl nfo, AttributeSetl nfo and TagSetl nfo.

RecordSyntaxl nfo

This provides descriptive information about a record syntax. A record syntax is an abstract syntax requested by the origin (client) or used by the target to
represent retrieval records. In CIP the following record syntaxes are supported: Explain, SUTRS, GRS-1 and Extended Services. For each of these record
syntaxes there will be one RecordSyntaxI nfo Explain record defined per Retrieval Manager.

The RecordSyntaxInfo isimportant for the client to be able to understand the format of the retrieval records (even if these formats are defined in this
specification, it permits greater flexibility for the future.
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Table 3-41: RecordSyntax!nfo

ASN.1 Definition

M eaning

RecordSyntaxl nfo ::= SEQUENCE {
commonl nf o [0] IMPLICIT Commonl nf o GPTH-ONAL,
- Key elements follow
recor dSynt ax [1] IMPLICI'T OBJECT | DENTI FI ER,
- Non-key brief elenents follow
nane [2] IMPLICIT International String,
- non-brief elenents follow
t ransf er Synt axes [3] IMPLICIT SEQUENCE OF OBJECT | DENTI FI ER OPTI ONAL,
description [4] IMPLICIT HumanString OPTI ONAL,

asnlModul e [5] IMPLICIT International Stri ng OPTI ONAL,

abstract Structure [6] IMPLICIT SEQUENCE OF El enent | nfo OPTI ONAL

- Omtting abstractStructure only nmeans target isn't using Explain to
- describe the structure, not that there is no structure.

Each RecordSyntaxInfo Explain Record consists of:
« commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)
« recordSyntax, which isthe object identifier of the abstract record syntax.
e nameby which the abstract record syntax is known.

« transfer Syntaxesincludes all object identifiers of the transfer syntaxes that
are supported for this abstract record syntax

e description is ahuman readable textual description of the abstract record
syntax.

e ansl Moduleis ASN.1 definition of the abstract record syntax.
e abstractStructureisthe record structure defined by this syntax.

AttributeSetl nfo

An important requirement of the CIP isto provide data definition access and retrieval to the client for visibility to the end user. Thisis supported viathe
AttributeSetl nfo Explain data. Inputs for the AttributeSetl nfo Explain data is provided in Appendix A.

This provides descriptive information about a target attribute set, with one record per supported attribute set. An attribute set is a set of attribute types, and
for each one of these types, aset of attribute values. Each type is represented by an integer, unique within that set and each value for a given typeis unique

within that type.

The definition of attribute sets via the Explain database is a crucial concept for the CIP. An attribute set is defined for each collection so that the searchable
attributes for the collection and/or the products it contains are defined and can be accessed via the Explain facility, i.e. data can then be retrieved for use by

the client and the Retrieval Manager itself, to aid data searching.

Note that not all of the information is mandatory for the CIP (e.g. description), but for effective administration, the additional information could be provided.
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Table 3-42: AttributeSetl nfo

ASN.1 Definition

M eaning

nane

AttributeSetinfo :
comonl nfo [0]

attributeSet [1]

attributes [3]

description [ 4]

: = SEQUENCE {
I MPLI CI' T Commonl nf o GPT-ONAL,
Key el ements follow
IMPLICIT AttributeSetld,
non-key brief elements follow
[2] IMPLICIT International String,
non-brief elements follow
I MPLICI' T SEQUENCE OF AttributeType OPTI ONAL,
-- mandatory in full record
I MPLICI T HumanString OPTI ONAL}

Each AttributeSetl nfo consists of

Appendix A. providesinput for the elementsin AttributeSetl nfo.

commonl nfoholds general information (see detailsin Section 3.5.9.2.4.)
attributeSet which defines the object identifier for the specific attribute set.
name of the attribute set.

for each AttributeType (e.g. Use, Relation) existing in the attribute set an
entry is provided in attributes.

description in human readable form of the attribute set.

AttributeType :

: = SEQUENCE {
nane [0] International String OPTI ONAL,
description [1] HumanSt ri ng OPTI ONAL,

attributeType [2]
attributeValues [3]

I NTECGER,
SEQUENCE OF Attri buteDescription}

For each attribute type available in the attribute set an AttributeTypeentry is
provided. The AttributeType entry is a combination of:

the name of the attribute type (e.g. Use, Relation , Truncation, Structure)

ahuman readable description of the attribute type, describing how the
specific attribute type is used.

an integer value for the attributeType (e.g. Use attribute has integer value
“1”, Relation attribute has integer value “2”).

attributeValuescontains a list of attributes descriptions of that specific type.

AttributeDescription ::= SEQUENCE {
nane [O] IMPLICIT International String OPTI ONAL,
description [1] I'MPLICI T HumanString OPTI ONAL,
attri buteVal ue [2] StringOr Nureric,
equi val ent Attri butes [3] IMPLICIT SEQUENCE OF StringOr Nurmeric

OPTI ONAL
-- each is an occurrence of  attributeVal ue’
-- for a different attribute. Equivalences |listed here should be
-- derived fromthe attribute set definition, not froma particul ar
-- server’s behavior.

}

fromAttributeDescription

AttributeDescription contains:

thename of an attribute of a particular attribute type (e.g. the name of an
attribute of attribute type “Structure” would be “Word”).

adescription of an attribute of a particular attribute type
attributeValue contains the value of the attribute
equivalentAttributeslist the names of equivalent attributes

Unitlnfo

This provides information about unit system definitions supported by the Retrieval Manager. Numeric terms can then be specified by the client and the CIP
can use information provided in a Unitl nfo Explain record to interpret the search and results without needing to understand it.

An example of aunit type could be length and a value metres.
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The UnitInfo is an example of the power of the Explain database, where data retrieved from the Explain database can help the CIP user to understand
specifics (e.g. via human understandabl e explanatory texts) of the target data which can vary from server to server, without the client needing to understand

the differences.

Table 3-43: Unitlnfo

ASN.1 Definition

Meaning

Unitinfo ::= SEQUENCE {
comonl nf o [0] IMPLICIT Conmonl nf o OPTFHONAL,
- Key elenments follow
uni t System [1] IMPLICIT International String,
- No non-key brief elenents
-- Non-brief elements foll ow
description [2] IMPLICIT HumanString OPTI ONAL,
units [3] I'MPLICIT SEQUENCE OF UnitType OPTI ONAL }
-- mandatory in full record

A Unitlnfo Explain record includes:
« commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)

» thenameof the unit system . In CIP the 1SO 2955 unit system must be
supported in order to be compatible with the CCSDS DEDSL
standardPEPSHy,

e adescription of the unit system .
e unitsincludesthelist of al UnitType supported by the unit system

nane [ 0]
description [1] IMPLICI T HumanString OPTI ONAL,
uni t [2] StringO Nurmeric}

IMPLICIT International String OPTI ONAL,

Uni t Type ::= SEQUENCE { ; : -
name [0] IMPLICIT International String OPTI ONAL, Each UnitType consists of the following:
description [1] IMPLICIT HumanString OPTI ONAL, * nameof the unit type, e.g. "Acceleration”, Energy”, “Frequency”, “Length
uni t Type [2] StringOrNuneric, ] “Mass”, “Time”, “Velocity”, “Volume”.
units [3] IMPLICIT SEQUENCE OF Units} Lo .
e adescription of the unit type
e theunitType
« unitsincludes the list of alUnits
Units ::= SEQUENCE {

For each of thénits the following information is included:

« nameof the unit (e.g. for unit type “Length” a name of a unit might be
“meter”).

e unitdescription
¢ unit includes the value of the unit

TagSetinfo

This provides information about tag sets. There is one such Explain record per tag set. A tag set provides tag values and recommended data types for a set of

elements. Inputs for the TagSetl nfo datais provided in Appendix B.

Each element in a database record istagged and the tag acts as an identifier for the element. The numeric tag is understood both by the client and the

Retrieval Manager.
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Table 3-44: TagSetl nfo

ASN.1 Definition M eaning
TagSet I nfo ::= SEQUENCE { ; ; .
conmonl nf o [0] IMPLICIT Commonl nfo OPTHONAL, A TagSetinfo Explain record includes:
- Key elenents follow « commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)
t agSet [1] I MPLICIT OBJECT | DENTI FI ER, . i . . e
~ non-key brief elenents fol | ow * tagSet which specifiesthe tag set object identifier
nanme [2] IMPLICIT International String, « thenameof thetag set.
- non-brief elenents follow .
description [3] IMPLICIT HumanString OPTI ONAL, * ahuman readable textual description of the tag set
el ement s [4] L:\’E:}Lnot IaﬁsQUENCE[ ?]: IS“E/%_JIE(’\:"CE fnt or nat i onal St ri ng . elementsprovidesalist of all elementsincluded in the tag set. For each
ni cknanes [2] IMPLICIT SEQUENCE OF ' element the following information isincluded:
International String OPTI ONAL, « eementNameis the name of the element. This is the ‘Name’ semanti
el enent Tag [3] StringONuneric, attribute
description [4] IMPLICIT HumanString OPTI ONAL, ) ' ) o )
dat aType [5] PrinmitiveDataType OPTI ONAL, * nicknamesdefine alternate names for the element. This is the ‘Alias’
-- |If the data type is expected to be structured, semantic attribute.
- that is described in the schema info, and . . Lo -
- datatype is onitted here. + elementTag specifies the tag assigned to the element (i.e. identificatign of
ot her Tagl nf o O her | nf or mat i on OPTHONAL} the element).
OPTI ONAL} < description of the element. This is the ‘Description’ semantic attribute

« dataType of the element (e.g. “numeric”, “octetstring™). A definition of
PrimitiveDataTypeis given in Section 3.5.9.2.4.

e otherTaglnfo allows the specification of additional information about &n
element. This is used by the CIP to include the semantic attributes which
are not covered by the Z239.50 standard using the
‘AdditionalSemanticAttributes’ EXTERNAL (see Appendix E).

Schemal nfo

A database schema enables common understanding to be shared by the client and server of information contained in database records at the server. This
allows subsequent selection of portions of that information viaan element specification. A schema defines an abstract record structure, which when applied
to a database record, results in an abstract database record. Inputs for the Schemal nfo is provided in Appendix C.

The schema defines the tags used in the database records. Numeric tags can be selected from the CIP tag sets or they may be defined for a given database or

set of databases. Thereis one Explain record for each schema supported by the target.

The CIP provides schema information indirectly with use of the tag set information, as follows: For the tag path, information required is tagType, tagValue
and appropriate information about the data type (e.g. structured or primitive where examples of possible primitive typesinclude octetString, numeric, date,

string, OI D, intUnit, etc.).
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Table 3-45: Schemal nfo

ASN.1 Definition M eaning
Schemal nfo ::= SEQUENCE { ; ; .
conmonl nf o [0] IMPLICIT Commonlnfo OPTI ONAL, A Schemal nfo Explain record consists of:

- Key elenents follow « commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)
sch?[mNon_ key bE ilLfI ZFZ:T,SLISO]«B‘;FFZV\: DENTI FI ER, » schema specifies the object identifier, which is used to uniquely identify the
name [2] IMPLICIT International String, schema.

- Non-brief elenents follow .
description  [3] INPLICIT HumanString OPTI ONAL, the nameof the schema
tagTypeMapping [4] | MPLICI T SEQUENCE OF SEQUENCE { e ahuman readable textual description of the schema.

tagType 0] IMPLICIT I NTEGER, . ) .

t ags)étp E 1} I MPLI G T OBJECT | DENTI FI ER GPTIONAL, e tagTypeM apping gives the mapping bet_\/\{een the tagSet and_thetagType.
- If tagSet is omtted, then this tagType is for a Moreover, it indicates if the tagSet identified by the tagTypeis considered as
- tagSet Ibocal Ify defi geg withiﬂ the ﬁchemi t hat the defaultTagType. Note that the CIP tagSet {ANSI-standard-239.50 14
- cannot be referenced by another schena. icidentifi ;

def aul t TagType  [2] INPLICIT NULL OPTI ONAL} . 2000 99 1} isidentified by tagType4and isthe defauItTagT_ype

recordStructure [5] I MPLICI T SEQUENCE OF El ement | nf o OPTIONAL} e theabstract recor dStructur edefined by the schema. The details of the
Elementinfo are provided in Section 3.5.9.2.4.

3.5.9.2.3 Target Database Information

The majority of the dynamic content of an Explain database relates to a database or set of databases (i.e. collections) and the associated services (i.e. a
catalogue) on atarget server (Retrieval Manager). Each database is described by a Databasel nfo record and additional records describe specific aspects of
the database. Thisincludes query details, term (index) lists, sorting details, processing information etc. By accessing and retrieving such data, an end user can
form more appropriate search queries and increase the success and accuracy of search results.

Databasel nfo
This provides detailed descriptions of Retrieval Manager target databases, database related restrictions and parameters.

The key databases form pertinent to the CIP domain are databases of archive catalogue information e.g. a collection of product descriptors that describe data
that can be retrieved from archives (i.e. aarchive collection). In the CIP domain all collections (terminal and non-terminal) are considered as databases.
There is one Databasel nfo Explain record for each database supported. This record islocated in the Explain database of the target in which the collectionis
defined, i.e. in the local Explain database for local collections and in the corresponding remote Explain database for aremote collection. On initialisation of
a Z-association, relevant database information can be retrieved from the Explain database and made available to the client and end user to confirm database
information at the target.
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Table 3-46: Databasel nfo

ASN.1 Definition

Dat abasel nfo :

Meaning

: = SEQUENCE {
-- Atarget may provide "virtual

dat abases" that are conbinations of

A Databasel nfo Explain record includes:

i ndi vi dual dat abase. These databases are indicated by the
presence of subDbs in the conbinati on database’s
Dat abaseDescri pti on.

conmmonl nf o

nane

[0]

-- Key elenments foll ow

[1]
[2]

I MPLI CI' T Commonl nf o OPTHONAL,
| MPLI CI' T Dat abaseNane,

-- Non-key brief elenments follow
expl ai nDat abase

| MPLI CI' T NULL OPTI ONAL

-- If present, this database is the Explain
-- database, or an Expl ai n database for a
-- different server, possibly on a

-- different host. The neans by which that
-- server may be accessed is not addressed
-- by this standard. One suggested

-- possibility is an inplenmentor agreenent
-- whereby the database nane is a url which
-- may be used to connect to the server

ni cknanes 3] | MPLI CI' T SEQUENCE OF Dat abaseNanme OPTI ONAL,
i con 4] IMPLICIT | conObj ect OPTI ONAL,
user-fee 5] I MPLI CI' T BOOLEAN,
avai |l abl e [ 6] | MPLI CI T BOOLEAN,
titleString [7] I MPLICI T HumanString OPTI ONAL,
-- Non-brief elements follow
keywor ds 8] | MPLI G T SEQUENCE OF HumanString OPTI ONAL,
description 9] I MPLICI T HumanSt ri ng OPTI ONAL,
associ at edDbs 10] | MPLICIT DatabaseLi st OPTI ONAL,
-- databases that may be searched in
-- conbination with this one
subDbs [11 I MPLI CI' T Dat abaseLi st OPTI ONAL,
-- When present, this database is a
-- conposite representing the conbi ned
-- databases 'subDbs’. The individual subDbs
-- are also avail abl e.
di scl ai ners 12 I MPLI CI' T HumanString OPTI ONAL,
news 13 I MPLICI T HumanSt ri ng OPTI ONAL,
recor dCount 14 CHO CE {
act ual Nunber [0] IMPLICIT I NTEGER,
approxNumber  [1] | MPLICI T | NTEGER}
OPTI ONAL,
def aul t Or der 15 I MPLI CI T HumanString OPTI ONAL,
avRecor dSi ze 16 I MPLI CI T | NTEGER OPTI ONAL,
maxRecor dSi ze 17 I MPLI CI' T | NTEGER OPTI ONAL,
hour s 18 I MPLICI T HumanStri ng OPTI ONAL,
best Ti me 19 I MPLI CI' T HumanString OPTI ONAL,
| ast Updat e 20 IMPLICIT GeneralizedTi me OPTI ONAL,
updat el nt er val 21 IMPLICIT IntUnit OPTI ONAL,

commonl nfoholds general information (see detailsin Section 3.5.9.2.4.)

Full database name (only one). When Databasel nfo describes a collection,
name contains the collection descriptor identifier (i.e. the value of the
ItemDescriptorld schema element).

The name of ‘pseudo’ default databases starts witleF-DB’. The default
database that encompasses the complete CIP requirements has the res
name ‘DEF-DB-CIP’.(More detailed explanation is available under
TermListinfo and AttributeDetails Explain records).

explainDatabasestates whether the database is a Explain database, possibly
of adifferent server. (Note that thiswill always be MISSING as the Explain
database itself will not bein the Explain).

nicknamesprovides alist of short alternate names for a database

icon allows the specification of an icon object for representation of the
database (in machine presentable form).

user-feeindicates whether costs are associated with the access to this database.
availableindicates whether the database is available for access.

titleString includes a human readable name or title for the database (as
opposed to the database name, which is meant to be short and not language
dependent). When Databaselnfodescribes a collection, titleString contains
the collection descriptor name (i.e. the value of the ItemDescriptorName
schema element).

keywords provide an indication of whether the database also has a special
purpose, in addition to being a target database, such as being a ‘key ac
point’ or ‘root collection node’. The value for keywords are:

« KEY: a key access point

« ROQOT: for the root collection nodef the CIP domainvithin thetarget
Retrieval Manager

Thekeywordsfield is also used to state if a database (collection) uses a
default or if it has its owi ermListlnfo Explain record. If a default is used
the value TermListInfo = <Name of Default Database>" is provided in the
keywordsfield. Note that for <Name of Default Database the name of the
default database must be inserted. More detailed description is provided under
the TermListInfo explain record.

rved

CEess

An analogue use of the keywordsfield is madein the case that default options
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ASN.1 Definition

Meaning

cover age
proprietary

copyri ght Text

copyri ght Noti ce

producer Cont act I nf o

suppl i er Cont act | nfo

subm ssi onCont act | nf o
-- accessinfo lists

accesslnfo

[22]
[23]

[ 24]
[ 25]
[ 26]
[27]
[ 28]

itens connected with the database. All
-- should be in the target’s Accessl nfo.

[29]

I MPLICI' T HumanString OPTI ONAL
I MPLI CI T BOOLEAN OPTI ONAL,

-- mandatory in full record

I MPLICI T HumanStri ng OPTI ONAL
I MPLICI T HumanStri ng OPTI ONAL
I MPLICI T Contact!nfo OPTI ONAL
| MPLICI' T Contact!nfo OPTI ONAL
I MPLICI T Contact!nfo OPTI ONAL

I MPLI CI' T Accessl nf o GPTHONAL}

listed itens

are used for the provision of AttributeDetails. If adefault isused the value
“AttributeDetails = <Name of Default Database >” is provided in the
keywordsfield. A more detailed explanation is provided under
AttributeDetails explain record.

The keywor dsfield may optionally include other values that are significant to
thelocal catalogue system, which would be ignored by a generic CIP
client/sever.

human readable description of the database

associatedDbsindicates the databases that the target allows (and possibly
encourages) to be searched in combination with the database described.

subDbsis used when the Databasel nfo describes a collection.
subDbsalowsto simplify the origin’s configuration with regards to the col-
lection hierarchy. SubDbsis empty if the collectionis aterminal collection.
Otherwise, SubDbs contains the list of the collection descriptor identifiers at
the next lower level in the collection hierarchy (i.e. areference to the name of
the Databasel nfo record for the collections at the next lower hierarchical
level).

any disclaimer s concerning this database.

news about the database are not needed since all collections have the last date
of modification/creation associated with them.

recor dCount provides an exact (actualNumber) and approximate
(approxNumber) record count for the database (collection).

defaultOrder specifies the default order in which the records are returned.
avRecor dSizeis an estimate of the average record size in bytes

maxRecor dSize specifies the maximum record size in bytes.

hour s of operations is not needed for the database. Only for the Retrieval
Manager thisinformation is provided (see Targetlnfo).

bestTime of access to the database.

Update, updatel nterval, coverage, proprietary, copyrightText,
copyrightNotice, producer Contactl nfo, supplier ContactL astnfo,

submissionContactlnfois not needed for the CIP, sinceit is already provided
in the Collection descriptor.

accessl nfo provides details about the query types, schemas, attribute sets,
record syntaxes, etc. related to the database. Details can be found in Section
3.5.9.2.4. Thisfeature is mandatory since Accessl nfo provides information
about the schemas, attribute sets, etc. which is needed to dynamically
configure aclient.
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AttributeDetails

This provides information for each attribute. According to Z39.50 there should be one AttributeDetails Explain record for each supported database
(collection).

For CIP, this principle has been slightly altered, since frequently databases (collections) held within one Retrieval Manager and even across Retrieval
Managers use the same subset of CIP (or local) attribute combinationg/attribute sets. In order to avoid unnecessary duplication of information,
AttributeDetails Explain records (for ‘pseudo’ defaultiatabases) can be established. These defaults lists can then be referenced by alhthbases
(collections) to which the default option applidse following procedure must be followed to create and reference datuituteDetails Explain records:

* a‘pseudo’ defaultlatabase must be first created. The name of any defdatiibase must start withDEF-DB’. The special default database that
covers all CIP requirements is given the reserved nddie=-DB-CIP'.

» aDatabaselnfo Explain record (using the previously defined name) is created for the defatalbase.

» a defaultAttributeDetails Explain record that encompasses all the desired options is then createdafEbaseName that is included in the default
AttributeDetails Explain record refers to the defautfatabase.

« when anothedatabase (collection) wants to use this defalttributeDetails Explain record, it needs to insert in the keyword field of its
Databasel nfo Explain record the following statement:AttributeDetails = < Name of Default Database>, where < Name of Default Database>
must state the name of the defalatabase (e.g.' DEF-DB-CIP’).

» for any database (collection) that refersto adefault AttributeDetails Explain record viathe keyword field in the its Databasel nfo Explain record , no
own AttributeDetails Explain record needs to be defined.

Inputs for the AttributeDetails is provided in Appendix A.
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Table 3-47: AttributeDetails

ASN.1 Definition

AttributeDetails :
comonl nfo

dat abaseNane

attri but esBySet

attri but eConbi nati ons

M eaning

= SEQUENCE {

[0] IMPLICIT Commonl nf o OPT-ONAL,

Key el ements follow

[1] I MPLICIT Dat abaseNane,

Non-brief elenments follow

I MPLICI T SEQUENCE OF AttributeSetDetails
OPTI ONAL,

mandatory in full record

I MPLICIT AttributeConbi nati ons OPTI ONAL}

[2]

(3]

An AttributeDetails Explain record contains:

« commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)

« databaseNameindicates the name of the database to which this attribute
information applies. In the case that default attribute details are created, the
name of a‘pseudo’ database is inserted here. Ga@baseNameof such
‘pseudo’ (default) databases must start WREF-DB'. A ‘pseudo’ database
that supports the complete CIP requirements must haviataleaseName
‘DEF-DB-CIP’.

e attributesBySetdefines for each attribute set supported by the database their
AttributeSetDetails.

« attributeCombinations which lists all attributes combinations supported for
the database.

AttributeSetDetails ::= SEQUENCE {
attribut eSet [0] IMPLICIT AttributeSetld,
attributesByType [1] IMPLICIT SEQUENCE OF Attri buteTypeDetail s}

AttributeSetDetails provides for each attribute set supported by the database:
e attributeSet which isthe object identifier of the attribute set.

e attributesByType which describes each single attribute type supported in the
attribute set.

AttributeTypeDetails :
attributeType
defaultIfOrtted
attributeVal ues

-- fully supported,

1 = SEQUENCE ({
[ 0]
[1]

_ [2] |

If no attributeVal ues are supplied,

and the descriptions in AttributeSetlnfo are adequate

I MPLI CI T | NTEGER,

IMPLICIT OnittedAttributelnterpretati on OPTI ONAL,
I MPLICI' T SEQUENCE OF Attri buteVal ue OPTI ONAL }
all values of this type are

For each attribute within the set  AttributeTypeDetails includes:
< attributeType which provides the type of the attribute, e.g. ‘Use attribute

« defaultlfOmitted which specifies the default value that is applied if the
attribute is omitted and which provides a description of the default behav

e attributeValueswhich provides details on the attribute value.

jour.

def aul t Val ue

def aul t Descri ption

OmttedAttributelnterpretation :

1= SEQUENCE {
[0] StringOrNuneric OPTI ONAL,
-- Adefault value is listed if that’s how
-- the server works
I MPLICI T HumanString OPTI ONAL }
The human-readabl e descri ption shoul d
generally be provided. It is legal for
both default elements to be m ssing,
whi ch neans that the target will allow
the attribute type to be omitted, but
isn’t saying what it will do.

[1]

TheOmittedAttributel nterpretation provides:
« defaultValuewhich specifies the default value the Retrieval Manager will
in the case that the attribute is omitted.
e defaultDescription which provides a human readable description of the
default behaviour.

use
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ASN.1 Definition

Attri buteVal ue :
val ue
description
SubAttri butes
superAttributes
parti al Support

- conposite databases:
- sonme of the subDbs support the attribute,

Meaning

= SEQUENCE {

[0] StringOrNuneric,

[1] IMPLICI T HumanString OPTI ONAL, .

[2] IMPLICIT SEQUENCE OF StringO Numeric OPTI ONAL,

[3] IMPLICIT SEQUENCE OF StringQrNumeric OPTI ONAL, .

[4] I'MPLICIT NULL OPTI ONAL

partial Support indicates that an attributeValue is accepted, but may not
- be processed in the"expected" way. One inportant reason for this is
in this case partial Support may indicate that only

and others ignore it. o

In AttributeValuethe following elements are provided for attribute value:

value gives the attribute value.
ahuman readabl e text description of the attribute.

subAttributes (applies for Use attributes) lists alternative values (different
Use attributes) that allow access to the same aspect of the record, but in a
greater detail.

super Attributes (applies for Use attributes) lists alternative values that allow
access to the same aspect of the record, but in a coarser detail.

partialSupport states whether the value is only ‘partially supported’. This
mandatory for local attributes.

TermListlnfo

This providesinformation about the lists of valids that are available for a specific database (collection). According to Z39.50%*%% there should be one
TermListlnfo Explain record for each supported database (collection).

For CIP, this principle has been slightly altered, since frequently databases (collections) held within one Retrieval Manager and even across Retrieval
Managers use the same set of CIP or local lists of valids. In order to avoid unnecessary duplication of information, default lists of valids, that means default
TermListlnfo Explain records (for ‘pseudo’ defaultiatabases) can be established. These defaults lists of valids can then be referenced by ditébases
(collections) to which the default option appliése following procedure must be followed to create and reference deéamilt istlnfo Explain records:

» a ‘pseudo’ defaultlatabase must be first created. The name of any defdatiibase must start withDEF-DB’. The special default database that
covers all CIP requirements is given the reserved nddi=-DB-CIP’.

» aDatabaselnfo Explain record (using the previously defined name) is created for the defatalbase.

» adefaultTermListlnfo Explain record that encompasses all the desired lists of valids is then createdafEiaseName that is included in the
defaultTermListlnfo Explain record refers to the defauttatabase.

* when anothedatabase (collection) wants to use this defalikrmListl nfo Explain record, it needs to insert in the keyword field of Retabasel nfo
Explain record the following statement:T'ermListInfo = < Name of Default Database>, where < Name of Default Database> must state the name
of the defauldatabase (e.g.DEF-DB-CIP”).

« for any database (collection) that refers to adefault TermListlnfo Explain record viathe keyword field in the its Databasel nfo Explain record , no
own TermListInfo Explain record needs to be defined.

Note that for each term list that isreferred to in termLists an associated TermListDetails Explain record must exist.
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The CIP lists of valids, input to TermListDetails, aredefinedin[VALID]. Notethat lists of valids that are not yet availablein [VALID] areinserted into the

Explain database in the same way as the CIP ones.

Table 3-48: TermListlnfo

M eaning

ASN.1 Definition
Termlistinfo ::= SEQUENCE{
comonl nf o [0] I MPLI CI' T Conmonl nf o OPTHONAL,
-- Key elenents follow
dat abaseNanme [ 1] | MPLI CI T Dat abaseNane,
-- Non-key brief elements follow
termlists [2] I'MPLICI T SEQUENCE OF SEQUENCE{
name [1] IMPLICIT International String,
title [2] IMPLICIT HumanString OPTI ONAL,
-- Title is for users to see and can
-- differ by |anguage.
-- Nanme, on the other hand, istypically
-- a short string not necessarily neant
-- to be human- readable, and not
-- variable by | anguage.
sear chCost [3] I'MPLICIT | NTEGER {
optim zed (0),
-- The attribute (or conbination)
-- associated with this list wll
-- do fast searches.
nor nal (1),
-- The attribute (conbination) wll
-- work expected. So there's
-- probably an index for the
-- attribute (conbination) or sone
-- sinmilar nmechani sm
expensi ve (2),
-- Can use the attribute
-- (conbination), but it might not
-- provide satisfactory results.
-- Probably there is no index, or
-- post-processing of records is
-- required.
filter (3)
-- can't search with this
-- attribute (conbination) al one.
} OPTI ONAL,
scanabl e [4] I MPLICI'T BOOLEAN,
-- "true’ neans this list can be
-- scanned.

An TermListInfo Explain record contains:

commonl nfoholds general information (see detailsin Section 3.5.9.2.4.)

databaseNameindicates the name of the database (collection) to which this
term list information applies. In the case that a default term list information is
created, the name of a ‘pseudo’ database is inserted here. The databasg
of such ‘pseudo’ (default) databases must start with ‘DEF-DB’. A ‘pseud
database that supports the complete CIP requirements must have the
databaseName ‘DEF-DB-CIP’.

termLists providesinformation on al the term lists that are available for the
database (collection):

e nameprovides the name of aterm list that is supported by the database.
Details about the list are defined in the associated TermListDetails
Explain record. A namemaps always into atermListNamein the
TermListDetails Explain record. Note that in CIP in the most cases
(exception are hierarchical valids) the namemaps directly to the name of
ause attribute (either CIP or locally defined).

« title providesthetitle of thelist (possibly in different languages).

e searchCostgives indications about the performance of searches using the
attribute associated with this list.

¢ scanablestates whether this list can be scanned. The value ‘true’ indj
that it can be scanned.

Name

cates
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ASN.1 Definition
br oader

narrower

- no non-brief elenents

}

[5] IMPLICIT SEQUENCE OF

Inte
[6] I MPLI
Inte

rnational String OPTI ONAL,
Cl T SEQUENCE OF

rnational String OPTI ONAL
broader and narrower |i st

- alternative termlists related to
- this one. The termlists so |listed
- should also be in this ternLists

- structure.

M eaning

broader indicates an alternate ‘broader; list that is related to this one|
narrower indicates an alternate ‘narrower’ list that is related to this ofje.

TermListDetails

For each term list (list of valids) that is available, a TermListDetails Explain record is created. Note that this applies equally to CIP defined and locally
defined lists of valids. The CIP lists of valids are defined in [VALID].

In order to support an hierarchical approach to keywords, where the appearance of aterm list is dependent on the valid (sampleTerm) of a parent term list, the

following procedures is defined:

» for the ‘child’ term list a statement is inserted in thescription in theTermListDetails Explain record that states the condition of the ‘parent’ term
list (the valid of the ‘parent’ term list) that triggers the appearance of the ‘child’ term list.

» the statement must use the following convention:

« (WHERE <Name of parent term list > = <valid>)’

» <Name of parent term list¥provides the name of the parent term list and

« <valid>refersto the sampleTerm of the parent term list that triggers the appearance of the current term list

» for examplein [VALID]: “Aerosols, Air Quality, Altitude, Atmospheric Chemistry, ....” only appear under the conditéhERE
TopicKeyword = ATMOSPHERE)).
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Table 3-49: TermListDetails

ASN.1 Definition M eaning
TermlistDetails ::= SEQUENCE{ -- one for each ternlList in TernListinfo ; ; ; -
conmonl nf o [0] INPLICIT Conmonl nfo OPTIONAL, An TermL istDetails Explain record contains:

- Key elenents follow « commonlnfoholds general information (see detailsin Section 3.5.9.2.4.).
t ermLi st Nane [1] IMPLICIT International String, . . . . .

- Non-key el enents (all non-brief) follow . terlestNamepro_wdesthg name_of thet_erm list. Notet_hat in CIPinthe
description [2] IMPLICIT HunanStri ng OPTIONAL, most cases (exception are hierarchical valids) the termListName maps
attributes [3] IMPLICIT AttributeConbinations OPTHONAL, directly to the name of a use attribute (either CIP or locally defined).

- Pattern for attributes that hit this list. T . _
- Mandatory in full record . deﬁcrl_ptlonls_normal_ly used to‘prowdefrt_ae‘format desc_rlptlvetext about the
scanl nfo [4] I'MPLICIT SEQUENCE { term list. For hierarchical term lists, description is used in order to state under
”H>|<|5t ?PSI Zse [[(i]] || '\r\//PI;II__II gTI' |HNTEG|§|$ CPTI % which condition of its parent list the term list appears (for more details see
col | ati ngSequence unanst ri ng ONAL, .
i ncr easi ng [2] IMPLICIT BOOLEAN CPTI ONAL} description above table)
. ) . OPTI ONAL, e attributesmaps aterm list to a single use attribute in one combination. (Note
- OQccurs only if list is scanable. ) ; that in theory aterm list could be mapped to a particular combination of use
= i st 1S seemzs) @ enel T sean nie 16 o tEee, and relation attributes. Or asingle term list could be mapped to many single
- target doesn’t consider these inportant. - L . . .
estNumber Terms  [5] | MPLICI T | NTEGER OPTI ONAL, use attribute combinations. But in the CIP, only the mapping of one term list
sanpl eTer ns [6] IMPLICIT SEQUENCE OF Ter m OPTIONAL} to asingle use attribute is used).

» scanlnfo provides information related to the scanning of the list.
e maxStepSize states the maximum step size that is supported.

» collatingSequence describes the collating sequence (e.g. ASCII,
EBCDIC) in human readable text.

e increasing describesin which order (descending or ascending) is used.
* estNumber Termslists the estimated number of termsin the list.
e sampleTermslistsall thevalidsthat are included in the list.

RetrievalRecordDetails

This provides descriptive information about the elements of aretrieval record (elements are relative to a database schema). There is one such Explain record
for each database for each record syntax. Inputs for the Retrieval RecordDetails are provided in Appendices B and C.

For retrieval of collection information, CIP element sets will be defined in the Explain database. A ‘Full’ set and a ‘Brief’ set are defined as defaults. The
Full set will be the default for a full retrieval and the ‘Brief’ set will be the default for a brief retrieval. A ‘CIP &,lBich contains all the CIP elements,
will also be defined. A ‘Summary’ set is defined for retrieving elements relevant for interoperability with Z39.50 Versifile pihere is also a ‘Browse’
set for retrieving only browse data and a ‘Local Attributes’ set for the retrieval of the definition and content of Hitrilmai@s. Also a ‘Collection
Member’ set for retrieving collection tree hierarchy information and a ‘Options’ set for retrieving the service optiondés pFanther locafetrieval
records can then be defined in tliexplain database as required by the site administrators to cover Idatgbase fields.
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It isimportant to note that retrieval record specifications can be different to the attribute sets. Although attributes are effectively the primary elements of a
retrieval record specification, additional elements associated may also be added to the retrieval record.

Table 3-50: Retrieval RecordDetails

ASN.1 Definition

M eaning

Retri eval RecordDetails ::= SEQUENCE {
commonl nf o [0] IMPLICIT Commonl nf o GPTH-ONAL,
- Key elements follow
dat abaseNane [1] I'MPLICIT Dat abaseNane,
schemn [2] IMPLICIT OBJECT | DENTIFI ER,
recor dSynt ax [3] I'MPLICI'T OBJECT | DENTI FI ER,
-- Non-brief elements follow
description [4] IMPLICIT HumanString OPTI ONAL,
det ai | sPer El enent [5] I'MPLICIT SEQUENCE OF Per El enent Detai | s OPTI ONAL

- mandatory in full record

}

A RetrievalRecor dDetailsExplain record includes:
« commonlnfoholds general information (see detailsin Section 3.5.9.2.4.)

» the databaseName schemaand recordSyntax to which the Explain record
pertains.

e ahuman readable description of the retrieval record

» detailsPer Element describes for each element contained in the syntax its
specific details. Per ElementDetailscan be found in Section 3.5.9.2.4.

ElementSetDetails

This provides detailed descriptive information about €l ement sets, with one Explain record per supported element set for each record syntax for each
database. ElementSetDetails describes the way that database records are mapped to record elements. Element set information enables the client to identify
the sets of retrieval formats that are available. For the CIP, there will be Full, CIP Full, Brief, Summary, Browse, Local Attributes, Collection Member and

Options (see Section 3.5.3.3.2 and Appendix C.4).

Element set fields will map onto elements defined in Schemal nfo. There may be additional information in the e ement set for the retrieval such as date, report

information, etc.
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Table 3-51: ElementSetDetails

ASN.1 Definition M eaning
El ement Set Detai | s :: = SEQUENCE { ; ; ; .
-- Element SetDetails describes the way that database records are nmapped to The ElementSetDetails Explain record includes:
-- record elenents. This mapping may be different for each conbination of « commonlnfoholds genera information (see detailsin Section 3.5.9.2.4.)
-- database nane and el enent set. The database record descriptionis a .« datab isth f the rel datab
-- schema, which may be private to the target. The schema’s abstract atabaseName is the name of the relevant database
-- record structure and tag sets provide the vocabulary for discussing « dementSetName isthe name of the element set.
-- record content; their presence in the Explain database does not inply he obiect identifier of th d hich thi 2 d
-- support for conplex retrieval specification. * theobject identifier of the recor dSyntax to which this Explain recor
comonl nf o [ 0] I MPLI CI' T Conmonl nf o GPTH-ONAL, pertains.
-- Key elenments follow . . e .
dat abaseNane [1] IMPLICIT DatabaseNane, the object identifier of the schemafor this element set.
el erregt Set Nane [g] | MPLI 8 T glgﬁn*ec;t Set Nane, » description of the element set
recor nt ax IMPLICIT E | DENTI FI El . . . . .
- %n_ key Brief [e| zamems fol | ow R . ddql?aEl_emmt describes for _each element contalned_lnthesyntax its
schema [4] I MPLICIT OBJECT | DENTIFI ER, specific details. Per ElementDetailscan be found in Section 3.5.9.2.4.
-- Non-brief elenents follow
description [5] IMPLICIT HumanString OPTI ONAL,
det ai | sPer El enent [6] I'MPLICIT SEQUENCE OF Per El enent Details OPTI ONAL
-- mandatory in full record
}

3.5.9.2.4 Auxiliary Definitions

Thistable includes all definitions which are used in various Explain categories, e.g. al Explain category records, have Commonl nfo records which are that
are used to hold general information about the particular category.

Table 3-52: Auxiliary Definitions

ASN.1 Definition M eaning

Commonl nfo ::= SEQUENCE { . . . S .
dat eAdded [0] INPLICI T General i zedTi me OPTLONAL, Commonlnfoisused in al Explain records. It holds the following information:
dat eChanged [1] IMPLICI T GeneralizedTi ne OPT-ONAL, e dateAdded isthe date that the Explain record has been added to the Explain
expiry [2] I MPLICI T GeneralizedTi me OPTHONAL, database.
humanSt ri ng- Language [3] | MPLI CI T LanguageCode OPTI ONAL, . . . .

-- following not to occur for brief: . » dateChanged isthe date at which the Explain record has been last modified.
otherlnfo G herlnformation GPTI ONAL} « expiry states the date after which the Explain record content will be not any
longer valid.

* humanString-L anguagerefersto the language applicable for descriptive text
in the Explain record. In CIP the mandatory language is English, so no useis
made of this feature.

e the otherlnfo provides additional information.
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ASN.1 Definition

Meaning

-- from ANSI/ NIl SO Z39. 53- 1994

Coﬂ;ﬁgt Info -:= [SE]QU:Eﬁl E:I T International String OPTI ONAL Contactlnfo provides :name, description, address, email and phone of an
description [1] IMPLICIT HumanString OPTI ONAL, ' organisation.
:ggir i E g% : %H 8: $ m?gﬁ; : gﬂalo;ﬂr iOr\]'gAL'OPTI ONAL In CIP ContactInfois only used within TargetInfo to provide details about an
phone [4] IMPLICIT International String OPTI O\IAL} organisation running a Retrieval Manager. Additional contact information can
provided in each collection descriptors.
HumanString : | ;ngl?%JENCE G[:O]SEIQ}\"/E'CFEI{T LanguageCode CPTI ONAL HumanStringis used to provide message stringsin different languages. For CIP at
t ext [1] IMPLICI T International String} ' minimum English needs to be supported. HumanString contains:
» language which specifies the language used for the text attached.
e textiswrittenin thelanguage as specified in language.
LanguageCode ::=International String

used.

Net wor kAddress ::= CHO CE {
i nt er net Addr ess

osi Present ati onAddr ess

pSel [0] IMPLICIT International String,

sSel [1] IMPLICIT International String
OPTI ONAL,

t Sel [2] IMPLICIT International String
OPTI ONAL,

nSap [3] IMPLICIT International String},

ot her [2] IMPLICQI T SEQUENCE {
type [0] IMPLICIT International String,
addr ess [1] IMPLICIT International String}}

[0] IMPLICIT SEQUENCE {

host Address [O0] IMPLICIT .
International String,
port [1] IMPLICI T | NTEGER},

[1] IMPLICI T SEQUENCE { .
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LanguageCodeidentifies (according to ANSI/NISO Z39.53-1994) what language is

Networ kAddress can be specified by one of the following options:

an internetAddress where the host address and port number are specified.
e anosiPresentationAddress

other network address specification.
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ASN.1 Definition Meaning

Accesslnfo ::= SEQUENCE { - e :
-- Accesslinfo contains the fundanmental information about what facilities A_CC?SSI nfmsusedwﬁhmTargetlnfo and Datebasel nfo. If Accessl n.fo i used
-- are required to use this target or server. For exanple, if an origin within TargetInfoit impliesthat at least one database at the Target will support the
-- can handl e none of the record syntaxes a database can provide, objects listed below. To determine which objects are supported for a particular
;][Je'r;TypgztSugggftsgd”%]tfwgﬁfgsi gg&gﬁ&bge@erywpemt ails database (collection), the client needs to retrieve the Accessl nfo for that specific
di agnost i csSet s [1] IMPLICI T SEQUENCE OF OBJECT | DENTI FI ER CPTFONAL, database (collection). Accessinfo provides:
attributeSet!ds [2] IMPLICIT SEQUENCE OF AttributeSet|d OPTH-ONAL, e queryTypesSupported which lists the different query types supported .
schenas [3] I'MPLICIT SEQUENCE OF OBJECT | DENTI FI ER OPTHONAL, . .
r ecor dSynt axes [4] IMPLICIT SEQUENCE OF OBJECT | DENTI FI ER OPTHONAL, * thediagnosticsSets supported.
res?urcted(;il | enges {2% : N'VE::: 8$ iEQJEN% tG: (3t3JECT &DEI’\"&;:_ER OPTH-ONAL, « attributeSetl dswhich identifies the attribute sets supported. For collections
restri ctedAccess CccessRrestrictl ons 0 P . . e . .
cost | nfo [8] IMPLICIT Costs OPTI ONAL, the provision of the object identifiers for attributeSetldsis mandatory.
vari ant Set s [9] IMPLICIT SEQUENCE OF OBJECT | DENTI FI ER OPTI ONAL, » al schemassupported. For collections the provision of the object identifiers
el enent Set Nanes [10] I'MPLICIT SEQUENCE OF El enent Set Nanme OPT-ONAL, i
uni t Syst ens [11] IMPLICI T SEQUENCE OF International String} for the schemasis mandatory.

« al recordSyntaxes supported

« all resourceChallenges supported.

» restrictedAccess defines the access challenges.

» costlnfo describes the costs associated with certain operations, e.g. display of
records. In CIP no costs are associated with search or display of records. The
cost associated with ordering of data products are defined in the CIP Order
Extended Services.

e variantSets provides information about the variant sets supported.

« elementSetNameslistsall the element sets supported.

e unitSystemslists al the unit systems supported.

QueryTypeDetails ::= CHO CE { - - - - )
privat e [ 0] IMPLICI T Privat eCapabilities, QueryTypeDetails provides a choice between different query types:
rpn [1] I MPLICI T RpnCapabilities, e private, iso8777, z39-58, erpn and rankedL ist are not supported by CIP.
is08777 [2] I MPLICI T | so8777Capabilities, . edin CIP
239- 58 [100] IMPLICIT HumanStri ng, * Query typerpn issupported in CIP.
erpn [101] I MPLI CI' T RpnCapabilities,
rankedLi st [102] I MPLICI T HumanStri ng}
RpnCapabi lities ::= SEQUENCE { .
oper at or s [0] IMPLICIT SEQUENCE OF | NTEGER CPTI ONAL, RpnCapabilities states what RPN capabilities are supported by CIP:
-- Omtted neans all operators are supported. « operatorsdefines what operators CIP supports. CIP supports the ‘and’, ‘d
resul t Set AsOper andSupport ed [1] I'MPLICI T BOOLEAN, and ‘and-not’ operators.
restricti onOperandSupport ed [2] I'MPLICI T BOOLEAN, )
proximty [3] IMPLICIT ProximtySupport OPTI ONAL} » result sets are supported as operands in the CIP, thus the
resultSetAsOperandSupported is always true.
* restrictionOperandSupportedis always false for the CIP.
e proximity states whether proximity is supported or not. .

=

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue | nteroperability Protocol - (CIP) Specification - Release B

June 1998

Page 3-120
CEOS/WGISS/PTT/CIP-B, Issue 2.4

ASN.1 Definition

-- syntax, or
-- other reas
schemaTags

PerEl ementDetail s ::= SEQUENCE {
name [0]
-- is appropriate.
recordTag [1]

Meaning

IMPLICIT International Stri ng OPTI ONAL,

-- If the nane is onitted, the record syntax’s name for this el enent

IMPLICI T RecordTag OPTI ONAL,

-- The record tag may be onitted if tags are inappropriate for the

if the origin can be expected to know it for sonme

on.

[2]

I MPLICI' T SEQUENCE OF Path OPTI ONAL,

-- The information fromthe |listed schema elenents is in some way
-- to produce the data sent in the listed record tag. The ’'contents’
-- elenent bel ow nay describe the |ogic used.

Per ElementDetails consists of:
¢ nameof the element.
e recordTag of the element.

e schemaTagswhich lists the schema elements that comprise the element within
the record syntax.

* maxSize which describes the maximum size of the element in bytes
* minSize which describes the minimum size of the element in bytes
e avgSizeisthe average size of the el ement.

defaul t Attri but eSet

-- default in search
| egal Conbi nati ons

es,

(0]

IMPLICIT AttributeSetld,
-- Default for the conbinations. A so probably a good choice for the

but that isn’t required.

(1]

I MPLICI T SEQUENCE OF Attri buteConbination }

maxsi ze [3 IMLGT | NER obT aL - fixedSize describes the size of the element in bytes, if the element has fixed
avgSi ze 5] IMPLICIT | NTEGER OPTI ONAL, length.
fixedSi ze 6] I MPLI CI' T | NTEGER OPTI ONAL, o i ;
r epeat abl e 8] I MPLI I T BOOLEAN, repegtablem_/hlch states whether theelemenj[ is repgatable.
required [9] I MPLI CI T BOOLEAN, e required which stateswhether the element is required.
-- 'required really nmeans that target will always supply the el enent R g
description 12] IMPLICI T HumanString OPTI ONAL, ahuman readable description of the element.
contents 13] IMPLICI T HumanString OPTI ONAL, e contents provides a description of the element
bi I'linglnfo 14] |IMPLICI T HumanStri ng OPTI ONAL, . e . SN . .
eSO RGNS 15] IMPLICIT HumanString OPTI ONAL. billingl nfo defines specific billing associated with the element
al ter nat eNanes 16] I NPUOnglTofﬁ(LJJENCE OF International String » restrictions describes the restrictions associated with the element
generi cNanes [17] |MPLICIT SEQUENCE OF International String + alternateNameswhich describes aliases under which the element is also
OPTI ONAL, known.
sear chAccess [18] IMPLICIT Attri buteConbi nati ons OPTI ONAL} «  generic names for the lement are defined in genericNames
» searchAccesswhich describes attribute combinations corresponding to this
element.
RecordTag ::= SEQUENCE { ; -
qual i fier [0] StringOrNumeric CPTIONAL, RecordTag provides for an element the following:
-- Eg. tag set for GRS-1 e aqualifier
t agVal ue [1] StringO Nurmeric} « valuefor thetagin tagValue
Attribut eConbi nations ::= SEQUENCE {

AttributeCombinationsstates what combinations of attribute types are possible.
AttributeCombinationsconsists of:

* defaultAttributeSet which identifies the default attribute set to be used.

* legalCombinationsprovides an array of all possible attribute type
combinations allowed.

AttributeConbi nation :

.= SEQUENCE OF AttributeCccurrence

-- An AttributeConbination is a pattern for |egal conbination of attributes

AttributeCombination defines alist of al possible combinations of attributes types.
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ASN.1 Defi

nition

AttributeCccurrence :

Meaning

1= SEQUENCE {
-- An AttributeOccurrence lists the |legal values for a
-- specific attribute type in a conbination.

AttributeOccurrencelist the legal values for a specific attribute typein a
combination. It consists of:

attri but eSet [0] IMPLICIT AttributeSetld OPTI ONAL, e anidentifier of the attributeSet
attributeType [1] IMPLICIT | NTEGER, ) o o )
must BeSupplied [2] IMPLICIT NULL OPTI ONAL, e aninteger number , which identifies the attributeType
attributeVvalues CHO CE { . ; ; ;
any-or-none  [3] |MPLICIT NULL, mus.tBeSupplled stat.es.whether the attribute type n@sto beprllgd.
-- Al supported values are K e attributeValues specifies the attribute values alowed in a combination.
specific [4] IMPLICIT SEQUENCE OF StringOr Numeric
-- Only these val ues all owed
1}
El ementInfo ::= SEQUENCE { - S .
el ement Nane [1] IMPLICIT International String, Element| nfo provides for an element the following information:
el enent TagPath  [2] IMPLICIT Path, « eementNamespecifies the element’'s name
dat a_Type [s] # emeﬁ Dgtm-angg, Oﬁg{ Os\lglég:i fied » elementTagPath which provides the path for that element.
required [4] I'MPLICIT BOOLEAN, « dataTypewhich gives the type of the element and states whether the elg
repeat abl e [5] I MPLICIT BOOLEAN,

description

[6] IMPLICIT HumanString OPTI ONAL}

is structured or not.
e required indicates whether the element is required or not.
* repeatableindicates whether the element is repeatable or not.
e ahuman readable textuddscription of the element

Path ::=

SEQUENCE OF SEQUENCE{

Path includes:

tagType [1] I'MPLICI T | NTEGER,
tagVval ue [2] StringO Nuneric} « an integer for théagType. In CIP thetagTypeis always 4.
« atagValue provides the tag valuef the specific element
El emrent Dat aType ::= CHO CE{ : —
primtive [0] IMPLICIT PrinmitiveDataType, ElementDataTypeis one of the following:
structured [1] I MPLICIT SEQUENCE OF El ement| nf o} * primitivedata type, where the integer value indicates the data type of an
PrimtiveDataType ::= I NTEGER{ element (e.g. “date”, “string”).
octetString (0), L
numeri c (1), e sructured data type, where a description of all the elements the element
date (2), consists of is provided.
ext ernal (3),
string (4),
trueO Fal se (5),
oid (6),
i ntUnit (7),
enpty (8), .
noneCf TheAbove (100) -- see 'description’

ment
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3.5.9.3 Searching the Explain Database

This section summarises issues of searching the Explain database. Thisis carried out by the target in
response to a request from an origin.

Explain databases are accessed using standard Z39.50 search and retrieval services. Some search
terms, corresponding to information categories, are predefined allowing alevel of semantic
interoperability. Theeéxp-1' attribute set includesUse attributes relevant forExplain database
searching. Eacbxp-1 attribute corresponds to a specifement in anExplain record and some
Explain attributes correspond t@ ements that appear in more than one type of record (e.g.
ExplainCategory andDatabaseName) while others correspond @ements that appear in only one
type of record.

The canonical search form is:
ExplainCategory = ‘Category’
AND
Identifier = ‘Value’

An example using Targetinfois:
ExplainCategory = ‘Targetl nfo’
AND
name = ‘RetrievalManager_A’

The above exampleis of course afragment of an Explain query that the Target would target at its
Explain database. The fragment will be part of a Type-1 query derived from a query initiated by a CIP
origin.

If atarget receives a Search request targeted at an Explain database which is not its own, the target
determines the remote target that must handle the query (from the name of the Explain database,
which contains the identifier of the target in which it is defined) and forwards the query to the remote
target.

Combinations of exp-1 Use attributes to perform a common set of searches are listed in Sections
3.2.10.1.1 and 3.2.10.1.4 of the Z39.50 specification'“**?.

Names and descriptions of valid target attributes are provided in the AttributeSetl nfo Explain record.
Details of legal attributes for atarget collection or product descriptor are listed in the AttributeDetails
Explain record which also contains information on how those attributes can be combined in asingle
operand - attributeCombinations.

Information can also be searched from the Explain database according to language, although thereis
no CIP requirement on language dependence, the HumanStringLanguage element can be used to
locate descriptionsin native languages. Information can also be searched according to control dates,
in particular new records can be located using dateAdded and updated records using dateChanged.

3.5.9.4 Retrieval from the Explain Database

To retrieve data from the Explain database, the target will specify the Explain syntax as the preferred
record syntax. Explain information can be retrieved in summary known as Brief (‘B’) which will

return thoseslements labelledbrief or Full (‘F’) which will retrieve allelements (includingbrief

elements). Thebrief elements together with a description (human readable text) can also be retrieved.
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3.5.10 Termination Facility

The standard Z39.59 Close service procedures, described in Table 3-53 shall be followed.
Table 3-53: Close

ASN.1 Definition

Meaning

Cl ose ::= SEQUENCE{
referencel d
cl oseReason

di agnosti cl nformati on [3]
r esour ceRepor t For mat [4]
resour ceReport [5]
ot herlnfo

Ref erencel d OPTH-ONAL, -- See 3.2.11.1.5.

Cl oseReason,

IMPLICIT International String OPTI ONAL,

| MPLI CI' T ResourceReportld OPTI ONAL,

-- For use by origin only, and only on
-- Close request; origin requests target
-- to include report in response.

Resour ceReport OPTI ONAL,

-- For use by target only, unilaterally
-- on Cose request; on C ose response
-- may be unilateral or in response to
-- origin request.

O her | nf ormati on OPTI ONAL}

A Close request/response alows an origin/target to abruptly terminate all active
operations and to initiate the termination of the Z-Association. It contains the
following information:

referencel d, which is the reference identifier of the operation.

closeReason, which describes the reason for the termination of the Z-
Association.

diagnosticl nformation, which is a text message providing additional
information about the termination.

resour ceRepor tFor mat, which may be used by the origin to request that the
target includes a resource report in the response. See section 3.5.6.3 for more
detail.

resour ceReport, which contains a resource report and may be included by the
target when requested by the origin. See section 3.5.6.3 for more detail.

other| nfo about the Close request/response.
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ASN.1 Definition M eaning
CoseReason . .= [211] [WPLI C}Tn: SNFT]ESER{ (0) CloseReason describes the reason for the termination of a Z-Association. The reason
shut down (1) for the termination may be one of the following:
ggzg ‘E{‘ﬂ fb' em g gg ; « finished indicates that the requester of the termination has finished its activity
r esour ces (4): in the Z-Association.
securi tly\lg olation (5), » shutdown indicates that the requester of the termination is shutting down.
F;g}(g?f\ct :r \r,,O{ y g % + systemProblemindicates that the requester of the termination has a system
peer Abor t (8), problem.
unspeci fi ed (9} o costLimit indicates that the requester of the termination has reached its cost
limit.
e resourcesindicates that the requester of the termination has exhausted its
resources.

e securityViolation indicates that the Z-Association is terminated because a
security violation.

* protocolError indicates that the Z-Association is terminated because of a
protocol error.

* lackOfActivity indicates that the Z-Association is terminated for lack of

activity.

e peerAbort inidcates that the Z-Association is terminated because a peer has
aborted.

» unspecified indicates that the reason for the termination of the Z-Association
is unspecified.
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3.6 Referenceldentifier

Each operation request from aclient (or Retrieval Manager) must have a unique reference identifier.
This can be used in the tracking of an operation and is particularly important when asearch is
invoked which is passed onto remote Retrieval Managers (see Section 3.9.2) This means that the
request identifier must indicate the starting origin of any request and aso be unique within and
beyond a single a Z-association, so must aso indicate the date and time of the initiation of the
operation. Finally a numeric identifier isincluded to identify a particular operation, in the situation
where multiple operations are triggered at the same time.

The format for the reference identifier is described in Appendix E.

3.7 Concurrent Operations

The CIP supports the concept of concurrent operations, which means that a client can initiate
multiple parallel operations, e.g. searches. In other words, a client does not need to wait for the
termination of an operation (i.e. the reception of the response corresponding to a request) before
initiating another operation (i.e. performing another request). In order to distinguish between the
different operations, the CIP mandates the provision of a Referencel d for every initiating request and
that the origin (client or Retrieval Manager) assigns to each of the concurrent operations a different
Referencel d.

Concurrent client operations shall be supported by the Retrieval Manager so that multiple services
can beinitiated simultaneously by the client. Concurrent operations are negotiated at initialisation. In
the CIP, the choice of whether to use concurrent operations or not is made uniquely by the client. If
the client requests that they be supported then the server must be able to respond affirmatively. Of
course the client may be supported by asimpler user interface tool and hence only be able to support
non-concurrent oper ations.

3.8 Diagnostic M essages

The Retrieval Manager shall use the diagnostic format diag-1, { Z39.50-Diagnostic-diag-1}. This
diagnostic format permits the inclusion of defined diagnostic conditions such as the ones defined by
bib-1in {Z39.50-Diagnostic-bib-1} and the CIP diagnostic conditions defined in
{Z39.50-CIP-Diagnostic}. The CIP diagnostic conditions are defined in Appendix F.

3.9 CIP Domain Specifics

This section specifies details of the protocol that are not generic Z39.50 Version 3 issues, but specific
to the CIP domain. This primarily concerns CIP collections and their interaction with Z39.50
facilities. The subsections indicate how collections are intended to be managed and searched within
the Z239.50/CIP domain and how the Retrieval Manager will interact with the Z39.50 facilities and
collection tree.

The subsections include information on attribute/collection node retrieval (i.e. viathe Explain
facility), collection searching, product descriptor searching, item descriptor identification and
collection member identification.

3.9.1 Attribute and Collection Node Retrieval

To facilitate effective searching and use of search attributes in order to query a particular item
descriptor (i.e. collection or product descriptor), the client needsto understand the set of Use
attributes which may be used to query that item descriptor. This set must, by definition, include the
set of al the mandatory CIP Use attributes for the type of item descriptor (e.g. al the mandatory
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collection Use attributes for a collection descriptor). Additionally, it may include a subset of the
optional CIP Use attributes for the type item descriptor. Finally, for product descriptors, it may also
include a set of local Use attributes, when local attributes are defined.

The search attributes which may be used to search a particular item descriptor are stored in the
Explain database on a per collection basis and are described by semantic attributes. These search
attributes can be searched using the Search facility by targeting a Type-1 query at the Explain
database in which the collection of interest is defined (i.e. the Explain database which islocated at
the same target than the collection- this can therefore be either the local or aremote Explain
database). The search attributes can then be retrieved using the Retrieval facility®. If atarget receives
a Search request to query an Explain database which is not its own local Explain database, the target
forwards the Search request to the appropriate target in order to query the remote Explain database.
The same principle is applied for the retrieval of the data.

A generic collection tree hierarchy cannot be prescribed in this specification as the collection

hierarchies and nodes will vary from site to site. The Explain database treats each collection node as a
target database served by the 239.50 server and therefore will maintain information about each

collection node as it would any Z39.50 target database. This information would include, in the

Databasel nfo category of the explain database, an indication of which collection node was the ‘root’
collection and also key access nodes for the collection hierarchy (see Section 3.5.9.2.3 for details).
The ‘root’ collection node, identified with tharget database name IR-Collection-1’, has no local

parent and effectively encompasses all collections owned by a Retrieval Manager.

Thisinformation can be retrieved at an appropriately convenient stage following initialisation®.

3.9.2 Collection Searches

A collection search isaZ39.50 Type-1 search that is used to identify and retrieve collection
definitions. Each collection is defined by a set of attributes that are used to describe the collection
members as awhole. The values of these attributes are analysed in the search against the search
criteria. By targeting a search at a collection, the Retrieval Manager will automatically search all
collections below the target collection, i.e. those that are included hierarchically in the collection tree
rooted by the target collection.

To perform acollection search, the client targets the search at the collections database
‘|R-Collection-1’ (i.e. the root collection) and identifies the specific collection below * which the
collection search must be performed within the search criteria specified in the query *.

% The method and timing of the retrieval of this attribute definition information is outside the scope of this
specification, but optionsinclude:

« direct retrieval by the client from the Explain database, of all attributes, immediately after initialisation;
« retrieval by the client viathe Retrieval Manager at an appropriate stage of the processing;
« traversal of the collection nodes by the Retrieval Manager and retrieval of appropriate attributes;
» ad-hoc retrieval of attributes as needed by the client.
This raises issues such as caching, automatic updating, etc., but these are design and implementation concerns.

37 A generic 239.50 version 3 client which does not support the Explain facility may compile an appropriate list
of al the CIP mandatory Use attributes and the appropriate CIP optional Use attributes from Appendix A in
order to be able to access CIP servers.

% Having a separate collection database as a named database (I R-Collection-1) means that it itself has an entry
within the Explain database, and that it could therefore specify its own relation attributes such as ‘parent’,
‘sibling’. These ‘navigational’ relations may be considered for addition in further releases.
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For example, if a client wants to perform a collection search targeted at the collection ‘Collection 22’,
the following definitions would be included in tisearch request:

target database: | R-Collection-1

RPN Query: TemporalCoverage = ‘Term 1' AND SpatialCoverage = ‘Term 2’AND
(CollectionDescriptor/ItemDescriptorldcluded in‘Collection 22")

There are a number of important assumptions on collection hierarchies and on the Retrieval Manager
that are required for effective collection searching:

« collections within a collection tree are defined by the same set of collection descriptor
attributes;

« not all collection descriptor attributes for a particular collection node need to have values;

» collections underneath a particular collection node (i.e. subordinate collections) logically
belong in that part of the hierarchy, whether by virtue of their common attributes or by virtue
of their attribute values, (i.e. logically consistent collection hierarcimiesuil);

« a number of collection descriptor attributes are defined so that if they are included in a search
term and a collection node fails to match the search criteria for that sieangtthen any
subordinate collections would also fail to match the search criteria (labelled consistency
attributes)

When the above assumptions are taken into account, then more efficient collection hierarchy
searching is feasible.

If a successful match results from searching the attributes of a collection, then the Retrieval Manager
will forward the search to the entire collection structebow. Note a collection search shall not be
executed on collection members which are terminal collection members (product descriptors). If the
collection members are collections owned by another Retrieval Manager, then the search shall be
passed onto that Retrieval Manager by the originating Retrieval Manager actingragrato the

newtarget Retrieval Manager. This shall continue until the search is complete.

To identify if a search has already been executed on a collection, each search that is forwarded on to
another Retrieval Manager, must include fReterencel d established for the original search

operation (see Section 3.6 for information &eferencel d) in theadditional Searchlnfo field of the

search object (see Section 3.5.2.1 for information on search object elementRef@tascel d is

unique for anyoperation within and beyond a singl&association so that a remote Retrieval Manager

can log which particular searches have ‘visited’ a collection and if a ‘visit’ has already occurred the
remote Retrieval Manager can respond immediately with an appromsptase (effectively an
‘AlreadySearched’ flag). The searcésponse will also include an appropriate Z39.8agnostic

message, rather than just a response of ‘zero matches’ as zero matches could be interpreted as a
successful search with no matches.

A remote Retrieval Manager shall coordinate searches of all collection that it owns; this means that
the results of a search shall be assembled by the owner Retrieval Manager of all collections within
that single remote Retrieval Manager. Tesult set from the remote Retrieval Manager is then
returned to the originating Retrieval Manager to further compile into a siesmyle set (i.e. there is

not aresult set per collection within a single Retrieval Manager domain).

¥ |f acollection search is not targeted at a particular collection in the collection hierarchy (by the specification of
the collection below which the search should be performed in the search criteria), the root collection
IR-Collection-1 is searched and thus all collections are effectively searched.
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3.9.3 Product Descriptor Searches

A product descriptor search isaZ39.50 Type-1 search that is used to identify and retrieve product
descriptors.

For a product descriptor search the user selectsfirst a collection from which he wishes to search al
product descriptors that are contained in the terminal collections below the selected collection at
which the search is targeted. The Retrieval Manager searches then down the collection tree for the
terminal collections (collection search) and identifies those product descriptors that are within the
terminal collections. The search is then directed to the relevant product descriptor database manager
(i.e. local catalogue inventory system). If acollection in the collection tree includes a remote
collection, then the complete search is passed to the remote Retrieval Manager identified, targeting
the remote collection and the same procedure will be followed at the remote Retrieval Manager. The
remote Retrieval Manager will return a result set to the original Retrieval Manager, which will then
compile the results from all sources and make the result set available to the client.

After a product descriptor search, a client might want to obtain additional information (e.g. contact
details) which is stored in the collection descriptor of the terminal collection to which the product
descriptor belongs.

To identify the collection for which the collection descriptor needs to be searched, the client uses the
collection path that is returned in the DatabaseName field of the product descriptor search response
object (see Section 3.5.2.6.2). The last collection in the collection path is the terminal collection.

In the case that the collection is a theme collections, additional information about a product descriptor
can be found in the archive collection descriptor from where the product descriptor originated. This
archive collection can be referenced by the RelatedCollectionDescriptors (sub-element of the
RelateditemDescriptor) in the product descriptor.

3.9.4 Collection Path | dentification

The results from either a collection or a product descriptor search shall include in the DatabaseName
field of the presented object, automatically the full collection tree path from the original target
collection of the search to the item descriptor located (whether it be a collection descriptor or product
descriptor). A client might wish to optionally return the full collection path to the user as an additional
source of information, e.g. the user might use the information to minimise future search times.
Another use of returning the full collection path might be that a client uses this information to ook for
duplicate result records. The hierarchical information provided by the full collection tree path enables
the client to customise the handling of duplicates according to its specific needs (i.e. the choice of one
duplicate over another may be relevant for a particular client, for example, for reasons of ordering
cost). This provides an extralevel of serviceto alocal catalogue.

That is, the identification of the target Retrieval Manager, followed by the identifiers of the

collections down to the point in the collection tree where either aterminal collection or aremote

collection is encountered. If aremote collection is encountered, then there follows a double solidus

(‘/I') plus the identifier of the remote Retrieval Manager, this itself is followed by the collection tree
path in the remote Retrieval Manager, again until a terminal or remote collection is encountered. (For
the definition of a single collection identifier, (i.e. not in the format returnedsaaiah response,

which includes the path), refer to Section 3.5.RD&abase Names).

For example, consider a collection tree hierarchy as shown in Figure 3-22:
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Local Retrieval Remote Retrieval
Manager Manager
(esarm1.esa.it) P (nasarml.nasa.gov)

Collection 72 Collection 20

Collection 22 Collection 12 Collection 33

Collection 34

Collection 18
—

Collection 89

Collection 15

|

[ Collection 51 | [Collection 23 |

Figure 3-22: Example Collection Path | dentification

If a search was targeted at collection 12, which included in its results the product descriptor in solid
black, the Dat abaseNane field would be/ esar . esa. i t/ 12/ 72/ 22/ 34/ 23. The same search
targeted at collection 22 would result in / esar ml. esa. i t/ 22/ 34/ 23,

If the search was targeted at collection 12 and resulted in identifying the product descriptor with
horizontal shading, there would be two result records (as the product descriptor is found viatwo
collection tree routes), these would have Dat abaseNane fieldsof / esar ml. esa. it/ 12/ 72/ 18 and
/esarnil. esa.it/12/72/22/18.

Finally, if the search wastargeted at collection 12 and resulted in identifying the product descriptor
with chequered shading, thiswould aso result in two result records, with the Dat abaseNane fields
of / esarmil. esa. it/ 12// nasarnl. nasa. gov/ 20/ 12/ 89 and

[esarml. esa.it/12// nasarnil. nasa. gov/ 20/ 33/ 89.

An exact definition of the collection path to be used for the DatabaseName is provided in Appendix
E.7.

3.9.5 Collection Member Identification

To enable a client to retrieve a complete definition of the collection tree below atarget collection,
thereis an element set name (i.e. standard result format, see Section 3.5.3.3) defined to convey this
information in a standardised manner.

The client shall target a search at a collection, with a Use attribute of Col | ecti onl d and aterm (i.e.
search value) of the same value as the target collection identifier. Thiswill mean that only the target
collection will be matched in the search and no other collections. The result set name, requested in the
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search, only includes the collection identifier plus the identifiers of the members of the collection (see
Section 3.9.4), therefore the origin is returned only the members of the target collection®.

This process can be repeated for each of the members of the collection returned and hence in this way
the compl ete collection tree can be established.

Another way of establishing the complete collection tree would be to perform the same search but
with the ANY Use attributes, thiswould result in all collections being matched and therefore the
complete collection tree returned in one single operation.

A formal specification of the Collection Member identification, according to Z39.50, isgiven in
Annex D.

3.9.6 Handling of Local Attributes

The CIP attributes defined in this document (see the definition of the searchable CIP attributesin
Appendix A, the definition of the CIP elements in Appendix B and the CIP schema in Appendix C)
provide a high-level of interoperability between Retrieval Managers as common attributes are shared
within the CIP space. However, an agency may wish to extend the core metadata defined for a product
descriptor (as provided by the CIP attributes) with additional attributes in order to fulfil its own needs.
Thisis achieved by the definition of local attributes.

The definition of local attributes is out of the scope of the CIP profile. However, the CIP profile
provides sufficient flexibility so that local attributes can be easily and freely added. This section
provide the definitions and guidelines to allow an agency to define its own local attributesin
compliance with the CIP profile.

3.9.6.1 Introduction

In addition to the CIP attributes defined in this specification, each agency may define his own local
attributes that are available at his Retrieval Manager. An agency is free to define local attributes
according to its own needs. The only restrictions imposed by the CIP profiles are the following:

» Local attributes must be defined only for product descriptors, i.e. no local attribute must be
defined for collection descriptors.

e Local attributes must be defined on a per-collection basis. The definition of the local
attributes must be provided at the level of the archive collection which owns the product
descriptors for which the local attributes are defined*.

» Local attributes may be defined only when no appropriate CIP attribute is available. In other
words, if aprovider’s product information can be mapped into a standard CIP attribute, this
information must not be held by alocal attribute.

» Eachlocal database schema, including the local attributes, must be compliant with the CIP
database schema and must therefore contain al the mandatory CIP schema elements. It this
way, each local database schema must be a superset of the CIP schema.

“O The response to this search can be returned by any 739.50 standard method, i.e. the Present service or the
piggyback feature, thisis at the discretion of the application. As the members of a collection are expected to be
relatively small in number, this would be a convenient place to use the piggyback feature of the search response.

“L |n other words, the local attributes definitions must be provided in the collection descriptor of the collection
which owns the product descriptors for which the local attributes are defined, whereas the actual local attributes
are included in the product descriptors themselves. Thisis valid independently of the method used for the
definition of the local attributes, i.e. either directly in the archive collection descriptor or in the Explain
definitions related to the archive collection descriptor.
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The scope of local attributes is restricted to the domain of the Retrieval Manager which defines them
rather than the whole CIP domain (as for the CIP attributes) and therefore no interoperability can be
assumed for local attributes. For instance, if a search query containsalocal use attribute, thislocal
use attribute will be applicable to (i.e. will be recognised by) only the collections owned by the
Retrieval Manager which defined the local use attribute. Note that queries with local attributes must
only be directed to archive collections.

The CIP supports two different methods to define local attributes:

» Local attributesvia Explain: thelocal attributes are defined and used in exactly the same
way as the CIP attributes. They are defined in (and their semantics can be queried from) the
Explain database. This method is presented in more details in Section 3.9.6.3.

* Local attributesin Collection Descriptor: the local attributes are defined within (and their
semantics can be queried from) the collection descriptor which owns the product descriptors
for which they are defined . With this method, the local attributes are therefore defined and
queried differently than the standard CIP attributes. This method is presented in more details
in Section 3.9.6.4.

Both approaches are currently valid and the choice of the method used is up to the agency which
defines the local attributes. Moreover, as the two methods are not mutually exclusive, a Retrieval
Manager could support both methods. However the Explain database is the preferred solution and is
considered, in case of conflict, asthe reference. Note that in future, after more information is
available from implementations, this situation could change and only one solution might be supported.

Whilst the local attributes’ definition and semantics can be defined viatwo different methods, the
retrieval of the local attributes in the product descriptor (i.e. the local schema elements) is always
performed in the same manner, by requesting the ' Local Attributes' or the ' Fullélement set in a
Present request for the product descriptor.

3.9.6.2 Local Objects Definition

Independent of the chosen method, an agency who wishesto define its own set of local attributes will
need to define, at least®, the following Z39.50 locally registered objects:

* A loca attribute set.
e Alocal tag set.

Additionally, if the local attributes are defined via Explain the following Z39.50 locally registered
object need also to be defined:

» A local database schema (which will integrate the CIP schema elements with all local schema
elements available at the Retrieval Manager).

It is recommended that the local attributes are defined according to the models provided in
Appendices A, B and C.

The Z39.50 locally registered objects defined by an agency must be registered in the same way as the
CIP registered objects and use OIDs as specified in the 239.50 specification Appendix ‘OID.6 Locally
Registered Objects’, which have the form:

42 An agency could define, and maintain, severa attribute sets, tag sets and local schemas.
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{ANSI-standard-Z39.50 n 1000 p m}

where: n =the class of the object ('3’ fattribute sets, ‘13’ for database schemas and ‘14’ fortag
sets);

the OID index of the agency as a Z39.50 registered implementor;

©
1

number of the object being defined.

3.9.6.3 Local Attributesvia Explain

The section introduces how local attributes may be defined in the Explain database, how the local
attributes' semantics may be retrieved from the Explain database and how the local attributes in a
product descriptor may be retrieved.

3.9.6.3.1 Local Attributes Explain Definition (Explain)

When local attributes are defined via Explain, the local attributes are managed by the Retrieval
Manager in the same way as the CIP attributes (see Section 3.5.9 for more details).

As each collection is database as far as CIP is concerned, it shall therefore contain the description
of the localdatabase schema, tag set andattribute set in its entries in thé&xplain database. Each
collection which needs to use local attributes shall use a diatatbase schema® (instead of the CIP
database schema). The localelements which are necessary to define the loslema need to be

defined in a localag set. A localtag set can be freely defined by each agency. The only restriction is
that the locatag set does not use thag type "4", which is reserved for the Clg set*. The local
schema must be a compatible superset of the &Hema. The following conditions must be met:

« All the mandatoryCIP schema elements must be included in the locathema, i.e. no
mandatoryCIP schema element can be removed.

* New localschema elements may be added in the locsdhema. The localschema elements
may be plugged-in anywhere in the original GRema, e.g. a leaschema element may be
added in an existing compound, a new compound may be inserted.

» An optional ClPschema element may be mandatory in the locghema. However, a
mandatory ClRchema element cannot be made optional in the losehhema.

Note that newschema elements will mainly be defined from locadlements (defined in the localag
set). However, CIRdements may also be used to create logalema elements (e.g. the CIRIements
'PersonName’ could be re-used in a local compecheina element if appropriate).

Theelements defined in the localag set which are searchable in the losahema need to be defined
in the localattribute set. The localattribute set is therefore a sub-set of the lotad set.

3.9.6.3.2 Search of Local Attributes Semantics (Explain)

The meaning of each local attribute can be queried, and retrieved by a client or a remote Retrieval
Manager by querying thexplain database. Similarly, theattribute combinations involving the local
attributes are also contained in tBeplain database. This enables a client (any client in the CIP
domain) to retrieve the semantics of loasé attributes, and the semantics of the queries that can be

“3 |t isimportant to note that local attributes are used in a per collection basis and that therefore different
collection on the same Retrieval Manager may use different local database schemas (i.e. different local
attributes). However, several collection may share the same local schema. In fact, asingle local schema may be
defined for al the collections using local attributes at a Retrieval Manager.

“ Note that there is no restriction on the assignment of tag values to the local elements as each element (CIP or
local) isidentified with atag type/tag value pair.
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performed with them. This, in turn, enables any client to perform search queries containing local use
attributes.

3.9.6.3.3 Local Attributes Retrieval (Explain)

Theretrieval of records containing local schema elementsis performed in the same way asthe
retrieval of records containing CIP schema elements, which is fully described in Section 3.5.3. The
only differences are:

 for the databases containing local elements, alocal database schema can be used (i.e. aloca
abstract record structure is applied) instead of only the CIP database schema. Technically,
thisis achieved by using a dbSpecific database schema instead of the generic CIP database
schema in the composition specification CompSpec (see the formal definition in Section
3.5.3.5.1 for more details). Note that, as alocal database schema is, by definition, a superset
of the CIP database schema, all the information that are mandated by the CIP specification
will automatically be retrieved when alocal database schema is used.

» thelocal schema elements can be requested during product descriptor retrieval by specifying
that either the "Full" element set or, if only local schema elements are wanted, the "L ocal
Attribute” element set is desired.

3.9.6.4 Local Attributesvia Collection Descriptor

The section introduces how local attributes may be defined in the collection descriptor which owns
the product descriptors for which local attributes are defined, how the local attributes’ semantics may
be retrieved from the collection descriptor and how the local attributes in a product descriptor may be
retrieved.

3.9.6.4.1 Local Attributesvia Collection Descriptor M anagement

When local attributes are defined via the collection descriptor, the local attributes are managed by the
Retrieval Manager in a different manner than the CIP: instead of being stored in the Explain database,
the local attributes are stored directly in the collection descriptor which owns the product descriptors
for which the local attributes need to be defined.

When defining local attributes directly in the collection descriptor, the following restrictions apply
compared with the definition of local attributesin the Explain database:

» All thelocal attributes defined in the collection descriptor are searchable, i.e. thereisaoneto
one mapping between local use attributes definition in the collection descriptor and the local
schema elements definition in the product descriptor.

» Local attributes are defined as aflat list of leaf local attributes included in the CIP schemain
areserved space (i.e. the Local ProductUserAttributes compound, see Appendix C for more
details). As a consequence, the following limitations apply:

* No compound local attributes may be defined.
» Local attributes cannot be "plugged-in" existing CIP compound attributes.

A local tag set and alocal attribute set needs to be defined for the Retrieval Manager *. However, the
semantics of the elements and use attributes need not to be defined in the Explain database as they are
explicitly described in the collection descriptor.

5 At least one tag set and one attribute set need to be defined. However, an agency may define more than onetag
set and attribute set.
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3.9.6.4.2 Search of Local Attributes Semantics (Collection Descriptor)

The meaning of each local attribute can be queried, and retrieved by a client or aremote Retrieval
Manager by querying the collection descriptor which owns the product descriptors for which local
attributes are defined. Thisis achieved by performing a Search request on the collection descriptor
and retrieving the local attributes definition with a Present request, using the "Local Attributes’
element set. Asaresult, thelist of al the local attributes, together with their semantics, is obtained.
The local attributes can then be used to search the product descriptors.

3.9.6.4.3 Local Attributes Retrieval (Collection Descriptor)

Theretrieval of records containing local schema elementsis performed in the same way asthe
retrieval of records containing CIP schema elements, which is fully described in Section 3.5.3. The
local schema elements can be requested during product descriptor retrieval by specifying that either
the "Full" element set or, if only local schema elements are wanted, the "Local Attributes' element set
isdesired. Note that no local database schema needs to be specified as the local attributes are included
in areserved space in the CIP product descriptor schema (i.e. the Local SchemaElements compound
schema element), which content is dynamically determined during the retrieval.

3.9.7 Diagnostics Usage during distributed Search and Retrieval

In this section, details are provided on how non-surrogate and surrogate diagnostics are used during
distributed searching (i.e. in SearchResponse) and retrieval (i.e. in PresentResponse).

Thisis described in the form of the following three scenarios which involve a CIP Search/Present
Request targeted at two remote collections (collections A and B) which are managed by remote
Retrieval Managers:

» Case 1: Both collections can process the request and do so successfully, finding O or more
matches.

» Case 2: One Collection can process the Search/Present (i.e. collection A), whereas the other
one cannot (i.e. collection B).

e Case 3: Neither collection can process the Search/Present.

The results provided for each case in the SearchResponse are presented in Table 3-54*, and the
results provided for each case in the PresentResponse are presented in Table 3-55. Note that, in both
cases, the fields which are not impacted are not listed.

“ The scenario presented assumes that no piggybacking was requested.
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Table 3-54: Use of diagnosticsin SearchResponse

(no piggybacking is requested and no
diagnostics should be returned)

Fieldsin SearchResponse Casel Case2 Case3
resultCount Number of records from collection A + Number of records from collection A 0
Number of records from collection B
number OfRecor dsRetur ned 0 1 1 or 2 as appropriate
nextResultSetPosition 1 1 0
(or Oif no records matched either from (or 0'if no records matched from collection
collection A or B) A)
sear chStatus success failure failure
resultSetStatus not set subset none
(thus meaning that Present requests can be
issued)
presentStatus asrequired not set not set
records No records 1 non-surrogate diagnostic for collection B | 1 (All failed) or 2 (collection A failed,

collection B failed) non-surrogate
diagnostics

Table 3-55: Use of diagnosticsin PresentResponse

Fieldsin PresentResponse

Casel

Case 2

Case 3

number OfRecor dsRetur ned

Number of requested records from A +
Number of requested records from B

Number of requested records from A +

1 or more (surrogate diagnostics for
collection B)

1 or 2 as appropriate

1 or more (surrogate diagnostics for
collection B)

nextResultSetPosition Next record to be presented of O if result set | Next record to be presented of O if result set | 0
isfinished isfinished
presentStatus success failure failure
records Records from collection A + collection B Records from collection A + 1 (All failed) or 2 (collection A failed,

collection B failed) non-surrogate
diagnostics
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3.9.7 Security

This section describes how the 239.50 Access Control facility is used to support the authentication

and security requirements for the CIP. The requirements are described in the ICS URD!"™ and a
discussion of the issues is presented in the Technical Note on Security 5™,

The CIP security requirements centre around the need to ensure an appropriate level of confidencein
the identity of a user (or Retrieval Manager) such that access to services and functions can be
controlled across the ICS. The key function identified as requiring authentication of usersis ordering,
however other operations may also require authenticated access. The access rights given to user
groupsis the responsibility of the data provider. The ethos of the ICS s that the system must be open
to searches from users, even “guest” users in order to maximise the benefits of interoperability.
However there is a need to protect commercial interests of data providers and to maintain the
operational integrity of the ICS elements.

The CIP provides the capability to transfer authentication information betaegsh andorigin pairs

of a Z39.50 association. This means that CIP clients can exchange authentication information with
local Retrieval Managers, and Retrieval Managers can exchange authentication information with other
Retrieval Managers.

The level of security that the transfer of this information provides is dependent upon the observation
of good security practises by users, system managers of ICS elements and the implementors of
Retrieval Managers and client applications.

3.9.7.1 Authentication

Authentication is the process of identifying a user or Retrieval Manager to an appropriate level of
confidence. CIP B supports authentication through digital signatures. The structure used to exchange
the signature information is theacrypted structure. Theencrypted structure is exchanged in

AccessControl Challenge andAccessContr ol Response messages.

A digital signature is the result of applying a cryptographic algorithm, together with a key, on

message. This forms a unique “signature” for the message and key. The methods of generating the
signature and for the receiver to check the signature differ according to whether symmetric key or
public key cryptosystems are being used. They may also differ between two symmetric key systems or
two asymmetric key systems. For public key systems, it is also possible for the authenticity of a user
to be checked through the use of a trusted third party or certification authority.

The CIP security approach is to allow a target to challenge an origin at any point during the session.
In particular, the Retrieval Manager can request that any operation which requires authentication be
signed by the user to support non-repudiation. The signhed request can then be storéail dpst Heea
“proof*”” that a specific user requested the service.

There are a number of publicly available cryptographic algorithms which can be used to provide
authentication and ensure the integrity of information transferred. These can be used to provide
different degrees of security from moderate to public key cryptographic systems of near military
guality. An important consideration for CIP is the trade-off between the degree of complexity passed
onto the user and the complexity of the system through the implementation of security features.

The CIP provides the capability to support symmetric and asymmetric security systems. CIP
compliant Retrieval Managers must support the symmetric key approach and optionally may support

4" Note that the law on network access to servicesis still very much in itsinfancy, and the situation is particularly
confused when the target and origin span different legal systems (as will often be the case with the ICS). “Proof”
here depends on the local and remote legal interpretation of the security of the algorithm used, the key
mechanism used, the system used to store the information etc.
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the asymmetric key approach. It is the responsibility of the provider of a Retrieval Manager to ensure
that a security approach is adopted which is appropriate for the data and services provided to its CIP
users. A given Retrieval Manager may support more than one approach. For example, users may be
supported using symmetric key authentication and other Retrieval Managers may be supported
through public key authentication. The approach taken and confidence associated with each
relationship (user - Retrieval Manager, Retrieval Manager - Retrieval Manager) is the responsibility
of the organisation providing access to the Retrieval Manager.

The CIP client(s) which are used to access the Retrieval Managers also require the ability to run the
authentication software (and to use the software in the manner prescribed by the CIP B spec and the
security procedures of the local Retrieval Manager. It is suggested that CIP clients are implemented so
that the authentication elements are easily configured and changed to allow the client to be configured
for the relevant local Retrieval Manager security policy.

3.9.7.2 Shared (Symmetric) Keys

For the purposes of the ICS, a shared (or symmetric) key mechanism provides a minimum level of
security for authentication purposes. The shared key will be used to provide a Message A uthentication
Code which acts as the digital signature for communications between a user (or Retrieval Manager
acting on behalf of auser) and a Retrieval Manager. This approach allows the user to provide
authentication information to the Retrieval Manager on demand, which the Retrieval Manager can
compare with what it expects from the user. Both the Retrieval Manager and the user keep an

identical copy of the key.

In symmetric key systems, adigital signature (MAC) is produced by supplying akey and datato a
special function. The function (aone way hashing function) produces aresult string which isthe
unique result for the data and key provided. The receiver of a signed message compares the signature
provided with the result of applying the function and user key to the body of the message. If the two
result strings are equal then the signature is confirmed. Since it is assumed that only the user has the
other copy of the key, only the user can have signed the message. In addition, the MAC guarantees
that the message has not been tampered with since the result of applying the signature depends on the
complete message. A MAC therefore provides a check for dataintegrity. Figure 3-23 presents this
process.

Sender Receiver
;} __Coov of User Kev
Credential send Credential and received
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hashina function

hashina function |:>
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Soall l —
Data compare

—
Data

Figure 3-23: Symmetric Key Authentication Process

The hashing function for shared key approaches in the CIP B Specification is MD5. Sources for this

algorithm are publicly available in the ‘C’ language and can be compiled for use on personal
computers and workstations. The specification of the algorithm itself (RFC 1321) contains the source
code.

When challenging aarigin, thetarget supplies a set of parameters to be signed btatiget. When
authenticating &arget, thecredential element of thencrypted structure contains the information the
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target wants the origin to sign. The uniqueness of this data ensures that the AccessControl Response
cannot be captured by athird party and subsequently replayed. Uniquenessis provided through the
inclusion of atimestamp in the credential information.

For symmetric keys, the format of the encrypted structure (and hence the parameters used as an input
to the hashing function) in an AccessControlRequest is:

crypttype = “MAC-MD5”

credential = {TimestampUserld [ Operation], RandPad, Timestamp}
data = NULL

Where

“Userld is the user identifier against which the user is being authentictegass-through
authentication (see Secti@®9.7.9, the user identifier must be preceded by the identifier of the
remote Retrieval Manager at which the user is authentitated

“Operation” is the complete CIP operation being authenticéitekde CIP Order ERequest is being
authenticated then this ASN.1 structure (and its content as received by the target) is repeated in the
credential so thatthe original order request details will be returned in the credential. This is to ensure
that the signed operation can be used for non-repudiation purposes. Note that the CIP client must
provide some form of notification to the user that a particoperation is being signed in order to

prevent misuse of thigcility. "Operation” is required only when non-repudiation is desired (i.e. for

an order submission request). Otherwise, "Operation" does not need to be included in the credential.

“RandPad” is a randomly generated sequence of data producedthsgtte¢o pad out the credential
“Timestamp” is a Retrieval Managdafget) generated timestamp.

The format of theencrypted structure for thedccessControl Response is:

crypt type “MAC-MD5”

credential {Timestamp,Userld [ Operation], RandPad, Timestamp}

Huos{SharedKey, Timestamp)serld [ Operation], RandPad, Timestamp,
SharedKey}

data

Where

“ShareKey” is the shared symmetric key, other parameters are as facabssControl Request,
except that "Operation” is provided only when non-repudiation is mandated for the operation (e.g. the
submission of an order).

Hwps{}is the result of applying the MD5 hashing algorithm to the content described in the braces.

3.9.7.3 Asymmetric (Public) Key

Asymmetric key cryptography uses two keys: one key to encrypt a message and another to decrypt the
message. The two keys are mathematically related so that data encrypted with one key can be
decrypted with the other, but there is no way to determine one key from knowledge of the other. The
approach depends on the relationship where:

PrivateKey(PlainText) = CipherText anBublicK ey(CipherText) = PlainText, and
PublicK ey(PlainText) = CipherText anBrivateK ey(CipherText) = PlainText

8 This must be indicated so that the client knows that the user identifier authenticated is the user identifier at the
remote Retrieval Manager rather than the Retrieval Manager with which the user has directly established a Z-
Association.

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue I nteroperability Protocol - (CIP) Specification - Release B Page 3-139
June 1998 CEOS/WGI SS/PTT/CIP-B, Issue 2.4

In the CIP context, a user will have a private key and a public key. The public key will also be held by

thelocal Retrieval Manager. Each Retrieval Manager will aso have akey pair. The principle of

public key cryptosystemsis that the user can sign message using their private key and the resulting

encrypted message can only be decrypted using the user’s public key. Since only the user has access
to their private key, only the user can have signed the message.

Public key cryptographic systems are considered to be much stronger than symmetric key systems
since the private key is never distributed. The security of a public key system depends on the key
management process. It is essential that the parties can get a copy of each other’s public key from a
completely trustworthy source. It is also essential that the private key is not compromised.

Figure 3-24 shows a simple form of authentication using a public key cryptographic system.
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Figure 3-24: Simple Asymmetric Key Authentication

In the process represented in the diagram, the whole message is encrypted using the private key and
decrypted using the public key. However the public key cryptographic algorithms are slow to run and
the transfer of encrypted data over international networks using strong cryptographic algorithms can
have legal complexities. An alternative approach is adopted in CIP B as follows:

1) A hash of the original message is produced using the MAC-MD5 algorithm and a randomly
generated key. The result of applying the MD5 algorithm is a “digest” of the original message
which is also typically much smaller than the original message.

2) The digest and randomly generated key are then encrypted using the private key of the user -
this uniquely identifies the user and forms a digital signature.

3) The Original (clear text) message, encrypted digest and encrypted key are sent to the Retrieval
Manager.

On reception the Retrieval Manager performs the following actions:
1) Decrypts the key and digest using the public key of the user.
2) Calculates the message digest of the original message using the decrypted key.
3) Compares the resulting digest with that produced from decrypting the passed digest.

The purpose of calculating the hash of the original message is two fold: first it provides a compressed
representation of the message; and secondly it avoids any problems associated with the use of strong
encryption algorithms to transfer enciphered data across an international network.

Figure 3-25 depicts the process of authentication in CIP B using a public key cryptosystem.
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Figure 3-25: CIP B Asymmetric Key Authentication

Note that some public/private key cryptosystems have dightly more simple approach whereby the
message digest function does not require an additional key, e.g. PGP. This means that there is no need
to generate arandom key to calculate the message digest. It would be possible for a Retrieval
Manager to agree with its registered users on the use of PGP for authentication.

Certification Authorities

The problem of where to register and obtain public keys can be solved through the use of a

“Certification Authority”. A certification authority is a highly trusted body which maintains
authenticated copies of public keys. The Certification Authority will perform a number of checks
when registering a public key against individuals and organisations, these checks are intended to
ensure beyond any reasonable doubt that the key and key provider are genuine. The Certification
Authority acts as a trusted third party between the two parties engaged in a transaction. The
Certification Authority signs each of its transactions using its own private key, therefore
authenticating its own messages. The public key of the Certification Authority is distributed as widely
as possible to provide maximum benefit to users.

In the CIP context, their use can be explained as follows:

A user is registered with Certification Authority, “TrustMe”. The user responds to an
AuthenticationRequest by signing the provided edential and specifying the cryptographic system
used together with the Certification Authority. If the Retrieval Manager does not already have the
public key of the user, they can request the public key of the user from the Certification Authority.
This request (and the registration of the key) are performed over the Certification Authority’s trusted
communication links and are not part of CIP.

The choice of Certification Authority is not specified by CIP B.
For asymmetric keys, the format of terypted structure in amMccessControlRequest is:

crypttype = CryptTypeName,[Certification Authority]
credential = {Timestamp, UID, Operation, RandPad, Timestamp}
data = NULL

| “Userld” is the user identifier against which the user is being authenticated. For pass-through
| authentication (see Secti®®.7.9, the user identifier must be preceded by the identifier of the
| remote Retrieval Manager at which the user is authentf€ated
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“Operation” is the complete CIP operation being authenticated. If the CIP Order ES Request is being
authenticated then this ASN.1 structure (and its content as received by the target) is repeated in the
credential, so that the original order request details will be returned in the credential. This is to ens ure
that the signed operation can be used for non-repudiation purposes. Note that the CIP client must
provide some form of notification to the user that a particoperation is being signed in order to

prevent misuse of thigcility. "Operation” is required only when non-repudiation is desired (i.e. for

an order submission request). Otherwise, "Operation" does not need to be included in the credential.

“RandPad” is a randomly generated sequence of data producedthsgtdte¢o pad out the credential
“Timestamp” is a Retrieval Managdgafget) generated timestamp.

Note that the CIP client must provide some form of notification to the user that a padjmktion
is being signed in order to prevent misuse of this facility.

The format of theencrypted structure for thedccessControl Response is:

crypttype = CryptTypeName,[Certification Authority]

credential = {Timestamp, UID] Operation], RandPad, Timestamp}
data = Hcryer tvrel Hups{Credential }}

Where

“CryptTypeName” is the name of the cryptographic approach used by the user
“Certification Authority” is an optional field naming the certification authority
“Timestamp” is a Retrieval Managdgefget) generated timestamp.

“Userld” is the user identifier against which the user is being authenticated preceded, when
appropriate by the identifier of the remote Retrieval Manager at which the user is authenticated.

“Operation” is an optional field provided if the authentication request is to authenticate a particular
operation for non-repudiation purposes.

“RandPad” is a randomly generated sequence of data producedthsgttie¢o pad out the credential
Hwps{}is the result of applying the MD5 hashing algorithm to the content described in the braces.

Hcryer trve(}is the result of applying the specified (by “CryptTypeName”) encryption algorithm to
the content described in the braces.

3.9.7.4 User Groups

The CIP B adopts an approach to user groups and access rights that is similar to operating systems
such as UNIX with some simplifications.

To simplify the management of access rights to data and services, access rights are associated with
groups of users rather than individual users. Each user is a member of at least one group, and each
group has a defined set of capabilities and order profile. A defined user group can contain zero or
more users, this means that it is possible for a Retrieval Manager to create user groups with specific
access rights, but that there may or may not be users associated with the group. There is always a
“guest” group which is the default group for non-authenticated users.

Group identifiers are not exchanged by Retrieval Managers nor are they assumed to be the same
across the CIP domain. Each Retrieval Manager has a set of groups that is defined for their users.
Each Retrieval Manager has the standard group “guest” as part of this set. Members of theugtoup
be able to access a consistent set of services across the ICS to allow (at least) the capability of
searching collections.
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3.9.7.5 Userswith morethan one Account in the CIP Domain

It is possible that a given user will have more than one account within the CIP domain (i.e. they may
be aregistered user at more than one Retrieval Manager). In this situation there are significant
advantagesiif the user provides the same public key for all Retrieval Managers. Thiswill enable the
CIP client to respond to challenges from CIP Retrieval Managers with the minimum of user
intervention. It is also suggested that the user should have a dedicated CIP key pair and that they may
maintain this separately from their other work and private keys.

For symmetric key approaches, more than two copies of the user’s key will exist. Again, a CIP

specific key is strongly recommended. The principle of minimum user intervention can be preserved
but multiple copies of the same user identity and key pair mean that it is possible for people with
system level access to one of the Retrieval Managers to obtain the user key and use it to access other
Retrieval Managers. With symmetric keys and more than one user account, the ICS therefore requires
a degree of trust between each Retrieval Manager.

3.9.7.6 User Profile

A user profile consists of information related to the individual user, such as full name, title, telephone
number etc. In addition a user may inherit group level information such as the pricing agreement and
access rights.

Some of the information in a user profile may be overwritten under user request, other details (such as
pricing structure) are fixed and can only be changed through system management of the local
Retrieval Manager and User Profile System

In the CIP Domain, Retrieval Managers need to be able to recognise each other in the same way that
they recognise and authenticate users. This means that there will be entries in the User Profile System
for each Retrieval Manager which correspond to the other Retrieval Managers with whom an
operating agreement exists. These entriastbe treated in the same way as the standard user entry,

i.e. theremustbe an identifier and contact information and the Retrieval Manmagetbe associated

with a group which provides the appropriate access rights for Retrieval Managers.

Although the CIP does not mandate that a Retrieval Manager uses the CIP for the search and retrieval
of user profile information, the CIP provides definitions to support this. User information may be
accessed via the CIP using #earch andretrieval facilities. The definition of thearget user

database is not specified by the CIP. However, the CIP provides the definition of the user descriptor
that will be retrieved in the CIP Schema (see Appendix C).

3.9.7.7 Authenticated Sessions and Oper ations

CIP B allows theorigin andtarget to exchange information at the start of a session (or at any time

during the session) which enables the identity of the parties to be confirmed. Exchange of confirmed
identities can be used to start a session, where subsequent operations are allowed with the privilege of
the identified user. Note that this approach does not guarantee that the session cannot be hijacked by
another party following the exchange of authenticated messages. The Retrieval Manager may
therefore request authentication of any or all privileged operations in order to increase confidence in
the security of the transaction.

Figure 3-26 is a timeline diagram of the associations and operations that may be created during a user
session with a local Retrieval Manager and shows whergdtessControl Request and
AccessControlResponse may be used (shown as authentication request and response respectively).

Committee on Earth Observation Satellites
Working Group on Data - Protocol Task Team



Catalogue I nteroperability Protocol - (CIP) Specification - Release B Page 3-143
June 1998 CEOS/WGI SS/PTT/CIP-B, Issue 2.4

Session between User and Retrieval Manager A

Origin Target

[ InitializeRequest.

InitializeResponse———— |
P

Time
T SearchRequest

SearchResponse ——— |
-

[ ESrequest (Order Request)

—
AccessControlRequest ——————— | period with guest user accessrights
—

[ AccessControl Response
N

ESResponse (Order Response) ——_ |
— . .
authenticated user access rights

Figure 3-26 Use of Access Control during an Association

3.9.7.8 Distributed Sessions

CIP B alowsrequests at alocal Retrieval Manager to be propagated to remote Retrieval Managers.
One of the most important capabilities that this provides is searches across rel ated data supported by
different Retrieval Managers.

When a user requests a service which requires aremote operation (i.e. an operation on another
Retrieval Manager) to be executed, then the local Retrieval Manager needs to establish an association
with the remote Retrieval Manager. To do this the local Retrieval Manager sends an Initialisation
request to the remote Retrieval Manager, including the user profile information (using the

User I nf or mat i onFi el d).

When an operation on the remote Retrieval Manager requires authentication, the remote Retrieval
Manager will issue a challenge over the association established between itself and the local Retrieval
Manager. Three cases are distinguished:

1) If thereisamutua agreement between the local Retrieval Manager and the remote Retrieval
Manager regarding the management or recognition of their users, a one-step pass-through
authentication is performed.

2) If there is an agreement between the local Retrieval Manager and the remote Retrieval
Manager that the local Retrieval Manage may act as proxy for its users, proxy authentication
is performed.

3) Otherwise, atwo step pass-through authentication is performed.

Requests which result in operations across more than one Retrieval Manager may not always require
authentication. This means that the “guest” level of access may provide the user with access rights
which enable searches for information across the CIP domain.

For all distributed access, the local RetrieMalnager is responsible for the distribution of its user
requests. When an order is requested from a remote Retrieval Manager by the local Retrieval Manager
on behalf of a user, the local Retrieval Manager is responsible for the order (a “proxy order”). It is
possible for a non-authenticated user to perform a local or remote order through the CIP. The ability

to execute the order will depend on the access rights provided to guest users on the Retrieval
Manager(s) and the terms of the agreement between the two Retrieval Managers in the case of a proxy
order.
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Proxy Authentication

When proxy authentication isin effect, the local Retrieval Manager acts by proxy for the user and
therefore substitutesits own user | d for the user’suser | d whenever auser | d isincluded in an
operation (such as Initialize or CIP Order ES). For operations requiring authentication, the remote
Retrieval Manager will authenticate the operation with the passed local Retrieval Manager’suser | d
viaan AccessControlRequest. The local Retrieval Manager will then respond to the challenge with an
AccessControl Response.

Note that proxy authentication requires a high level of agreement between the two catal ogue systems
in order to agree what access rights (and billing system) will apply for such remote access requests.

The process of establishing aremote session using proxy authentication is shown in Figure 3-27.

Client Local Retrieval Manaoer remote Retrieval Manaoer
[ InitializeRequest
1 R RRRRRREE --Local retrieval
InitializeResponse———___ | manager recognises
e need for distributed
[ ————————  Z-operation operation.
Time [ No agreement for
Z-operationresponse —__ | B users management,
— but agreement for
— ' proxy operations
-operation requesl\".’_ ==> proxy
[ InitializeRequest operation in effect

E—

InitializeResponse—— |
—

-
Z-operation request ———————H

. J—
— Z-operation response
I

Z-operation response
- ——————

I —
ESrequest (order request) ——

s —
ESrequest (order request) — )

AccessControlRequest —
—

AccessControl Response -

ES Response (order response)
————

ESResponse (order response)—— |

Figure 3-27 Proxy remote sessions

Pass Through Authentication

When pass-through authentication isin effect, the local Retrieval Manager is used to pass operations
between the client and the remote Retrieval Manager, without altering the user | d which may be
contained in the operations exchanged. For operations requiring authentication, two type of pass-
through authentication are distinguished, depending on the knowledge regarding their respective users
that the local Retrieval Manager and the remote Retrieval Manager share:

e one-step pass-through authentication: if there is a mutual agreement between the local
Retrieval Manager and the remote Retrieval Manager regarding the management or
recognition of their users, the remote Retrieval Manager is able to identify the user from the
user profile information which was sent when the initialisation operation was performed. The
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remote Retrieval Manager is therefore able to determine the user’suser | d in its own domain
(incaseit differsfrom the user | d in the local Retrieval Manager’s domain). The
authentication of the operation can therefore be performed directly.

e two-step pass-through authentication: if the remote Retrieval Manager does not have a
mutual agreement with the local Retrieval Manager regarding the management of the users,
the remote Retrieval Manager is not able to identify with confidence the user from the user
profile information which was sent when the initialisation operation was performed. The
remote Retrieval Manager must therefore issue afirst AccessControl Request requesting the
user to provide hisuser | d at the remote Retrieval Manager (rather than hisuser | d at the
local Retrieval Manager). This AccessControl Request is sent to the local Retrieval Manager,
which ssimply forwards it to the client. Upon reception of the AccessControl Request, the client
provides the user’suser | d at the remote Retrieval Manager in the AccessControl Response
and sends it the local Retrieval Manager, which forwards it to the remote Retrieval Manager.
The remote Retrieval Manager is then able to identify the user and performs the
authentication of the operation.

The remote Retrieval Manager can then authenticate the operation with the user’suser | d at the
remote Retrieval Manager via an AccessControl Request. For this purpose, the user’suser 1 d is
prefixed with the identifier of the remote Retrieval Manager so that the client is able to determine that
the challenge is requested by the remote Retrieval Manager rather than the local Retrieval Manager.
The AccessControl Request is sent to the local Retrieval Manager, which simply forwardsit to the
client. The client then responds to the challenge with an AccessControl Response, which isturn
forwarded by the local Retrieval Manger to the remote Retrieval Manager.

The process of establishing a remote session using the one-step pass through authentication is show in
Figure 3-28, whereas the two-step pass-through authentication is shown in Figure 3-29.
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Figure 3-28 One-Step Pass Through Remote Sessions
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Figure 3-29 Two-Step Pass Through Remote Sessions

3.9.7.9 Message Encryption

CIP B does not specify an approach for the exchange of encrypted messages. Thisis due to the lega
and practical issues surrounding the use of encryption techniques over a co-operative international
network
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